Use of large-scale privacy protecting record linkages for data sharing to enhance
the value of clinical data for research
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Background

The National COVID Cohort Collaborative (N3C) is an open science
effort led by the NIH National Center for Advancing Translational
Sciences aimed at accelerating COVID-19 research. Backed by a secure
research platform, the N3C Data Enclave offers 2,773 researchers
19.4B rows of EHR data on 6.7M patients from 76 sites.

The linkage honest broker (LHB) is a neutral, vendor-agnostic entity,
external to the N3C data enclave, which serves as an escrow for
encrypted identity tokens and operates the platform that facilitates
PPRL using these tokens. The LHB does not receive, store, or process
PHI/PIl or clinical information, which is only held by the data
participating sites. (Figure 1) For validation purposes, the LHB may
utilize tokens and metadata at the request of a participating site,
consistent with the NCATS N3C Data Enclave rules and policies for
possible follow-on clinical research. The LHB holds useful specific
metadata such as the originating data contributor, data source, and
the nature of data associated with the received tokens (e.g., EHR
data, chest x-ray, viral variant data). Finally, the LHB can respond and
adapt to emerging use cases: different match algorithms can be
applied to different data sources and use cases.
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Methods

Since capture of mortality data within health systems may not fully
represent all-cause mortality during the COVID-19 pandemic, we
deployed a privacy-preserving record linkage (PPRL) algorithm to
associate N3C patient data with external mortality data. We applied
the gold standard validated using a software package to process
identifiable demographic elements and formulate HIPAA-compliant
deidentified tokens. The tokens enable linkage between patient and
mortality data, which contains deidentified US death from multiple
sources (covering ~90% historical and ~75% ongoing deaths) and
includes data source, birth/death dates, state, and sex.

A key PPRL benefit is that protected health information (PHI) never
leaves contributing sites. Instead, sites send tokens to a Linkage
Honest Broker (LHB), which constructs a linkage map that the Enclave
uses to link EHR data to the mortality records. At no point do either
the LHB or Enclave receive PHI. The LHB does not hold data.
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Results

To date, mortality data PPRL has been performed for 27 contributing
sites, with 47,100 linkages found within and across these sites. Nearly
6.7 million unique patents have been identified (Figure 2). PPRL
linkage is performed on a weekly basis incorporating approximately
20% improvement in providing mortality evidence over EHR data
alone.

Summary

Dataset linkage to obituary and SSA records is a particularly impactful
PPRL application due to high rates of missingness in EHR death data.

Conclusion

In the future, we will further develop the PPRL algorithm to allow
association with additional datasets, such as CMS claims, imaging,
genomic, or clinical trial data, for an even richer research data asset.
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Figure 1: Conceptual overview of the PPRL hashing process. Note that hash values
(tokens) for the same individual at different sites are identical, allowing a linkage to
be made without identifying the individual.
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are included. Note that the PPRL process identified over 47,000 links within and
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