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ABOUT TECH HIVE™

Tech Hive Advisory Limited (“Tech Hive”) is a technology policy advisory
and research firm providing services to private and public organisations
regarding the intersection between technology, business, and law. We
focus on how emerging and disruptive technologies are altering and
influencing traditional ways of doing things while acting as an
innovation partner to our clients.

Our expertise and experience span Research and Policy Advisory, Privacy
and Data Protection, Data Ethics, Cybersecurity, Regulatory Intelligence,
Start-Up Advisory, Emerging Tech, and Digital Health. We ensure that our
advice is useful to our clients by thoroughly understanding their
businesses and the markets in which they operate, which we accomplish
through accurate policy and legislative development tracking and
intelligence.
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EXECUTIVE SUMMARY

The Internet of Bodies (IoB), like the Internet of Things (loT), is one of
technology's astounding innovations, presenting a relationship between
humans and devices (technology). 1oB is a subset of the Internet of
Things that connects the human body to a network via devices that are
implanted, ingested, or connected to the human body to perform a
specific function. The loB enables a form of intimacy between humans
and a variety of devices, including smart watches, smart pills,
pacemakers, and fitness trackers, among others. These devices examine
the human body, collect personal data, and transmit the information to
the internet for a response.

loB has indeed revolutionised every industry in which it has been
adopted, most notably the healthcare sector, in which these devices are
frequently used to monitor health functions and data. The research
focused on what loB means as a subset of IoTs, its many global use
cases, its benefits, the regulatory framework in Nigeria, and the privacy
and security risks associated with their applications.

Based on an analysis of the available data, the research found the
following:
e |oB devices are capable of and have revolutionised the healthcare
system in remarkable ways by making life easier for everyone;
e There is a lack of adequate and comprehensive legal framework for
the regulation of loB devices and its uses in Nigeriq;
e When interacting with humans, lIoB devices collect a vast amount of
personal information, posing significant privacy risks for users; and
e Users of loB devices face security risks due to the variety of data
collected by these devices and the ambiguity surrounding their use.
Based on the findings of this research, the following recommendations
have been made:
e Development of a comprehensive regulatory framework for I|oB
devices and their users;
e Adoption of specific data protection considerations and principles to
combat unauthorised access to and misuse of personal data; and
e Adoption of security considerations in the development and
utilisation of loB devices.




INTRODUCTION

Technology continues to play a vital role in
the search for permanent cures for terminal
diseases and in efforts to improve
healthcare. Over the past century,
technological progress has revolutionised

healthcare delivery. Breakthrough
technologies like stem cells, gene therapy,
biotechnology, regenerative medicine,
immunotherapy, digital therapeutics,

nanotherapy, telemedicine, and predictive
medicine, among others, dare having a
significant impact on the healthcare
industry. Importantly, new technologies like
artificial intelligence, 3D printing, augmented
and virtual reality, and the Internet of Things
are making their way into mainstream
healthcare delivery. '

The Internet of Bodies (IoB) is a subset of technologies that fall under the
‘Internet of Things” (loT) umbrella® 10B are made to monitor, check, or
interact with the human body in a certain way. loB uses human bodies as a
data source, making it a component of the Internet of Things ecosystem.’
They are made up of human bodies or body parts that are linked to a
network or a network array with the goal of generally improving or providing
insights to improve the human body. IoBs create a much more intimate
relationship between technology and the human body. They are networked
devices that monitor the human body, collect physiological, biometric, or
behavioural data, and exchange data over a wireless or hybrid network.*

The "“Internet of Bodies" (loB) has been continuously deployed to improve
the quality of human life and existence in mind-bogglingly innovative ways.®
However, they may be as intrusive to privacy as they are life-saving. ®

When it comes to innovative technology, the desire to explore its potential
and possibilities almost always outweighs privacy, security, and policy
concerns. There are numerous advantages to these technologies that some
believe are too significant to be stifled by a lack of policy’ The inherent
benefits of technology should not be discounted out of fear of hype, but it is

important to make the distinction between hype and reality.
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Internet of Bodies are classified into three generations of devices: the
external body, which is the first generation; the internal body, which is the
second generation; and the embedded body, which is the third generation?
The first generation refers to a wider range of devices that are worn on or
physically connected to a human body and collect and transmit data
based on physical contact through sensors, computer vision, and so on. The
second generation is more technical, as they are placed internally in the
human body and may be ingested or surgically implanted to control and
monitor various conditions of the human body. The third generation, which
is currently the last classification and is not nearly as common.’ They are
embedded in the human body and have real-time access to a remote
machine!’An example would be the much-elusive Brain-Computer Interface
(BCI), where the human brain merges with an external device, allowing for a
real-time connection with remote computers that receive live data updates
for the purposes of controlling and monitoring

loBs, like 1oTs, offer numerous opportunities for human advancement;
however, they also pose significant risks and vulnerabilities that could turn
into nightmares for users. With loT, there are growing concerns about
constant surveillance over people and their surroundings, and with |oB,
these concerns extend beyond environmental surveillance to include
humans losing autonomy over their lives and human bodies.” Without
appropriate policies, legal frameworks, and futuristic preventive laws, these
innovative technologies have a tendency to create larger problems than
they can attempt to solve’




A SYMPHONY OF
CONNECGTIVITY: THE INTERNET
OF BODIES AND AND ITS
ENCHANTING USE CASES

loB applications range from better diagnosis and
treatment of medical conditions to personalised
care, increased productivity, and improved public
safety, to name a few. lIoB has been of tremendous
benefit to healthcare, revolutionising both
preventive and diagnostic care.

loB products and solutions are developed to solve
a multifarious system of problems in the
healthcare system. Most IoB products come in
direct contact with the human body, are physically
attached to it, or, as in the case of ingestible and
implantable devices, are swallowed or surgically
inserted into a patient’s system.*There are many
instances in which 10oB improves healthcare.
Wearable physical activity trackers like
smartwatches that can monitor daily exercise,
heart rates, blood pressure, and even sleep cycles
provide the user with a vast amount of personal
data about themselves that could improve
preventive healthcare and inform them on when to
take breaks or get more physically active.’They are
capable of informing the users to become more
active participants in paying attention to their
health. Furthermore, wellness technology devices
such as smart cribs and smart pads could notify
and inform when there needs to be a change.

With the use of smart cribs, parents or guardians
can get mobile notifications of the condition of
their babies based on their body temperature, how
active their baby is, and whether they are asleep or

awake.®
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Connected bras and breast cups, smart glucose metres, and weadrable
insulin pumps also keep users up to date on the state of their bodies and
when and what changes should be made over time.”For example, a
person with diabetes could easily monitor their blood sugar in real time
to enable easier maintenance of healthier blood sugar levels as well as
quick and immediate response to prevent health dangers? Artificial
organ systems, digital pills, and brain-computer interfaces with sensors
could also be implanted to improve the functionality of the human body.
Brain-computer interfaces could allow amputees to control prosthetic
limbs with their minds.”

Furthermore, IoB can be incorporated into healthcare wearable devices
or in the sports industry. They perform similar functions as they do in the
healthcare industry. Wearable devices are used to monitor and improve
the performance of athletes?’loB can be used to monitor athletes and
understand how they respond to specific exercises and activities. This
helps to develop better exercise, and sporting strategies can be
developed for athletes. Also, IoB can be used to detect injuries, including
non-visible injuries, so that they can be treated on time? This benefit also
extends to people who engage in sports activities or exercises for
recreational purposes or any other purpose.

Despite the benefits of loB to the healthcare system, they are still quite
sensitive because, as much as there are enormous benefits, we have to
consider the rate and risk attached to the processing of sensitive
personal data.

The contentious issue of whether data collected from an loB device or
product that was originally implanted or worn with the goal of improving
the functions of the human body could be used as evidence in a court of
law was raised in a well-known Michigan case’’Should life-saving or life-
enabling devices be used as a tool for surveillance, monitoring, and
control over a person’s life?
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In the popular case, a suspect’s artificial heart implant, which was
installed to support his heart functions was used as evidence against
him on his charge for arson. To establish the case, the police got a
warrant for all electronic data stored in the suspect’s heart implant. Data
collected from the heart implant was used to provide a report on his
heart activity at the time of the crime incident, and the expert witness
stated that it was highly unlikely for the suspect to have escaped the fire
at his residence along with his valuables through the window as the
suspect had claimed?

loB however, goes beyond just healthcare improvements and has been
deployed in the military, sports, and event security‘loB devices are used
in the military to monitor a soldier’'s emotional and physical state, as well
as to track vitals and location. It can also be used to simulate real-life
combat situations, allowing soldiers to practise and perfect multiple
combat strategies”*The use of loB in the military makes it easier for
militaries to locate wounded soldiers and provide medical aid to
affected soldiers as needed. In sports, IoB can be incorporated into
fabrics, helmets, wristbands, and other wearable devices used by
athletes in the sports industry?’loB can be used to monitor athletes and
understand how they respond to specific exercises and activities. This
helps to develop better exercise, and sporting strategies can be
developed for athletes.




THE GIFT OF HARMONY: EMBRACING THE
TRANSFORMATIVE BENEFITS OF THE
INTERNET OF BODIES

The Internet of Things has made the world a better place. The advantages
of loB devices are numerous and can be seen in a variety of industries,
most notably the healthcare sector?mplementing IoB technologies in the
healthcare system has resulted in improved health condition diagnosis
and treatment, personalised insurance packages, and increased
productivity?®

As previously stated, healthcare professionals are the immediate
beneficiaries of the 10B revolution’*The benefits include the following:

a. Patient monitoring: IoB devices enable caregivers to detect changes in
a patient’'s physiological data and take appropriate action in the event of
an emergency. As an intermediary, the 1oB reduces the risk of contracting
diseases through physical contact. The significance of these sensors and
camera-based loT devices was notable during the covid-19 era, when
doctors were required to maintain a safe distance from patients unless

they were properly masked.”
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b. Improved healthcare delivery: VivalLNK, a Silicon Valley technology
company, has created a revolutionary smart thermometer that nurses are
using to take the temperatures of Covid-19-diagnosed patients, thereby
improving healthcare delivery A single sensor records the temperature of
each individual patient, thereby minimising human contact and reducing
the risk of virus transmission. The information is then transferred to a
monitoring dashboard. If the results are abnormal, healthcare professionals
are alerted and can then take the appropriate action® As smart
thermometers collect data over time, this enables medical professionals to
identify and analyse long-term trends with the ultimate goal of enhancing
patient care.®

c. Non-invasive diagnosis: Doctors in the United States use camera-based
ingestible pills as an alternative to gastroscopy and colonoscopy, which
may require physical contact with the patient's bodyDeveloped loB devices
that can be worn on the body of a patient to detect abnormalities in a
patient’s system aid in early detection of lung problems2®Furthermore,
wearable sweat sensors have been developed to analyse body functions,
and doctors can use this data to diagnose genetic disorders and better
treat health conditions such as diabetes.

d. Improved quality of life: By removing and replacing affected body
functions, IoB technologies have enhanced the quality of life of patients with
chronic health conditions. There are devices such as connected pacemakers
that transmit data to a detected mobile application, microelectronic retina
prostheses that restore partial vision to individuals with retina diseases, and
automated insulin delivery systems that monitor blood sugar levels in real
time?®

e. Precision medicine: |oB devices also assist health professionals in
analysing and identifying recurring patterns in health data, as well as
developing personalised medication and treatment plans that are tailored
to a patient's unique health conditions. With the patient's medical history,
the physician is better equipped and in a better position to develop a
treatment plan for the patient(s). Here, sensor data and Al will be used to
analyse electronic health records?

f. Personalised health insurance plans: On the basis of the personal data
collected by loB devices, health insurance companies can adopt a more
customised insurance plan that takes into account the insured’'s medical
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history, occupation, and lifestyle.™

g. Increased productivity: 10B devices, like other innovations over the
years, increase human productivity by making things easier:® 0B
researchers have reached a uniform conclusion on how much better the
world has become since the introduction of IoB devices. This ranges from
smart home devices to hearing aids and pill dispensers, just to mention a
few.

h. Fitness technologies have been developed that track exercises and
weight-measuring equipment enhanced with sensors. This helps with
fitness goals and consistent fitness tracking:*

i. Wellness technologies such as baby tech solutions help with baby care
by sending signals about babies, such as their temperature and when
diapers need to be changed. There are also Femtech products such as
smart pads, tampons and menstruation cups, connected bras and
breast cups, hardware fertility trackers and so on that help with feminine
body awareness and care®
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NAVIGATING UNCHARTED WATERS: THE

EVOLVING

LEGAL LANDSCAPE FOR THE

INTERNET OF BODIES IN NIGERIA

GENERAL LAWS

The Constitution of the Federal
Republic of Nigeria 1999
Freedom of Information (FOI) Act 2011
Law Reform(Torts) Law, Ch. L82 Laws
of Lagos State

Evidence Act, 2011

Standards Organisation of Nigeria
Act of 2015

National Agency for Food and Drug
Administration and Control Act 2004
Federal Competition and Consumer
Protection Act

HEALTH SECTOR LAWS

National Health Act 2014

National Health Insurance Scheme Act (NHIS Act)
2004

The Lagos State Health Sector Reform Law

The Medical and Dental Practitioners Act

The Code of Medical Ethics in Nigeria (Rules of
Professional Conduct for Medical & Dental
Practitioners)

Nigerian National e-Health Strategy 2011
National Health Policy 2016

FCT e-Health Policy and Policy Implementation
Strategy

Nigerian Health Information System Policy 2014
FCT e-Health Policy and Policy Implementation
Strategy

Guidelines on Document and Record Retention

¢ Nigerian Data Protection
Bill 2022

e National Electronic Health
Record Bill

DATA PROTECTION AND
CYBERSECURITY LAWS

¢ Nigeria Data Protection Regulation, 2019

e Cybercrimes (Prevention and Prohibition) Act

e Guidelines For the Management of Personal
Data by Public Institutions in Nigeria, 2020

¢ Nigeria Cloud Computing Policy

e National Information Systems and Network
Security Standards and Guidelines 2013

o Nigeria National Cybersecurity Framework

¢ National Cybersecurity Policy and Strategy
2021

» National Cybersecurity Policy/Strategy
Implementation Guidelines for Ministries,
Departments & Agencies (MDAs) & Private ICT
Organisations




KEY SOURCES OF INTERNET v
OF BODIES LAW IN NIGERIA

THE CONSTITUTION

The Constitution provides for a right to life,’dignity“and privacy’ The right to
privacy extends to the right to privacy of medical records and health
information as well as the right to privacy in the digital economy. Any
technology that enables IoB must have regard to these fundamental rights
of the users.

EVIDENCE ACT

By virtue of the Evidence Act”computer-generated evidence is admissible in
court. This includes all data transmitted through loB technologies.

NATIONAL INFORMATION TECHNOLOGY
DEVELOPMENT AGENCY ACGT

The National Information Technology Development Agency (“NITDA”)
administers the National Information Technology Development Agency Act.
The agency coordinates the general information technology development in
Nigeria. The Agency has issued several guidelines and policies to this effect.
The Nigeria Data Protection Regulation 2019 was issued by the NITDA which
is currently the primary legislation on data protection in Nigeria.

NIGERIA DATA PROTEGTION REGULATION 2019

The Nigeria Data Protection Regulation ("NDPR") is the most comprehensive
data protection legal framework in Nigeria. It creates different obligations for
data controllers and processors, which include ensuring security, creating
mechanisms
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for protecting data subjects’ rights, implementing the data protection
principles, and building governance and accountability measures, among
others. The principles and obligations have an impact on the use of 0B,
from ensuring the safety of the equipment to responsible data processing,
transparency daround data processing, and operationalising the data
subject rights mechanism, among other obligations. Healthcare facilities
that use loBs, as well as device manufacturers, will be required to follow the
law's requirements.

GUIDELINES FOR THE MANAGEMENT OF
PERSONAL DATA BY PUBLIC INSTITUTIONS IN
NIGERIA

By virtue of these guidelines, federal and state-owned hospitals as well as
other public institutions that use loBs must adhere to the data protection
standard introduced by the guidelines. The guidelines impose a higher
standard of consent for the processing of sensitive data, such as health
data. The consent to process sensitive data must be direct, unambiguous,
and distinct’This is similar to the position under the NDPR. The document is
useful when the device is deployed in public health institutions.

MEDICAL AND DENTAL PRACGTITIONERS ACT

The Medical and Dental Practitioners Act establishes the Medical and Dental
Council of Nigeria ("MDCN")"to regulate the practice of medicine, dentistry,
and alternative medicine in the most efficient manner that safeguards the
best health care delivery for Nigerians. It also establishes a panel“and a
tribunal“to entertain any complaint against a medical practitioner for
misconduct.

The MDCN has also established a code of conduct”which medical
practitioners must adhere to in the course of their profession. The code
mandates medical practitioners to obtain consent for invasive and non-
invasive medical procedures® Before obtaining consent, medical
practitioners must counsel patients on the expectations of the procedure in
simple terms; a failure to do this may amount to assault on the patient. A
medical practitioner is also bound by confidentiality obligations to the

patient; they may not reveal health information to third parties.*
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' NATIONAL HEALTH ACT

The National Health Act provides a framework for the regulation,
development, and management of a health system and sets standards for
rendering health services in Nigeria. The Act provides that any person who
intends to establish, construct, modify, or acquire health technology must
obtain a certificate of compliance to do so™Failure to obtain a certificate of
standard is an offense punishable by a fine, imprisonment, or both.”In
addition, it imposes obligations on healthcare providers to ensure privacy,
confidentiality, and security in care delivery.”

ACT 2015

The Cybercrimes (Prohibition, Prevention, etc.) Act of 2015 (“Cybercrimes
Act”) is a comprehensive legal, regulatory, and institutional framework for
the prohibition, prevention, detection, prosecution, and punishment of
cybercrimes in Nigeria. The Act aims to create a system for the protection of
computer systems and networks, electronic communication, intellectual
property and privacy rights.*

The Act defines a computer system as any device or group of
interconnected or related devices that performs automated or interactive
processing of data’By this definition, technological devices facilitating the
loBs are computer systems protected against unlawful access,
modification, interception, among other interference.

NATIONAL AGENCY FOR FOOD AND DRUG
ADMINISTRATION AND CONTROL ACT

The Act establishes the National Agency for Food and Drug Administration
and Control (“NAFDAC”) which is charged with the responsibility to regulate
and control the importation, manufacture, and use of medical devices as
well as make pronouncements on their quality and safety. Any instrument,

% apparatus, or contrivance (including components, parts, and accessories

;’& thereof) manufactured for internal or external use in the diagnosis,

\P= treatment, mitigation, or prevention of any disease, disorder, abnormal

% ég physical state, or the symptoms of a disease in a human are referred to as
_.::':,: a medical device.”

=
S L=
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%%QDARDS ORGANIZATION OF NIGERIA ACGT

This Act establishes the Standards Organisation of Nigeria. The aim of
the Act is to standardise methods and products in Nigerian industries. It
performs quality monitoring and control for goods, including IoB devices
produced and imported into Nigeria.

14

oo



OTHER SOURCES OF LAW

LAW OF TORTS

The use of loB devices is also likely to sometimes
result in unprecedented events as a result of bodily
injury. The existing regulatory gaps mean that some
loB products will potentially be subject to no
preemptive regulatory scrutiny before entering the
market” The state of existing laws also makes it
more likely that plaintiffs will turn to tort law to
address the failures in these products that cause
physical harm to human bodies?”Currently, most of
the harm experienced by IoB consumers is related
to privacy and security, which has posed a
challenge for private litigants to demonstrate actual
economic losses in the eyes of the courts. However,
the economic loss will often be more easily
quantifiable and economically demonstrable in loB
contexts than was possible in previous generations
of software cases”

Because of the familiarity of courts with providing
recourse for bodily injury in tort, these loB cases are
likely to result in new doctrinal lines of software
liability. Instead, the tort arguments are likely to shift
toward various possible calculations of damages
and to what extent any liability protection exists for
the device manufacturers—akin to traditional
medical device harm cases.

In the case of product liability, if an IoT device fails
and causes bodily harm or property damage,
product liability litigation is likely to ensue. This will
necessitate a reconsideration of more traditional
product liability frameworks by the courts. For
example, in assessing strict product liability, US
courts have traditionally considered hardware to be
a product and software to be a service (excluding
software from strict-product-liability regimes).
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As a matter of consistency, it is still unclear how the
law will adapt in the context of the loT.*

INTELLECTUAL PROPERTY LAW

Intellectual property refers to creations of the mind
such as inventions, literary and artistic works,
designs, symbols, names, images, etc. that are
protected by Ilaw under different intellectual
property rights such as patents, copyright, industrial
designs, trademarks, or trade secrets, depending on
the type of creation or work involved®|loB devices are
inventions that are protected by the Patent and
Designs Act 2004. A patent is an exclusive right
granted to the patent owner to decide who and how
an invention is used by others. Although IoB devices
are mainly protected under the Patent and Designs
Act, some features of the invention are protected by
other IP rights such as copyright, which protects the
software, codes, and computer programmes used to
set up the IoB device’ In addition, the three
dimensional design of an IoB device and the name
given to the particular device are protected by
industrial designs and trademarks, respectively
Trademarks generally protect brand names, logos,
marks and signs used to distinguish one IoB device
from another?

LAW OF CONTRACGT

The law of contract exists to govern the relationship
between IoB inventors and users. It is not uncommon
for loB manufacturers to rely on end-user licence
agreements to retain software rights. Even if the
contracts have serious consequences, courts
customarily uphold the majority of them? Using the
Internet of Things as a point of reference, we observe
a collision between contract law from the sale of
physical goods on the one hand and norms from the
world of software contracts on the other.”

\\

| —————————————
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CRIMINAL LAW AND THIRD-PARTY DOCTRINE

Criminal litigation usually raises questions regarding the relationship
between IoB EULAs and the human body. Precedent shows that prosecutors
usually rely on the third-party doctrine and loT data streams as models.
However, direct interaction between IoB and criminal contexts has already
begun, as evidenced by a recent insurance fraud prosecution that relied
heavily on loB-derived evidence. This insurance fraud prosecution case
illustrates one aspect of the doctrinal and constitutional issues pertaining
to the Fourth and Fifth Amendments that 10B raises in the US”Similarly, in a
2017 case in the city of Ohio, where the prosecution accused the defendant
of arson, the defendant’'s pacemaker was admitted into evidence. The
Supreme Court in this case, stressed the need for the evolution of the third
party doctrine to fit the dynamic nature of modern technologies”
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A DELICATE DANCE: THE CONUNDRUM OF
BALANGING LEGAL ISSUES AND ADEQUACY
IN THE INTERNET OF BODIES™ LEGAL
LANDSCAPE

The regulatory framework for IoB in Nigeria is still in its infancy. While there
are several laws scattered across various legislations that may likely
impact loB, there is no single comprehensive legal framework that caters to
the peculiarities of Internet of Bodies.

The increasing availability of the internet of bodies deepens the ethical grey
area, and the law is currently not designed to keep pace with the steady
progression toward the internet of bodies. The operation of the Internet of
Bodies challenges the traditional concept of ownership, and users may
gradually lose control over their IoB devices!

In this context, the future necessitates striking a balance between the
competing interests of appealing technological progress and vital human

safety and privacy?
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As is typical with disruptive technology, legislation cannot keep up, and the
loB will not slow its progress in improving health management and
improvements. As previously stated, the Internet of Things (loT) offers an
expanding range of devices that combine software, hardware, and
communication capabilities to track personal health data, provide
necessary medical treatment, or improve bodily comfort, function, health, or
well-being®* While these benefits are appreciated, as are the general
systems of the Internet of Things (IoT), these devices complicate an already
complicated field riddled with legal, regulatory, and ethical risks, some of
which we have already discussed. For example;

1. There is a dearth of proper regulation of standards of health devices by
the National Agency for Food and Drug Administration and Control
(NAFDAC). The NAFDAC has merely issued Guidelines for Registration of
Medical Devices in Nigeria (2018), which does not address the standards of
such devices but merely describes them to be any instrument, apparatus, or
contrivance (including components, parts, and accessories thereof)
manufactured, sold or advertised for internal or external use in the
diagnosis, treatment, mitigation or prevention of any disease, disorder,
abnormal physical state or the symptom thereof, in man or animal.”

2. The regulation of standards of products manufactured for, or brought
into the Nigerian Market by the Standards Organisation of Nigeria (SON), is
largely insufficient to address the external aspects of the loBs as their
specific needs may require, being products that are contrived for the
preservation of life.

3. The protection of consumers against risks associated with using these
products; some legal experts are calling for policies to protect consumers.”

4. There are no properly defined existing regulations on data brokers, and
as such, data brokers can easily sell the personal information of their users
to third parties’®*On a positive note, with the Internet of Bodies, liability for
breaches, bodily injury, or criminal activities is more easily identifiable since
such harms are directly done to the human body.

loB devices come in many forms such as wristwatch fitness monitors or
pacemakers that transmit data about a patient's heart directly to a
cardiologist, and are already widely used. The loB envisions a world in which
humans and objects communicate continuously over the internet or

Bluetooth.
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PRIVACY AND DATA PROTECTION

loB devices are connected devices that
monitor  the human body, collect /\
physiological biometric or behavioural datag,

and exchange information over a wireless
or hybrid network.” lIoB devices work with
data, and the collection and use of personal
data is central to their functionality.
Wearable and home IoT devices frequently

collect personal data, including biometric AA
data such as voice and gait characteristics -
and personal preferences such as eating

habits and preferred television
programmes.

)

These devices and the data they collect can be utilised to provide
consumers with great convenience and benefits. For instance, intelligent
climate control systems can be remotely controlled, and fitness trackers
can provide customised workout routines for their wearers.”

The quantity of personal data collected by IoB devices raises data
protection concerns, such as who has access to the collected data and the
safety of the data collection process. In addition, 0B introduces a more
intimate relationship between humans and devices than |oT does. |oB
devices monitor the human body, collect data and other personal
information, and transmit it to the internet. The data collected and stored by
these devices can be accessed without authorisation. For example, in 2018,
a smart watch disclosed the location of a number of military facilities
through a popular athlete's social network, Strava”In addition, researchers
were able to discover more data points from high level sensitive locations
which identified more than 6,400 users’The extent of intrusion led to the ban
of internet-connected smartwatches in China in 2015 IoB devices are
inherently intrusive. This is due to the fact that they invade our bodies, pose
significant risks to the integrity of our bodies, and result in a loss of control
over our bodies, which may violate our body's autonomy and integrity?
Existing and future IoB devices can track, record, and store users'
whereabouts, bodily functions, and what they see, hear, and even think.”

With such data being collected, it may be unclear who has access to it and
how it is used. The data is stored in the cloud or on the device, where it may

be vulnerable to unauthorised access.®
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The data collection process can also
pose an inherent risk to privacy,
depending on what is being collected,
how frequently it is collected, whether
there is a determination of the
appropriate lawful basis prior to
collection, and whether individuals can
easily opt-out of collection or prohibit
companies from selling their data’*’loB
devices can track users’ locations as
well as various body parameters such
as cardiac rhythms, sleep patterns,

and menstrual cycles. Parents also make use of cameras and sensor-based
monitors to keep watch over their children’s movements®It is unclear
whether consent is obtained during the collection process and whether
users have the option to opt out of data collection or transfer at any time.

Another concern is the transfer of data retrieved by loB devices and whether
the data subject is aware of the transfer. Transparency about data
processing is an issue with wearables” According to research, insurance
companies use patient data collected by Continuous Positive Airway
Pressure (CPAP) machines used by people with sleep apnea to monitor
compliance. As a result, if the device was not used for the required amount
of time, the insurance company refused to pay for it”

The biometric data captured by implantable cardiac devices could be used
as evidence in disputable criminal cases, as it was in the famous Ross
Compton lawsuit®From the case of Ross Compton, it's unclear whether law
enforcement’'s use of loB data violates constitutional protections against
self-incrimination and unreasonable search and seizure. In this case,
officers used data from Compton’'s cardiac pacing devices to determine
whether a critically ill man could escape a fire while neatly packing his
belongings into a suitcase. Based on the pacemaker, which transmits data
to a physician, the odds were stacked against him.

Amazon appears to be working on another arm motion tracker for
warehouse workers*With this device, Amazon would be able to detect idle
employees and collect information such as the worker’s location and hand
movement. Although this device is intended to ensure employee
productivity, it will give employers highly personal information about their

workers, such as bathroom breaks?
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The possibility of these devices being hacked and health information being
compromised is at the heart of data protection. This is an important debate
because health data is sensitive personal data that, if compromised, can
put data subjects at risk. This can lead to discrimination and stigma, which
have been major concerns in the aftermath of health data breaches. There
have been reports of people being denied insurance policies because of
their health” It has been documented that loB testing kits that identify a
person as a carrier of a genetic disease that could be passed on to their
children result in insurance policy denials for those children” There has also
been a reported case of a person being incriminated in criminal activity
based on health records retrieved from an loB device?

A\
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SECURITY RISKS OF I0B

The Internet of Bodies has resulted in remarkable technological
advancements and benefits. However, its use does not come without
attendant risks, particularly security risks. loB is enabled by the internet and
software programmes, which are supposedly vulnerable to breaches and
malicious attacks. loB devices are vulnerable to the same security threats
as loT devices or any other technology that stores data in the cloud or
elsewhere, but the risk is higher due to the nature of loB devices and the
sensitive personal and/or health information they process® The major
concerns about the ecosystem in which loB devices are used can be seen in
the emerging trends of wearable, implanted, or ingested devices to improve
health and/or lifestyle®* A physical device implanted in or attached to the
body will communicate wirelessly with a monitoring device, such as a
smartphone, which will then relay data to a cloud service.

Moreover, an external party may then gain access to the data. This
assemblage of hardware and software, logical communication paths, and
organisational boundaries introduces multiple layers of complexity, each of
which is susceptible to failure, degradation, compromise, and attack.”

Some security risks may arise from flaws in software
programmes, which can be exploited to steal or
manipulate the information collected by the device,
disrupt its operation, or otherwise cause it to behave in
unexpected or unintended ways.*loBs used in health
facilities have been noted to run on outdated softwares,
which increases the risk to healthcare facilities and
patients.” Already, the number of attacks ™ against
healthcare facilities is on the rise."According to a 2022
report, the healthcare sector recorded the highest data

breach cost for the twelfth year in a row.”

In 2020, a psychotherapy facility suffered a data breach
in Finland that exposed health records of patients:In
the same year, a German healthcare facility suffered a
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ransomware attack that led to the death of a patient.

Some of the security challenges prevalent in the use of
loB devices include;

1. Cyberattacks: 1I0B devices, as with other
technological devices, are susceptible to cyber-
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attacks. The aim of these attacks/hacks is to disable computers, interfere
with the network, steal data, or use a breached computer system to launch
additional attacks. Cybercriminals use different methods to launch a cyber
attack, including malware, phishing, ransomware, man-in-the-middle
attack, or other methods”"While cyber-attacks are not alien to technological
systems, their consequences on IoB systems and devices are dire. The use
of loB has been a game-changer for people with specific medical
conditions such as diabetes, cancer, asthma etc While there are no
reported specific cyber attacks on loB systems/devices within the health
ecosystem, there have been reported cases of cyberattacks on health care
systems.

According to data from the CyberPeace Institute,"the average cyberattack
on a health care system leads to 19 days of patients being unable to receive
treatment,*>and where the patients’ case is critical, it may cause death. For
instance, the ransomware attack on Dusseldorf hospital prevented it from
handling a patient’s scheduled medical care at the hospital, which resulted
in the death of the patient”Another instance of a ransomware attack was in
2021. The CHwapi hospital in Belgium suffered a cyberattack that prompted
the facility to redirect emergency patients to other hospitals and delay
surgical procedures. staff and nurses were forced to abandon digital entries
and turn to pen and paper for patient assessments because the threat
actors used Windows BitLocker to encrypt CHwapi”s file and backup servers,
although they hadn’t stolen or leaked the data.”

2. Exposure of sensitive information: Another security challenge faced by
loB systems and devices is the exposure of the sensitive information of
users or patients. For instance, between January 18 and February 24 2022,
cybercriminals maintained unauthorised access inside ARcare’'s computer
systems, reviewing and stealing sensitive individual information. On April 4,
it was discovered that some stolen data was exposed on the internet. The
information stolen included names, state ID numbers, financial account
information, medical treatment, prescription, medical diagnosis, and health
insurance information! Also, in May 2020, Blackbaud, Trinity Health’s third-
party vendor responsible for storing a backup of its donor database, fell
victim to a ransomware attack attempt.

Trinity Health, with the support of forensic experts and law enforcement, was
able to successfully block the ransomware attack attempt, but not before
the hackers exfiltrated a subset of data that included information linked to

12

Trinity Health! This exposure of sensitive data may result in identity theft by

malicious actors.
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3. Surveillance and profiling: Biohackers can remotely eavesdrop,
intercept, and even alter raw unencrypted data using high-gain antennas.™
Nicole Lindsay, a technology researcher, describes this as a dystopian
Orwellian state where loB and its Al influence could create a dystopian
Orwellian state where genetic anomalies can be edited or removed,
behaviours can be tracked, and citizens can be constantly tracked:*

4. National security issues: The use of [oBs may, in processing aggregate
data, expose security or classified information. A classic example is the
Strava incident. The U.S. Department of Defense (DoD) had been
encouraging health tracking devices in an effort to combat the obesity
epidemic and conducted a program that gave out fitness trackers to
more than 20,000 soldiers. The device was used to track the distance and
time they exercised. However, it inadvertently exposed the locations of
bases and important facilities based on where the geo-tracking stops.
Strava, the American internet service focused on tracking physical
exercise, later released a detailed and comprehensive map that exposed
hidden military bases and camps of U.S. military and civilian personnel
and the life patterns of service members, prompting the DoD to review.”

A summary of the possible means of a' security breoch. . and the
consequences of using loB can be seen in the diagram below.
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e Mass vulnerability probing by a cyber attacker.

» Intercepting the cellular network by a cyber attacker.

e Employing reverse-engineering firmware

o Cyber attackers gaining network access through the information available
on the dark web after the target system had suffered a previous hack.

 Employers, security researchers, or device manufacturers’ security access

code/token to the location of sensitive data may get into the hands of

unauthorised persons.

A rogue (ex)employee may share access code with malicious attackers.

What are the
possible ways
a security
breach may
occur?

What are the

Who could

possible gain access to
cor;sequences personal data
s

using loBs?

Death or physical harm as a result of o Hackers/malicious

the exposure of sensitive data. attackers

Global and national security issues. e Security researchers
Identity theft. e Employers & Employees
Unintended personal identification e Insurance companies

by government agencies. e Healthcare providers
Negative profiling and possible loss e Device manufacturers

of insurance premium. e Law enforcement

agencies, government




RECOMMENDATIONS
« REGULATION

Aside from conferring obligations on entities,
regulations also serve as a means to protect the
rights of individuals.From our research, there is no
comprehensive law that caters sufficiently to the

peculiarities of 1oB, which leaves entities with open-ended discretion on the
system’'s appropriation and also puts users in the dark on several crucial
issues. In addition, the rapid acceptance rate of the loB marks it as one of
the areas of technology and development that needs to be regulated.
Hence it is recommended that a regulation that caters to the loB be
enacted. Key considerations for regulating IoB include the terms and
conditions under which they can be used, the protection of vulnerable
groups, containing surveillance, product liability, and the issue of privacy
and security. In addition to the regulations, transparency and protection
standards for the use and administration of l1oB devices should be adopted.
This should also include incorporating the right to opt out of data collection
while using an IoB device.

In as much as new areas of threats, risks, and threats will continue to
emerge, regulations might become almost stale as they emerge. Hence, it is
recommended that laws and regulations be subject to constant review. In
addition, effective regulation of the IloB will require multi-agency
collaboration. Hence, it is recommended that regulatory agencies in
consumer protection, health, data protection, information, and
cybersecurity be actively involved in the regulation. However, there might
be duplicity of function where the individual agencies regulate. Hence,
countries can establish bodies that contain members of these agencies for
the purpose of regulation.

o PRIVACY CONSIDERATIONS

The peculiarities of the loB devices are such that large volumes of data can
be collected and can be used for surveillance. Privacy recommendations for
loB include the following:
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1. Data Protection by Design and Default: Data
protection by design suggests that data protection |
should be embedded into the design specification of
loB devices. This means that data protection
compliance should be a forethought in the
development of these devices and clearly and
carefully woven into its development so that these
devices are automatically privacy conscious in the
manner they collect and process data. Data protection
by default encourages companies to maintain the
highest privacy protection by default.

This means that only personal data necessary for specific purposes is
processed for that purpose. Hence, companies manufacturing loB devices
should include as default settings the most privacy friendly combination of
functions necessary to process data for a particular purpose,

2. Data retention and storage: Considering the large volume of data
collected, there should be a need to set the retention schedule for all data
collected. While some of these data can be subject to retention based on
applicable laws, other data should be subjected to shorter retention
periods. Data deletion options should also be embedded into the products.

3. Data minimisation: 10B can potentially collect more data than is needed,
especially for devices inserted in the body or ingested, and those data can
be collected in real-time. It is recommended that policies should stipulate
usage only to data that is collected necessary for the purpose of processing
should be stored, while other data should be deleted or encrypted and
should be limited in access when they are stored. For the usage of these
data, it is recommended that the users are properly informed of what it will
be used for. Also, usage should be limited to the purpose disclosed.

4. Stringent privacy considerations: There should be more stringent privacy
considerations to protect the data of vulnerable users such as children and
vulnerable persons. By nature, children might not understand the full
implications of using loB devices.

However, an additional layer of caution will be to ensure parental consent
and minimising the data collected, and disclosing how those data can be
used. Furthermore, privacy-preserving solutions should be adopted for
analytics and monitoring to avoid surveillance.
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5. Restriction on third-party access to data: Most data collected by I0B
can be categorised as sensitive data. Hence, it is recommended that such
data should be shared with third parties only based on necessity. Also, the
data collected should not be subjected to advertisements and should not
be shared with third parties that do not provide joint services with the
administrator of the data collected.

6. Data Control by Users: It is recommended that users should have
considerable control over the kinds of data that will be collected per time.
There should be shared control of data between the data subject and the
administrators, especially for health data, such that the data subject can
choose which data can be collected at different points in their usage of a
device. Also, users should have blackout periods where the device might not
be used at all and will not be collected. This may be more applicable to
devices that are injected or have been implanted into the body.

7. Conducting Data Protection Impact Assessments (DPIA): DPIAs afford
product developers to assess all risks associated with using a product and
how those risks can best be mitigated. At best, it provides reasonable
insight into the privacy issues that users may encounter while using a
product. Hence, it is recommended that DPIAs should be a matter of
compulsion for all loB devices and submission of DPIAs should be a part of
the approval conditions for the market availability of such devices.

o SEGURITY CONSIDERATIONS

The peculiarities of the IoB devices are such that large volumes of data can
be collected and can be used for surveillance. Privacy recommendations for
loB include the following:

The dangers of wearable devices are such that the implications of
cyberattacks can be life-threatening and can alter the behaviours of
individuals. Hence, it is recommended that there should be cybersecurity
guidelines that impose specific technical measures to ensure the safety of
the devices while in use. These security measures include end-to-end
encryption of data collected while the data is in transit or at rest.

It is further recommended that loB administrators be subject to a constant
audit process that examines new vulnerabilities in their systems, possible
areas of threat, and the measures to address the threats identified.
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Device manufacturers, healthcare facilities, and providers should invest in
and implement authentication systems and mechanisms, monitor devices
in real-time for detection, segment networks and protect each sub-network
at its own level, and use appropriate security protocols. Healthcare facilities
should also maintain an accurate inventory of connected devices. In
addition, the implementation of the International Medical Device Regulators
Forum's (IMDRF) Principles and Practices for Medical Device Cybersecurity
provides useful guiding principles for third-party risk management, incident
response, vulnerability assessments, and other pertinent security principles
designed specifically for loBs.”




CONCLUSION

The Internet of Bodies has pushed the frontiers of the Internet of Things and is
snowballing in adoption. This research has analysed the nature of |oBs, their
benefits across sectors, and the applicable laws to IoB. The research shows
the inadequacy of the applicable laws to loB and the regulatory gaps that
currently exist in the applicable laws. Furthermore, the research addresses the
security and data protection issues associated with 1oB. The issues identified
include the dire and possible life-threatening impact of a data breach, the
possibility of third-party access, the volume of data collected, which could be
essentially intrusive, and the actual knowledge of data subjects on all
processing activities that happen on their data. Nevertheless, the
recommendations reflect the need for a comprehensive regulatory framework
and multi-stakeholder inclusion in establishing a regulatory body. The
research also recommended data protection considerations, which include
data minimisation, data retention considerations, having an appropriate
lawful basis, data protection by design and default, and allowing for blackout
periods to allow users to have more control over the data collected.
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