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Rise in Scams Targeting the EV Industry in India

Rising oil prices and the looming climate crisis have forced energy intensive sectors to reconsider

conventional modes of operation and embrace radical changes. This is especially true of the global

automotive sector, which is rapidly shifting to renewable and sustainable mobility options. And India, with

the fifth largest automotive industry in the world, is not far behind.

As with any technological advancement, be it Artificial Intelligence (AI), block-chain, or electric mobility,

cybercriminals are just around the corner, looking for ways to exploit the new ecosystem. Despite the

nascence of the  Electric Vehicle (EV) sector in India, CloudSEK has identified a large-scale phishing

campaign targeting potential EV distributors and users.

CloudSEK’s in-depth investigation shows that scammers are exploiting Google ads to misdirect users to

phishing sites that collect users’ data and money. With each site defrauding users of INR

200,000—400,000, in booking fees and down payments, the scam has so far cost the Indian public over

INR 40— 80 Million (~USD 1 Million).

The Big Picture

Fertile Ground for Users, Businesses, and Scammers

India’s EV sector is expected to grow at CAGR 90%, to USD 150—200 billion, in the next 10 years. This

forecast is predicated on:

● Favorable government policies such as multiple production-linked incentive schemes, federal

subsidies, and the launch of one-stop EV platform e-AMRIT.

● 100% Foreign Direct Investment (FDI) in the sector.
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● Improvement in charging Infrastructure driven by the policy that EV charging stations don’t require

a license.

● International commitment to reduce carbon emissions and increase use of cleaner sources of

energy and transportation.

These factors have led to:

● Increased investments in products and services that are part of the EV supply chain.

● New manufacturing units and hubs.

● Rise in marketplaces for electric vehicles, accessories, and charging stations.

In addition to existing automotive companies, over 399 start-ups are currently working on electric vehicles

and related products and services. Hence it comes as no surprise that the scams targeting these

companies have skyrocketed. This is evident by the surge in phishing sites targeting the EV sector,

which increased considerably after the production-linked incentive scheme, for electric and hydrogen

fuel cell vehicles, was approved by the Indian cabinet in September 2021.

Spike in EV phishing domains from Sep 2021
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Overview of the Phishing Campaign

Since the second half of 2021, CloudSEK’s flagship digital risk monitoring platform XVigil has detected a

spike in phishing campaigns impersonating EV manufacturers and dealerships.

● Scammers propagate this scheme by registering fake domains that resemble legitimate domains

of EV manufacturers and marketplaces.

● They then create Google Ads for the fake domains, and manipulate SEO (Search Engine

Optimization), such that these ads are top results for generic searches as well as searches for

specific e-bike brands.

● A user clicking on these ads is directed to the phishing domains where their information and

money is collected in the guise of reservation/booking fees for a vehicle or a security deposit to

become an e-bike dealer.

Modus Operandi

Building the Phishing Domain

● Scammers register domains names that:

○ Contain the names of legitimate e-bike manufacturers such as Ather, Revolt etc.

○ Contain generic words such as “ebike” or “electric bike” to impersonate EV marketplaces

for multiple brands.

● They register a large number of domains and keep some of them parked for use in the future.

Hence, if active domains are reported or taken down, they can use the parked domains to

continue running the campaign.

● In addition to using credible domain names, the scammers copy the content, style, layout, and

images of legitimate websites. This makes it difficult for users to differentiate between the

original and the fake domains.

● The domains also have login/ registration pages with forms that can collect information and

money from users.
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E-bike phishing site designed to appear legitimate

The Phishing Lure

● The fake websites and domains are delivered to users via Google Ads and as keyword search

results.

● Scammers also stuff the domains with keywords and leverage SEO to ensure the domains are top

results whether a user is searching for a specific e-bike brand or for generic queries such as or

“e-bike dealership.”
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Google ads displayed when users search for generic details on e-bikes

Google ads displayed when users search for specific e-bike brands

Exploitation

● Once a user lands on the phishing page, they are directed to register on the site by sharing their

personal information such as:

○ Name

○ Contact number

○ Email address

○ Physical address

● Once users have registered on the website, they are prompted to pay the fee required to:

○ Become a registered dealer

○ Book an e-bike they want to purchase
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Scammers’ Changing Priorities

While analysis of CloudSEK’s phishing data highlights the burgeoning of phishing domains targeting the

EV industry, it also shows a decline in phishing scams targeting the Finance and Banking sector. Given the

measures taken by BFSI entities to spread awareness among users, and launch criminal investigations on

online scams, this is an expected trend. However, this drives scammers to look for new avenues to

exploit. And the buzz around electric vehicles seems to have caught their attention.

Hence, it is likely that scammers who were previously targeting the ever-profitable Finance and Banking

sector have transitioned to targeting businesses and users of the EV industry. This is evident by the

decrease in phishing sites spoofing banks and the surge in phishing sites impersonating EV

manufacturers and marketplaces.

Decline in BFSI phishing scams and surge in EV phishing scams

Impact

With the rising popularity of electric vehicles, among consumers and businesses alike, these phishing

campaigns could have long-term impact on the sector’s growth and trajectory.
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Impact on Consumers

● With 100—200 registrations, each phishing domain is defrauding consumers of 200,000—400,000,

in booking fees and down payments. With over 200 phishing domains currently active, the scam

has so far cost the Indian public over INR 40— 80 Million. And this value is expected to increase

significantly in the future.

● Apart from financial loss, users also share Personally Identifiable Information (PII) and banking

details, which can be leveraged to orchestrate other social engineering campaigns, and even

identity theft.

Impact on EV Businesses

● For EV companies, these phishing websites lead to direct loss of business.

● It could also cause a loss of brand reputation and credibility.

● There could be a general decline in the adoption of e-mobility, an already unfamiliar technology, if

users’ first touch point in a phishing campaign.

Recommendations and Mitigation Measures

Recommendations for Consumers

● Do not click on unknown website links that show up on search results. Instead, use the Govt. of

India’s e-AMRIT site to identify legitimate EV marketplaces.

● Do not share personal information, or pay booking fees, without verifying the credibility of a

website.

● If you have already shared your PII or banking details, ensure you don’t share OTPs or passwords

with unknown persons.

Mitigation Measures for EV Businesses

● The quickest way to mitigate the threat of scams is to identify and suspend phishing websites

spoofing your business. However, this won’t stop new phishing domains from sprouting.
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● Report phishing campaigns to the Cyber Crime Cell, and provide them with the details identified,

to bust the scammers running these campaigns.

● Run awareness campaigns to educate users/customers about the ongoing scams. This will lead

to fewer people falling victim to them.
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