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This is the 12th edition of the Annual 
Payments Report. What started out as 
a small survey and a brief commentary 
on the state of payments is now, thanks 
to colleagues, clients, and payment 
professionals across the globe, an eagerly 
awaited annual event on the payments 
industry calendar. 
Consistent with previous editions, this report presents 
the findings of the latest stakeholder survey identifying 
key trends and opinions shaping the payments industry 
of tomorrow. It is not a consumer survey but a survey of 
perspectives from professionals and practitioners who 
monitor advances and innovations in the world  
of payments.  

Alice: How long is forever? White Rabbit: Sometimes, 
just one second. The conversation about time in Alice 
in Wonderland is timeless. This notion also applies to 
payments. Gone are the days when it took 3 days, or more 
in some countries, to complete a payment transaction. 
In today’s world, a single second is too slow. Payments 
take place in a fraction of a second not just digitally over 
the internet but also in physical locations. In addition to 
speed, consumers have higher expectation including ease 
of use, convenience and better security when it comes to 
protecting their personal data.

This report covers the latest payment trends that are 
shaping the payments industry in 2018 and beyond 
including hot topics from account-to-account real-time 
payments, retail innovation, Internet of Things (IoT), fraud 
detection, to payment innovations across the globe. Just 
to name a few key findings from this year’s report.  

 Faster payments are expected to make the strongest 
market share gains on P2P, online retail payments, bill 
payments and B2B

 Over 80% of the survey respondents believe that 
seamless / frictionless cross-channel payments are  
of high importance for retailers

 More than 75% believe that IoT will ultimately change 
the way we live, shop and pay

 85% ranked fraud as a top five concern  
in their organisation

 Only 14% believe that there is a significant disparity  
in the payment markets between developed and 
developing regions

Reports of the death of payment cards 
have been greatly exaggerated
From the dot com days to the present, the doyens of the 
fintech world have been warning us on the inevitable 
demise of the payment card falling victim to an emerging 
array of digital payment instruments. This could not be 
further from the truth. 

EDC’s Global Payments Model (GPM) indicates that 
payment cards – credit, debit, prepaid, and other types 
– will continue to grow over the next 5 years. Payment 
cards in circulation on a global basis are expected to 
be around 11.7 billion by 2023, out of which 8.4 billion 
are estimated to be debit cards.  While slow growth is 
expected in the more mature markets, payment cards 
in the emerging markets such as China and India are 
expected to grow significantly.  

 

 Overview
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Cards will continue to be popular and grow across all 
customer segments. Despite data produced recently by 
market research agencies that shows a sharp decline in 
credit card take-up by millennials in some markets, EDC’s 
forecasts indicate that on a global basis, millennials will 
continue to support both credit and debit cards for their 
payment needs.

Respondents to our survey indicated that the most 
compelling benefit for accepting local payment methods 
for merchants is access to new markets and customers. 
While local payments are gaining in importance, the 
longevity of the payment cards will continue because 
they are equally useful across all payment channels. New 
payment methods often provide an innovative customer 
interface but rely on digitally stored payment cards to 
fund and process payments.

Rise of the digital East
Our forecasts show digital commerce will continue  
to grow significantly. By 2023, global digital commerce 
volumes will increase to $6.3 trillion, an 82% jump from 
2018. Digital content downloads will register the greatest 
growth expected at over 120% during the same period.

Asia-Pacific again is the region to watch. Digital commerce 
is expected to grow from just under half of global digital 
commerce sales to over 53% in 2023 to $3.37 trillion.

However, digital commerce’s share of total retail sales  
still has some way to go. It is expected to increase from 
10.7% in 2018 to 19.4% in 2023. In this context, Asia-Pacific 
leads the other regions growing from 17.5% in 2018 to 33.9% 
in 2023. 
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Asia-Pacific, Middle East and Africa and Latin America 
show the importance of the mobile device. In these 
regions there are large segments of unbanked consumers, 
but mobile devices enjoy deep penetration. The share 
of mobile commerce to digital commerce is significant, 
ranging from two thirds in Latin America to over three 
quarters in Middle East & Africa.

For these regions, Mobile Money programmes that reach 
out to the unbanked or underbanked segments of the 
population in developing nations are also reviewed in this 
report. There are many things that financial institutions 
can learn from innovators in these markets who have 
successfully leveraged mobile devices to make banking 
and payments accessible to the remotest corners of their 
markets.

Mobile share of total digitial commerce 2023
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Beyond Payments
Beyond payments, exciting changes are taking place in 
the financial services landscape. This report discusses 
the state of new digital banks, their strategies and if they 
pose a long-term threat to incumbent banks.

Additionally, cryptocurrencies and blockchains have 
been getting a lot of hype. Discussions on these topics 
are varied, charged, and always full of controversy with 
as many opinions as there are people in a conversation. 
This report explores the behaviour of cryptocurrencies 
today and asks if one day they will be part of mainstream 
everyday payments? 

The future of payments may not pivot on the differences 
between centralised and decentralised currencies or 
private and public chains. Like driverless cars, it is possible 
that payments will manage themselves as increasingly 
intelligent and autonomous systems, making payments 
on our behalf when necessary in an accurate and secure 
manner.

Whether crypto will control payments, we do not know. 
What we can say with relative certainty is that the 
wonderland of payments, is fast becoming “Curiouser  
and curiouser!”.
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Examples of how technology is changing 
the world can be found everywhere. 
Bandwidth, storage, sensors and 
computing power are cheaper, more 
powerful and more widely available 
than ever before. These are critical raw 
ingredients enabling a new generation of 
products and services that have changed 
our day-to-day lives forever. 
Some of the most intriguing advances relate to artificial 
and augmented intelligence which are likely to blur the 
lines between man and machine driving towards a fourth 
industrial revolution. This has enormous implications for 
the labour market and the global economy.

While advances in some fields are so dramatic that they 
would have been considered science fiction just a decade 
ago, technical progress does not permeate evenly to 
all sectors. Payments infrastructure is an area where 
technological advances seem to lag behind, especially 
in some markets such as the US. Why is it that in 2018, 

moving digital money is still tied to 4:30 pm transaction 
cut-offs and overnight batch processes? Why do payers 
still have to call payees to confirm funds were received? 
Why is there still an extremely short information field that 
limits the usability of the message that can be attached to 
a payment? 

A systems architect would explain that these limitations 
are inherent to mainframe-based core banking 
applications and network infrastructures from the 1970s 
that are still in use. But the questions we should be asking 
ourselves are: why should we still be limited by these 
legacy restrictions? Why are we still willing to put up with 
the delays, manual processes, and high costs derived from 
inefficient and outdated infrastructure?

While the technology to overcome these challenges 
has been available for a long time, different markets 
have seen a variety of roadblocks to adopt it. In some 
cases, the challenge has been getting players to move 
in the same direction, while in others, actors have made 
deliberate decisions to continue operating under old 
systems and business models to profit from them for 
as long as possible. Fortunately, customer demand for 
better services, coupled with the competitive pressure 
from fintechs, new regulation such as the PSD2, and 
innovations such as open banking APIs, distributed ledger 
technologies and faster payments platforms continue to 
push the industry forward. 

Getting ahead 
with faster payments

“Different markets have seen 
a variety of roadblocks to 

adopt faster payments

”
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The deployment of faster payments 
platforms is accelerating
Faster, immediate or real-time payments have been 
available in some markets for decades, but it was not 
until about four or five years ago when global momentum 
really picked up. The pace of adoption continues to 
accelerate with multiple high-profile markets going live 
in recent months, including RTP (Real Time 
Payments) from The Clearing House in 
the US, SEPA Instant Credit Transfer 
(SCT-Inst) in Europe and the New 
Payments Platform (NPP) in 
Australia; together these three 
markets account for half of the 
global GDP. In addition, there are 
at least 15 markets in different 
stages of implementation, 
including Canada, Saudi Arabia, 
and Hong Kong.

Although the names of these new 
payments systems emphasise speed, 
the value proposition for end-users revolves 
around greater payer control, more granular and timely 
information exchange, stronger security and privacy, 
and easier integration and interoperability with other 
systems; all of which translate into more sophisticated 
services, simplified processes, and reduced costs for the 
overall economy.

The roadblocks
With a strong value proposition and technology that has 
been available for some time, why is it that it has taken 
so long for many markets to get onboard? For starters, 
the rollout of a new faster payments scheme requires 
aligning the interests from multiple parties, new rules and 
governance structures, and updated regulation. There is 

also another set of challenges pertaining to each 
participating financial institution (FI), which 

are summarised below.

Internal systems and 
processes transformation
The implementation of faster 
payments requires FIs to go 
through an important set of 

transformations:

 From batch to  
continuous processing 

Unfortunately, implementing faster 
payments is not a switch that FIs can simply turn-

on. On paper, the adoption of faster payments suggests 
FIs to replace their aging core banking systems which are 
ill-suited for today’s digital economy processes; but in 
practice, this approach is an expensive, time consuming 
and risky proposition. Instead, many FIs are addressing 
this by building or outsourcing a new layer of cloud-based 

Getting ahead with faster payments - US perspective 

Faster
Payments

Large
Value

ACH / 
NACHA

Card
Networks

> Federal Reserve has expressed its intent to support ISO 20022  
(Jan 2015, Strategies for Improving the US Payments System)

> RTP by The Clearing House (2017)

> FedWire 

> CHIPS
Ongoing planning and implementation, rollout by 2020

Ongoing integration efforts, full conversion is being explored 
No formal timeline yet

> FedACH

> The Clearing House ACH

> Expectation the card networks will eventually migrate

> Visa & MasterCard are developing ISO20022 capabilities in other geographies
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agile systems that sit on-top of the legacy infrastructure. 

Regardless of the selected systems architecture, a 
critical implication of faster payments is a required 
transformation from batch to continuous real-time 
processing with 24/7 operations.

 ISO 20022 – a messaging standard on steroids 
Current payment systems run on a variety of messaging 
formats. Some follow old standards like ISO 8583 or 
ISO 150022, while others, like the ACH in the US, use 
proprietary formats. ISO 20022 is a relatively new standard 
that is gathering substantial global support. It has been 
selected by most new faster payment platforms, and many 
current payment systems are considering paths to either 
integrating or fully converting.

ISO 20022 is the first messaging format designed to be a 
common language for financial communications, capable 
of supporting detailed information exchange between 
FIs , businesses, consumers, market infrastructures and 
regulatory authorities. It is more flexible and adaptable 
to support future needs than any previous standard and 
promises to facilitate future-interoperability between 
different schemes, either domestically or internationally. 
In addition to being a messaging format, ISO 20022 is a 
model for business processes and product development. 

 Real-time risk management  
A key element of the value proposition of faster 
payments is the immediate availability of funds to the 
payee, which means that all fraud prevention, anti-

money laundering (AML), counter terrorist financing 
(CTF) and other compliance tools need to work in real-
time. The importance of sophisticated multi-layered risk 
management solutions has grown exponentially.

Business strategy 
The benefits of faster payments for end users and for the 
overall economy are undeniable. But not all FIs are able 
to develop a profitable business case for implementing 
such services. There are two important concerns with 
faster payments. First, there is the danger of potential 
cannibalisation of revenue streams from other payment 
products like cheques, wires and online payments. Second, 
FIs will have different abilities to recoup the investments 
and lost revenue streams, as consumer-oriented payment 
services are harder to monetise than those offered by 
wholesale banking. 

FIs particularly in the US have been dealing for a long time 
with the dilemma of disrupting themselves or waiting for 
someone else to do it from outside the industry which are 
likely to be fintechs or other more forward looking FIs . In 
some markets such changes may come as mandates from 
the regulators.

In terms of which use-cases for faster payments would 
gain the most market-share over the next 5-10 years, our 
survey respondents indicated that faster payments are 
expected to make the strongest market share gains on 
P2P, B2B, online retail payments, and bill payments.

Faster payments schemes that are expected to have 
over 20% of market share over the next 5-10 years

P2P Online Retail 
Payments

Bill 
Payments

B2B Payroll Consumer 
to Small 

Businesses

B2C and G2C 
distributions 
(non-payroll)

Low value 
payments  

at POS 

52%

4 4 % 42% 41%

32% 2 9 % 2 6 %
2 4 %
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Network externalities 
and ubiquity 
The value of a payment services including real-time 
payments increases with the number of users it serves 
and the value-added services provided. This is due to 
well-known network externalities. Hence, in markets 
where adoption is not mandatory like in the US, some FIs, 
especially small community banks and credit unions may 
decide to wait or only roll-out basic functionality until the 
perceived value is high enough. 

Getting ahead
How can FIs  survive and thrive in a rapidly changing 
environment? An important lesson to remember is that 
in business, as in nature, when change is present, the 
winners are not necessarily the biggest or strongest 
ones, but the ones that are able to adapt themselves the 
quickest to the new environment. 

This does not mean that FIs need to blindly adopt new 
technologies or embrace change for the sake of change. 
Instead, it means FIs need to ensure the reality of the 
new environment is reflected in their business models, its 
processes and ultimately in the services they provide to 
the end-customer. 

The modernisation of payments infrastructure will take-
over transactions currently conducted by cash, ACH, 
cheque or cards with more sophisticated services, and 
in doing so will reshuffle the economics of FIs and other 
industry players; but more importantly it will require 
rethinking how their business model will operate under 
the new environment. 
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Evolve your business model, 
faster payments will soon be table-stakes
Can one imagine being in the banking business without 
offering a debit card, ATM access, online banking or 
mobile banking? While at some point in time these 
services were new, today providing these basic services is 
part of the cost of doing business. It does not matter how 
efficiently the legacy systems operate, FIs cannot expect 
end-users to remain satisfied with batch based ACH 
services forever. 

The strong value proposition and lower end-to-end costs 
of faster payments will not go unnoticed by the end-users, 
and soon every FI will need to add faster payments to its 
list of core services. It’s not a question of if but when. 

Delaying the decision to adopt faster payments will 
neither improve client experience nor modify client 
expectations. Most users have a relationship with more 
than one FI and everyone likes being paid fast. Soon 
enough FIs who have faster payments enabled will have 
better chances of receiving those deposits.

The process of meeting customer needs will certainly 
start with providing some basic faster payments services. 
However, the overall objective is not about replicating 
the functionality of old systems but providing greater 
value. User experience can make or break a product; the 
better the experience, the more likely there will be repeat 
business. 

Over the next 5 years, how disruptive will faster payments be to:

> Fraud mitigation solution vendors

> Financial Institutions tech vendors

> Payment Processors

> Mobile Wallets

> Acquirers

> Online card payment ops

> Card Networks

> Large Banks

> Card payment ops at POS (large value)

> PSPs (online)

> Community Banks, Credit Union and Saving Banks

48%
45%
43%

42%
41%

38%
38%

37%
31%

29%
26%
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Amidst the hype and the manic ride of 
volatile valuations, the question everyone 
asks is whether cryptocurrency systems 
such as Bitcoin and Ethereum can gain 
widespread acceptance for everyday 
payments? At this stage, the answer is 
clearly in the negative.  Even though 
Bitcoin was designed as a payment 
system, no type of payment can reach 
critical mass or be considered a pragmatic 
medium of value exchange if it fluctuates 
widely and unpredictably. 
Many industry observers and regulators regard 
cryptocurrencies as commodities or digital tokens 
bought and sold for speculative reasons. Bitcoin’s price 
soared spectacularly in the second half of 2017 only to 
crash shortly afterwards to a third of its peak. While 

this happened, transactions processed on the system 
remained relatively flat. These are clear signs of a 
speculative bubble.

Bitcoin is famously the currency of choice for trade in 
illegal items over the internet. Research published by 
academics Sean Foley, Jonathan R. Karlsen, and Tālis J. 
Putniņš estimates that a quarter of Bitcoin users and 
half of Bitcoin transactions “are associated with illegal 
activity. Around $72 billion of illegal activity per year 
involves Bitcoin, which is close to the scale of the US 
and European markets for illegal drugs”. The Economist 
estimates that only 8% of Americans “who hold bitcoin 
do so for purchases or payments” and muses whether 
cryptocurrencies will be digital money laundering 
"detergents" of the future.

This is supported by the results of our stakeholder survey. 
Over 55% of respondents indicated that they see illegal 
payments and speculation as the most likely roles for 
cryptocurrencies going forward.

Storing bitcoins securely poses another problem. In a 

The state  
of cryptocurrencies

Role of cryptocurrencies in the future

> Ilegal Payments

> Commodity speculation

> International payments

> Business-to-business payments

> Consumer payments

> Currency of choice for failing economies

32%

24%

2 1 %

9%

7%

7 %
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hyper-connected world, where does one store digital 
assets to protect them from being hacked online?  
These days “cold storage” solutions are being offered 
in which cryptocurrencies are stored on a hard disk and 
placed in a secure physical vault much like putting away 
valuables in safe deposit boxes. 

These characteristics support the view that, today, Bitcoin 
and other cryptocurrency systems do not operate as 
viable methods of payment. 

Tomorrow perhaps it will be different.

Monetary freedom
The decentralised architecture of the Bitcoin system 
means that there is no “central authority” controlling 
the issuance of the currency. Its original and underlying 
philosophy was to promote monetary freedom, 
democratise finance, and ensure independence from 
any form of interference such as governmental control 
or supervision so that its worth is determined purely by 
market forces.

Currency issuance is managed by a computer program 
which runs over thousands of computers. It regulates the 
issuance of bitcoins over time and awards newly minted 
bitcoins to miners who allocate computer resources to 
support the Bitcoin system.

Its decentralised architecture relies on decision-making 
by consensus rather than with the approval of a central 
authority. 

The Bitcoin system may be decentralised and distributed 
but its ownership is not. Data collected from several 
sources and analysed by Credit Suisse indicates that 4% of 
all BTC addresses hold 97% of all bitcoins. The ownership 
at least at this stage in the evolution of the system seems 
to be highly restricted to a few addresses with substantial 
holdings. Even though one address does not necessarily 
mean one user – a wallet address can have multiple 
subscribers – the distribution of Bitcoin ownership 
appears highly skewed.

Better but with problems
Advances in computers and cryptology have made it 
possible to create encrypted programs called token that 
possess value and can be used in the digital world to 
transfer value and make payments.

Legacy structures in use today rely on sending messages 
authorising or approving payments use archaic processes 
of clearing and settlement to manage and complete 
payments.  With cryptocurrency systems, the transfer of 
value is immediate and there is no need to clear and settle 
obligations. 

Though cryptocurrency systems may be built on better, 
more efficient process, they remain slower than most 
major payment systems in the world today. 

The Bitcoin system can only process between three to 
seven transactions per second. Ethereum, newer and 
faster, can potentially process 20. But global payment 
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giants such as Visa and Mastercard can process several 
hundred transactions per second and are continuously 
scaling up to meet the growth in electronic payments. 

In a recent speech, Mark Carney, governor of the Bank 
of England described the high costs paid by users for 
processing transactions on the Bitcoin systems where 
there are significant delays in processing due to system 
capacity issues. He said, “the fees paid vary through time, 
but reached £40 in late 2017. Fees are currently around £2, 
but even that is expensive relative to cash, cards or online 
payments which cost the retailer around 1.5 pence, 8 
pence and 19 pence respectively.”

The Bitcoin system was not designed to be independent 
and autonomous - not for speed. A new Bitcoin crypto-
progeny called Bitcash was created with a larger “block 
size” so that processing speed of transactions could 
be improved. But this needed a fundamental system 
intervention known as a “hard fork” which requires its 
own consensus driven distributed support architecture of 
independent computing nodes. This generated a heated 
debate and division among Bitcoin supporters and users 
with a prominent crypto-exchange refusing to process 
the new Bitcash transactions. The supply of bitcoins may 
be limited but to traditional economists, the forking 
of cryptocurrencies is akin to the debasement of fiat 
currencies by failed economies in the real world.

Because popular cryptocurrency systems reward 
those who expend computing resources to “mine” 
coins and depend on computers working in parallel to 
reach consensus. They use a lot of power. Electricity 
consumption goes up as, due to limits on supply, miners 
have to work harder and use more and more computing 

power to mine a coin. Analysts estimate that Bitcoin 
servers around the world collectively consume more 
electricity than a small country. In comparison, Visa’s 
computers require a fraction of the power needed to run 
the Bitcoin decentralised and distributed infrastructure.

This leads to the obvious question. If existing legacy 
systems are faster, cheaper, and more economical to 
operate than crypto-systems, at least today, what is the 
value in migrating to cryptocurrencies? 

Perhaps in lesser developed markets where there is heavy 
reliance on cash or where payment systems have not yet 
matured or for certain types of international payments, 
a cryptocurrency may be suitable and viable. Otherwise 
there is little apparent value in the more developed 
markets. Barclays Equity Gilt Study 2018 refers to crypto-
technology as “a solution seeking a problem”.

Blockchain infrastructure
The decentralised distributed architecture of 
cryptocurrency systems is built on blockchain technology 
infrastructure. Blockchain is the underlying technology for 
crypto-platforms. Its distributed nature requires a system 
to be supported by a number of computer configurations 
or nodes operating in parallel that collectively reach 
consensus to approve transactions. Blockchain also 
ensures that a sender cannot spend the digital token 
twice. 

Blockchain technology is being used to enhance existing 
systems in relation to payment processes. There are 
several pilots under way which will simplify global 
payment processes and help prevent and manage fraud 
and money laundering activities which, despite the legacy 
checks and balances in place, take place with alarming 
frequency.

Legacy systems require centralised entities to review 
and approve payments. It is difficult to fool them but 
fraudsters have been able to do so with remarkably simple 
approaches. This is particularly the case with very large 
value transactions. A few years ago, hackers broke into 
the computer systems of the Bank of Bangladesh, the 
country’s central bank, and sent messages to the New 
York Fed to transfer funds to accounts in South East Asia. 
Even though a majority of the requests were denied by 
the Fed as its systems discovered discrepancies, a few 
slipped through the net resulting in the hackers getting 
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away with millions of dollars which were never recovered. 
Distributed and decentralised systems built on blockchain 
technology working on developing a consensus to check 
the legitimacy of transaction requests would be harder to 
fool.

Technology companies are working to provide 
infrastructure built on restricted rails referred to 
as private chains that could be used to improve and 
rationalise legacy processes in various types of payment 
flows. 

Companies such as Ripple and initiatives such as 
Hyperledger are developing early stage blockchain based 
services that would make international payments and 
money transfers quicker and cheaper than what they are 
today.

Crypto capital
As discussed above, the chances of cryptocurrency 
systems becoming widely deployed for payments are slim 
at least over the next decade or so. But they have found 
use in resolving one of the most nagging problems that 
start-ups and emerging businesses face on a regular basis: 
raising capital.

An Initial Coin Offering (ICO) is a crowd-funding process 
linked to a cryptocurrency. Start-ups and even some 
established names have used this route successfully to 
raise funds directly from the public by selling their own 

cryptocurrencies. 

The traditional method for raising start-up funds is the 
venture capital route. Start-ups pitch their big ideas to 
venture capital firms. There is a series of funding rounds 
as the start-up progresses on its growth trajectory usually 
leading to an initial public offering (IPO). It is difficult for 
venture capital firms to ascertain the risk associated with 
these investments. Most of the investments they make 
are written-off or do not generate any significant returns. 

Some analysts estimate that between 50% to 80% of start-
ups yield no returns and investors end up losing their 
capital contribution; and around 15% -25% yield marginal 
returns. This makes the venture capital business a very 
risky proposition. Understandably, they invest in only 
a small percentage of business that come to them for 
capital. According to Business Insider, a typical VC has 500 
face-to-face meetings per year but less than 10% of start-
ups make it beyond the first pitch.

An ICO cannot change the risk profile of a start-up, but it 
helps raise finance directly from the public by offering a 
cryptocurrency linked to the start-up’s business model. 
Hence, this follows with its perception in the industry as 
the “VC killer”.

Instead of the analytical ground work that venture 
capital firms require from candidates for capital, a 
start-up usually publishes a brief white-paper outlining 
its strategy. The benefit to the start-up is that instead 
of selling ownership in the business to raise funds, it 
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sells a crypto-token which may entitle the token holder 
to ownership, future benefits, or nothing at all.  If the 
business does well, the value of its currency is likely to 
go up and investors will get their returns that way. The 
cryptocurrency tokens can only be acquired with the 
major cryptocurrencies such as bitcoin or ether.

It is a fairly recent phenomenon. Due to the risk that coin 
buyers take and the lack of information available to them 
before they make the decision to buy, ICO’s are classified 
as high-risk and speculative investments. There are 
many scams, but even legitimate businesses are accused 
of providing insufficient or misleading information to 
persuade investors. Ordinary people who lack specific 
industry knowledge are not likely to understand the 
potential flaws, inherent challenges, and the practical 
problems facing the start-up’s business model.

Pay anywhere with a cryptocurrency
Recently, a handful of start-ups have taken the big 
challenge of making cryptocurrencies widely accepted 
across the globe so that they can be used to make 
ordinary payments. Some of these have undertaken 
successful ICO’s to raise millions of dollars. 

Instead of creating a new payment method or service 
with its own payment brand available and visible at 
every website or store, a mistake made by many, these 
companies are aiming to let consumers use digital to 
pay with their favourite payment method but will then 
translate the payment, in a second transaction, to a 
cryptocurrency account also stored on the wallet. 

A standard branded prepaid card, for example, issued 
by a crypto-wallet company could be used to pay for 
a purchase at a store in local currency like any card 
payment. The transaction would be charged in the 
payer’s currency to the card in the normal manner 
and deducted from the balance on the card. A second 
transaction would transfer the payment from the prepaid 
card account to the consumer’s cryptocurrency account 
offered by the provider with the provider paying for the 
cost of conversion. In short, the provider will buy or sell 
cryptocurrency against each payment. While on paper 
this looks plausible, the slow speed and the high cost 
of buying and selling cryptocurrencies will make such a 
system virtually impossible to operate.

The current state of crypto-platforms cannot support a 
pay-anywhere cryptocurrency business model. There is 
not sufficient liquidity in the market. But in the future, it is 

likely that such platforms built on stable blockchain based 
systems will provide sufficient liquidity and operational 
efficiency to make a flexible payment method possible. 

Regulatory restrictions
Even if it were possible to spread the reach and appeal 
of the major cryptocurrencies, there are likely to be 
regulatory concerns with perspectives and opinions 
varying widely across markets and jurisdictions. There is a 
clear trend towards more checks and controls to monitor 
and regulate cryptocurrencies and the exchanges where 
they are traded.

Bank of England’s Carney bluntly described 
cryptocurrencies as “failing” and that they are not 
actually currencies. He went further to blast Bitcoin saying 
the system has all the signs of a bubble and that it is time 
to “regulate elements of the crypto-asset ecosystem to 
combat illicit activities”.

One reason for this awareness and alarm is that there are 
reports that organised crime syndicates are increasingly 
using innovative techniques to fund their activities 
through cryptocurrencies. It was previously thought that 
such syndicates found limited use of cryptocurrencies 
because of the lack of liquidity in the market.

The Financial Conduct Authority (FCA) in the United 
Kingdom warned firms offering “crypto-derivatives” 
that they will have to comply with its rules. The 
Attorney General of the State of New York recently 
asked for information from several crypto-exchanges. 
Cryptocurrencies and platforms are priorities for 
discussion for the G20. Transaction volumes are still small 
at this stage but as they grow it is likely that regulators 
will require compliance from exchanges and crypto firms 
with international and local regulations around know-
your-customer (KYC) and Anti-Money Laundering (AML).

Crypto enthusiasts may consider this a typical and 
expected viewpoint from the old world of money and 
finance and argue that the new decentralised world 
of Bitcoin will not be concerned with centralised 
authorities like central banks. But in practical terms, 
no cryptocurrency regardless of how independent or 
distributed, can aim to acquire legitimacy as a widely 
used form of payment accepted online and in stores 
and supported by payment eco-system stakeholders, 
unless it complies with the rigorous requirements of the 
regulators. 
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Retail  
innovation 
It is clear that digital transformation 
continues to evolve within the retail 
sector. As a result of e-commerce, a 
borderless world is a reality and the 
traditional high-volume mature markets, 
such as the US and Europe, are being over 
taken as China continues to position itself 
as the new advocate of globalisation.  
Today, Chinese e-commerce retail sales 
are almost twice as large as the US.  Of 
the combined e-commerce sales of the 10 
largest global e-commerce markets, China 
represents 48% and the gap between 
China and the other nine markets 
continues to grow wider.

The online revolution is well under way and the pace 
of retail innovation shows no signs of slowing down.  
Finding digital talent needed to succeed in today’s data-
driven retail world is a challenge for retailers.  Digital and 
physical touchpoints must now work together.  Retailers 
are focusing on the customer experience design and 
removing silos so that they can unify disparate data points 
to develop deep customer insights.  Yesterday, the aim 
was to reduce payment friction, today, the aim to the 
reduce friction across multiple channels.  

There used to be a time when retailers could depend 
solely on store location and the quality of the products 
they sold to bring in business.  Success came from a 
retailer’s focus on delivering desirable products to 
the market in a convivial environment.  However, the 
ubiquitous nature of retailing today has given rise to 
heightened competition where location is less relevant 
and product differentiation is a tactic that is no longer 
viewed as the key success factor in business today.

E-Commerce Value (US$bn) 2013-2023 
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Retail  
innovation 

Shoppers have many choices.  If one shop is out of stock 
or offers a product in the ‘wrong’ size or colour, there 
are a dozen other retailers willing to supply the same or a 
similar product.  Shoppers used to browse in stores before 
deciding what to buy. Now more than 60% of consumers 
research products online before they even step inside a 
store.  What’s more, modern consumers have access to 
nearly all the information they need on their smartphone. 
The smartphone is a digital shopping window.  Shoppers 
are able to align what they buy with their personal values, 
preferences and to include a meaningful customer 
experience.

An omnichannel payments strategy remains to be the 
desired end-state for the majority of retailers but there 
is no single definition and what this means varies when 
you talk with different retailers.  What is true is the 
importance of omnichannel in the context of designing 
rich customer experiences.   

Customer Experience Design (CXD)
Retailers are now placing greater emphasis on customer 
experience, in both their product/service design and 
business model.  Instead of making heavy investments in 
advertising or sales strategy, retailers focus on customer 
experience design (CXD) to differentiate themselves and 
create relevance in a crowded marketplace.  CXD pioneers 
include Nordstrom, Apple, Nespresso, Tesla, Warby Parker, 
Casper, John Lewis Partnership and other retailers who 
understand that a good customer experience design is 
crucial for meaningful customer engagements. 

CXD is not a science; it is an art that embraces every 
attribute of the retail customer engagement.  It is 
important to see the payment experience as part of the 
holistic omnichannel customer experience.  Simplified 
pricing, easy checkout flows, ‘one-touch’ payment, 
preferred currency and convenient alternative payment 

Omni-channel Payments Strategy

> Primarily a marketing strategy

> Consolidate purchasing data  
into a single customer database

> Maximise revenue and loyalty

> No specific description exists

> Bring together both business processes  
and technology systems

> All the statements above

8%

10%

1 1 %

13%

18%

4 0 %
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methods will all play their part in the overall experience, 
each aiming to complement the brand engagement.   

With large retailers such as Nordstrom leading the 
way to create a customised shopping experience using 
Artificial Intelligence (AI), a new era is beginning.  It has 
developed a digital personal assistant to help customers 
select perfect gifts by matching their requirements to the 
available product range.  When it comes to completing the 
transaction, payment needs to flow through effortlessly.  
New AI decision making and fraud detection tools can 
be used to minimise false declines by profiling customer 
purchase behaviour and leveraging additional data such as 
location, time and device. 

At Warby Parker, the US opticians, the purchasing of 
prescription eyeglasses and sunglasses is a frictionless 
customer experience.  By carefully applying technology 
to streamline the payment transaction, every sales 
associate carries a tablet, that not only provides product 
details, inventory, customer details and a history of 
previous transactions, but it is also is a POS (point of 
sale) device.  There is no need for the customer to walk 
over to a separate desk to checkout at the end of the 
product selection. This creates a seamless experience as 
the customer almost does not know the transaction has 
happened, until they walk out of the store with a new 
pair of glasses in their Warby Parker bag.  Meanwhile, 
FramesDirect provide the ability for customers to use 
Augmented Reality (AR) on their website to select frames 

using their virtual ‘Try-on tool’ before checking out.

This year’s survey findings indicate that seamless/
frictionless cross-channel payments are of high 
importance for retailers, whereas beacon technology and 
Internet of Things (IoT) remain lower down on the agenda.  
Interestingly, ‘faster payments’ was considered important 
by over 40% of the survey participants.  There are early 
examples of faster payments in-store, such as MobilePay 
in Denmark that has been integrated into POS.  How 
Faster Payments (or Immediate Payments) will be used for 
in-store payments more widely remains to be seen but for 
online transactions, a Faster Payment via a bank transfer 
is a compelling alternative to a credit card for a retailer.     

Shoppers rate trust and peace of mind as core attributes 
of John Lewis, knowing that there will be a satisfactory 
resolution to any problem with the purchase.  Returns and 
refunds are often over looked in the context of customer 
experience design which can cause issues particularly with 
e-commerce purchases made via PayPal or an e-wallet 
which are then returned in-store.  It is the exceptions 
that can cause friction in the customer experience.  
Retailers are putting these exceptions relating to the 
customer experience under greater scrutiny to make it as 
frictionless as possible.  

Furthermore, CXD will incorporate many attributes of 
shopping beyond payments.  For example, walk into a 
Paul Smith shop, a British fashion retailer, and look at the 

Important for merchant’s payment acceptance strategy

> Seamless/Frictionless Cross-Channel Payment Acceptance

> Frictionless In-Store Payments (e.g. Uber-type Experience)

> In-App Payments

> Faster Payments

> Internet of Things & Connected Commerce

> Beacon technology/proximity marketing

81%

65%

60%

43%

25%

1 9 %
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shelf space and the shop design.  There are attractive and 
quirky items that reflect this eclectic fashion brand, which 
makes it more than a clothes shop. It is welcoming and 
visually stimulating, and it turns browsing into a customer 
experience that is akin to visiting the home of an eccentric 
explorer. 

As digital and physical channels merge, customer 
experience design must be human centric.   Technology 
must be complementary to the service that sales staff 
offer and not be deployed to confuse or present a barrier 
at the point of transaction.  Technology and payment 
processes must primarily enrich the consumer interaction 
boosting conversion, 
spending levels and trigger 
repeat purchases.  Retailers 
that can successfully 
achieve this will shape the 
future of retailing.

Is the end nigh for 
the POS device?
Could AmazonGO, the 
cashier-less, POS-less, 
frictionless shopping 
service, be the next “killer” retail innovation?  It uses 
technology they call ‘just-walkout-technology’. It is 
futuristic but does it deliver value by replacing human 
interaction by a machine interface?

Consumers go to a brick and mortar store because they 

prefer to interact with other people. Customer experience 
involves a person who understands the consumers’ needs, 
expresses empathy, exhibits a sense of purpose, and can 
act as a brand advocate.  The faceless vending machines 
in many Tokyo streets have their place for commodity 
purchases but they are not the future of retailing.  Is 
AmazonGo the world’s most advanced shopping 
technology?  This question will only be answered when 
it is rolled out widely across a larger number of shopping 
outlets.  

On the other hand, contactless payments at the point of 
sale continue to gain momentum and consumer adoption 

has increased around the 
world with a few countries 
leading the way, including 
the Canada, Sweden, Poland, 
UK, Japan, and Australia.  
Contactless reduces the 
number of moving parts in 
the hardware device to zero, 
thus making POS terminals 
last longer, and the use of the 
PIN Entry Device becomes 
irrelevant.  Contactless is 
also encouraging consumers 

to carry less cash offering a safer and more convenient 
alternative

The tablet device has proved to be an ideal form factor 
for a POS terminal.  It gives both the merchant and the 
consumer a nice large screen to research, view and 

“ Over 80% of the survey 
respondents believe that 

seamless / frictionless cross-
channel payments are of high 

importance for retailers

”
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select products in the store.  It’s mobile and it is easy 
to use.  By using ‘PIN-on-glass’ technology there is no 
need for an old-fashioned numeric keypad for PIN entry.  
The standard PIN Transaction Security (PTS) permits 
touchscreen technology, allowing a PIN to be entered 
via the touchscreen on a compliant device.  More of 
this is expected to be seen in the future.  The physical 
numeric keyboard used for a PIN Entry Device (PED) could 
be rapidly disappearing as consumers become more 
comfortable entering their PIN on a touchscreen of a 
tablet or a smartphone or even the smart TV screen found 
in a fashion store’s changing room. 

Contactless payments combined with PIN-on-glass (where 
the purchase amount is larger than the contactless 
threshold) will mean that the archaic numeric keyboard 
becomes a waste of space and cost.  Soon there may 
not be a checkout in the traditional sense of the term.  
The point of interaction with the consumer is changing 
and PIN-on-glass will be one of those changes that will 
encourage retailers to re-think the point of interaction 
with the consumer and the role of the traditional POS 
terminal will further be further eroded.  

Future of retailing 
There have been some extraordinary changes in consumer 
behaviour, such as the rapid adoption of contactless 
and the use of easy touchscreen technology.  Changes 
in the face-to-face transaction environment have also 

seen technological advances in security and consumer 
authentication.  The app marketplace within the POS 
system, together with advertising content and targeted 
offers at the POS are examples of tactical, yet small 
incremental enhancements in POS functionality.  These 
are expected to prolong the existence of the POS 
terminal.  However, PIN-on-glass and contactless are 
expected to weaken the reliance on the POS terminal in its 
current form.  

As with the paperless office or the cashless society, POS 
machines are unlikely to disappear from stores in the 
next 20 or 30 years.  On the other hand, PIN-on-glass 
and contactless devices without a PIN entry device are 
more likely to become mainstream within the next 5 
years.  Over the next 10 years, further advancements in 
the function of the POS terminal are expected. While it 
will not be comparable with anything today, software will 
take the lead not the hardware. 

At the end of the day, consumers are already interacting 
digitally with retailers - their shopping behaviour is already 
omnichannel.  Today, many retailers are only just getting 
to grips with what an omnichannel strategy means and 
the importance of customer experience design, blurring 
the lines between physical and digital, online and offline.  
This is shaping the future of customer experience design, 
payment innovation and the future of retailing.    
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Internet of Things - A platform 
for the future of commerce
Internet of Things (IoT) or connected 
objects is increasingly attracting attention 
with new announcements, pilots and 
press releases on a daily basis. But IoT is 
far from being new. Computers, PDAs and 
phones have been around for a long time. 
However, the numerous applications of 
connected objects, faster connectivity, 
and big data have created a new realm 
of opportunities. IoT will likely become 
a driver for the future of commerce. 
More than 75% of our survey respondents 
believe that IoT will ultimately change the 
way we live, shop and pay. 

2018 may be a turning point in the IoT industry as several 
IoT applications go from pilots to reality with a growing 
user base. Payments in the context of IoT relate to 
applications and devices for:

 Consumers

 Merchants

 New points-of-interaction enabling commerce

Consumer IoT 
Much has been written about the range of new devices 
facilitating the daily life of consumers and sharing key 
data to monitor consumer activity. When payment 
capabilities are added to a connected device, it becomes 
effectively a platform to facilitate commerce. More 
than 60% of our survey respondents believe that every 
connected device will become a vehicle for commerce, 
highlighting the breadth of opportunities.

Consumer devices  
to enable payments

Wearables

Kiosks

Contextual Commerce

Connected 
Screens

Connected 
Transportation

Merchant devices  
to receive  
payments

New points-of-
interaction to  
enable commmerce

1 2 3

Smart Homes
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Internet of Things - A platform 
for the future of commerce

Payments with wearables
Clothes and other wearables can be designed to connect 
to the cloud for making payments. For examples: 

 Connected rings such as Aeklys Smart Ring

 Smart bands such as FitBit with FitBit Pay or Garmin 
with Garmin Pay

 Smart watches such as Apple Watch, Samsung Gear, Tag 
Heuer Connected Modular 45 or Swatch with Swatch Pay

There is also a wide array of other initiatives (e.g. T-shirts, 
shirts, jewellery, bags) that consumers will have the 
possibility to pay with. This trend reflects the widespread 
use of contactless technology and increased convenience 
to pay with items worn by consumers. 

The advent of wearables may significantly develop micro-
payments. New services based on wearables will emerge 
(e.g. live assistant coach providing advice with a smart 
watch) and this will trigger a new wealth of low value 
transactions.

As new wearable initiatives continue to innovate with 
relevant value propositions, these devices are expected 

to become part of consumer everyday life and change 
consumer payment habits. 

Smart home and payments 
The home is probably an area where disruption in the 
purchase process has the most promising potential. 
Consumers value convenience and an effortless purchase 
process.

Early initiatives to connect things and automate the 
ordering process with payments operating in the 
background are making progress.

 White goods-based initiatives: Samsung and 
MasterCard announced a smart fridge with self-ordering 
and payment capabilities. Such initiatives may be 
expensive today but prices are likely to come down as 
more players get into the market 

 ‘Light hardware’-based initiatives: These include quick 
ordering and payment mechanisms on home supplies such 
as the Amazon Dash button which offers flexibility and 
convenience. These initiatives often leverage Internet and 
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cloud-based technology and target specific products (e.g. 
the Pampers Dash button for a quick nappy supply)

 New hardware-based initiatives with vocal recognition: 
smart speakers with personal/home assistants such as 
Amazon’s Alexa or Google’s Home. Going beyond the basic 
value proposition of loudspeakers, smart speakers provide 
information upon request but, more importantly, facilitate 
the purchase process based on vocal recognition. There is 
nothing easier than to order a cab or a movie ticket with 
just a few words. However, there are significant concerns 
over customer privacy, security and use of personal data

Overall, there is still some way to go before ‘cracking’ 
the smart home segment. As some initiatives like smart 
speakers become increasingly prevalent, consumer 
expectations and usage will evolve accordingly.

Connected transport
Consumer smart transportation includes smart bicycles, 
smart scooters and smart cars. The latter probably offers 
the most promising opportunity. For instance, American 
drivers spend on average 293 hours per year behind the 
wheel. Hence, smart cars with payment capabilities can 
create considerable convenience for drivers (beyond the 
potential of self-driving cars):

 Car-related payments, for instance, security, insurance, 
repair and assistance

 Driving-related expenses such as toll charges  
or parking fees

 Travel-related expenses such as food and hospitality. 
Pre-recorded preferences related to restaurants 
and hotels coupled with GPS provide a strong value 
proposition to find customised locations

IoT value propositions vary according to the opportunities 
targeted. All car manufacturers are either currently 
developing or distributing smart cars. Some have already 
embedded payments in their value proposition such as 
Ford with Ford Pay, Chinese manufacturer SAIC and Honda 
with Alipay. There is a fierce battle for the control of 
customer relationships, across car manufacturers, fintechs 
and Internet giants such as Apple or Google. Consumers 
will eventually decide which providers to use, and that 
decision will essentially be based on convenience and a 
strong value proposition with customised services.

Merchant IoT devices to receive payments 
There is much less focus on opportunities for merchants 
to use IoT devices to accept payments compared to 
consumer IoT devices to make payments, but the potential 
is huge. Merchants can leverage IoT devices to sell more, 
sell better or target specific pain points in the purchase 
process. 

Examples of opportunities related to IoT devices for 
merchants include: 

 Connected screens

 Kiosks
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Connected screens
Brick and mortar retailers are often frustrated that the 
asset of their physical stores cannot be leveraged outside 
of opening hours. This is likely to change. The advent of 
connected touch screens with payment capabilities is 
expected to be a game changer as it will allow shopping 
outside of opening hours. Consumers select their items, 
pay with NFC or remotely and receive their order directly 
at home. This will result in new points of interaction and 
increased sales.

Touch screens are far from being revolutionary, but a 
screen with payment capabilities is. Ingenico’s Think&Go 
subsidiary is a leader in the development of connected 
screens with contactless functionality. This will apply not 
only to retailers but also any places where advertising 
is prevalent such as public transport, railway stations, 
airport or public space. Advertisers will benefit from new 
KPIs to evaluate how ad campaigns are linked to actual 
sales.

Kiosks
Kiosks are in-store screens 
addressing specific customer 
pain points to generate 
additional sales. Customers 
have been frustrated 
because the queue is too 
long or the product they 
have selected is not available 
in the size or colour they 
would like. Kiosks – with or without the assistance of sales 
staff – allow consumers to select the items and pay on the 
kiosks with the possibility of home delivery. 

For some bulky items such as curtains, DIY products or 
white goods, real case studies have proven kiosks to 
increase sales by up to 15%. This is the reason why retailers 
are increasingly considering kiosks, either as simple points 
of interaction or as new sales channels.

New points of interaction  
enabling commerce
The development of connected devices creates new 
points of interaction and opportunities for payment-
related actors and retailers. 

Contextual commerce
Contextual commerce is the emerging type of commerce 
with the most promising potential. Smart speakers such as 
Amazon’s Alexa or initiatives related to virtual/augmented 
reality provide increased convenience and capitalise on 
specific situations to suggest targeted items.

Consumer details and preferences – including payments 
– need to be first saved. This way, contextual commerce 
facilitates the purchase process and payments become 
“invisible”.

IoT devices can leverage different aspects (e.g. voice for 
smart speakers or virtual reality, touch for screens) and 
contextual commerce to develop a frictionless customer 
experience.

Significant hurdles to overcome
The IoT eco-system still has many hurdles to overcome. 
Unlike the payments sector, there is a lack of governance, 
standards and inter-operability to make the IoT world 
move in the same direction. IT-related aspects such as 

batteries and connectivity are 
other issues that actors need 
to address to ensure long-
lasting devices with appropriate 
connectivity.

However, the main challenges 
are related to security and data 
privacy. As IoT devices rely on 
connection with clouds, there are 

increased risks related to data transfer, and in particular, 
payment transactions. Account take-over, compromised 
personal data and payment fraud are key threats. Many 
consumers are concerned about how their data will be 
used and protected with IoT devices. The “big brother” 
threat induced by IoT devices is considered as very real 
and the industry will need to address this significant 
concern.

Overall, IoT has seen significant changes in the past 12 to 
18 months moving from pilots to reality. As is the case 
with any innovation, there are still significant barriers to 
overcome in the short term. As new innovative initiatives 
roll out and consumers become more comfortable with 
the IoT devices, new points of interaction will become 
familiar and the age of connected commerce will be well 
on its way. 

“The main challenges 
are related to security 

and data privacy

”
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With the industry focused on harnessing 
digital innovation to create and improve 
customer experience, it is perhaps easy 
to forget that financial crime and fraud 
continue unabated. The most exciting 
development in fraud prevention space, 
has undoubtedly been the emergence  
of fraud detection systems equipped  
with machine learning algorithms that 
offer a more automated approach to  
the fraud decision making process. 

Attackers are using  
very advanced techniques
According to Nielson and other sources, worldwide 
fraud losses on payment cards alone are currently well 
over $20bn per year. The figure has more than doubled 
over the past decade. 85% of our survey respondents 
ranked fraud as a top 5 concern in their organisation. 
This statistic concurs with numerous other fraud surveys 

which consistently highlight that fraud remains a major 
challenge for all stakeholders including banks, merchants 
and other players participating in the payment flow. 

The digitally interconnected world we live in allows 
fraudsters to launch their attacks at targets from half 
way across the world. They know that even if they are 
identified, law enforcement agencies will find it difficult 
to locate and detain them. 

Financial crime continues to be a growing problem as 
fraudsters have evolved from lone operators or small 
gangs to large organisations with departments and 
hierarchies. Additionally, gaining sufficient knowledge 
and acquiring advanced tools to get involved in financial 
crime and fraud have also become relatively easy. Videos, 
manuals and guides are all available in the public domain 
over the internet. This includes software tools to get 
started and countless powerful password cracking 
programmes available for free download. 

Irene Brime, Managing Director Europe and co-founder 
at CashShield, states that, “Fraudsters are becoming 
increasingly sophisticated, using machines to conduct 
coordinated attacks. To be able to keep up with the 
fraudsters, there is a need to transit to full machine 
automation for real-time results, without the reliance on 

Fighting  
fraud
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manual reviews.”

According to Riskified, “Fraudsters share knowledge and 
tactics on the darknet, and 
vulnerabilities are quickly 
exploited.” Riskified makes 
an important point about the 
convergence of hacking and 
fraud. “If once there was a 
distinction between hackers 
(those behind data breaches) 
and fraudsters (those 
carrying out e-commerce 
fraud), we are uncovering a 
growing number of attacks 
orchestrated by “hybrid fraudsters” - who both exploit 
technical vulnerabilities and carry out payment fraud.”

The dramatic reduction in cost and on demand nature 
of powerful technologies and processing resources in 
the cloud have equipped crime syndicates with powerful 
tools for perpetrating digital crime. Malware and 
other malicious software, part and parcel of the most 
dangerous frauds, have become sophisticated and harder 
to spot. Fraudsters or attackers are able to quickly adapt 
these new techniques as they have no real constraints to 
hold them back. They test new technologies and probe 
defences almost at will. 

Feedzai points out that, “The biggest challenge that we 
have witnessed in the past couple of years is the fact that 
fraudsters have become smarter and have devised newer 
ways to work around the current set of fraud prevention 
technologies and the policies governing them.”

Challenges for merchants 
Merchants face major constraints in their ability to 
defend. They have conflicting interests and need to 
deal with restrictions imposed on them by laws and 
regulations, suffer from shortage of skilled staff, and have 
management priorities to generate revenues by making it 
easier for consumers to transact on their sites. Reducing 
the steps required to buy online in a quest to enhance 
customer experience often comes with greater risk of 
fraud.

The struggle between defenders and attackers is often 
described as an arms race. Defenders find themselves 
constantly under siege as they must continuously react 
to new threats and risks as well as develop patches 

and securities protocols, only to see other new threats 
emerge elsewhere. 

For online retailers, managing 
online fraud is becoming ever 
more challenging. Keeping 
chargeback rates low is not 
merely about avoiding the direct 
cost of fraud losses, but also 
avoiding chargeback penalties 
and fines from payment schemes. 
Merchants with high chargeback 
ratios can expect to be labelled 
“excessive risk” programmes 
by payment schemes to be 

subjected to a greater level of scrutiny, monitoring and 
higher penalties - all of which dramatically increases 
operational costs.

VISA owned Cybersource, one of the global heavy 
weights in fraud prevention management, points out 
that, “Businesses are usually less confident about letting 
genuine orders through smoothly than they are about the 
traditional objective of fraud management: minimising 
fraud losses. With ambitious targets for digital commerce 
growth businesses are understandably keen to avoid 
anything that may have a negative impact on customer 
experience, including sub-optimal fraud management 
strategies.”

New regulation in Europe, for example, presented 
yet another challenge. Cybersource comments that 
“Merchant’s ability to use transaction risk analysis (TRA) 
depends on maintaining an overall fraud rate below 
the specified reference rates for TRA. Any merchant 
raising its acquirer's average fraud rate can expect more 
transactions to be challenged or declined, as well as 
penalties such as higher service charges or fines when 
falling foul of scheme rules. If a merchant wants to initiate 
exemptions itself, it will need an agreement with its 
acquirer to do so — and will likely remain liable for those 
transactions.”

Existing approaches for fighting  
fraud are not working 
There are typically four approaches to fraud management 
from entirely in-house to full outsourcing with different 
set of tools and techniques. 

 The first model is managing fraud fully in-house.  
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Often the smaller merchants adopt this model. For them, 
fraud management is a simple process based on simple 
rules and manual reviews. Large merchants have the 
resources and scale to build internal fraud teams as well 
as develop proprietary tools. 

 The second model involves the use of third-party 
case management tools by in-house fraud teams.  These 
tools provide a risk score based on predetermined set of 
rules. Based on the score, a transaction will be accepted, 
declined, or sent for review by the in-house team. The 
main challenge of this approach is the effort and resource 
required to maintain the rules engine – especially as 
the business expands into new markets and accept new 
payment methods. 

 The third model builds on third-party case management 
tools with a manual review process provided by a third 
party. This approach works well where a certain subset of 
orders (e.g. orders from certain market) are outsourced to 
the third party for review. 

 The fourth and final model is to fully outsource Fraud 
Management to a third party. The entire fraud review 
process is handled by a single, dedicated service, including 
both case management and manual review. An in-house 
contact person manages the merchant’s relationship and 
day-to-day operations with the service provider.

Surprisingly, the vast majority of online retailers do not 
consider fraud management a core priority. Financial, IT 
developer, management resources and in-house fraud 
expertise are all limited, which leads to poor performance 
on several levels.

Whereas fraudsters equip themselves with the latest 
automated technical tools, most merchants still rely on 
manual human intervention. During peak seasons, manual 
review teams get overloaded, resulting in slow processing 
times and poor customer experiences with an overall 

negative impact on the business as a whole.

As a business grows, staffing up in-house review teams 
is not straight forward. Screening orders effectively to 
detect potential fraud requires expertise. Finding and 
training the team requires additional resources. Fraud 
teams also need to continue to expand their professional 
knowledge to keep up with fraudsters who are constantly 
adapting and evolving their methods.

Merchants that use fraud prevention rules engine and 
case management tools need to continuously test and 
tweak their systems. The rules must be updated following 
every fraud event and fraud pattern identified and 
adjusted for each new market. The result is a complex 
system with a large number of rules to maintain.

According to Riskified, “Static fraud tools’ utility is limited. 
For small merchants who work locally, static fraud tools 
can do a good job. For fast-growth businesses and global 
enterprises that operate at scale, static fraud tools are 
almost completely obsolete. There is simply too much to 
manage to realistically stay ahead of the ever-changing 
fraud methodologies. Static tools are also largely 
irrelevant for merchants selling time-sensitive goods - 
travel, ticketing, digital gift cards, etc.”

Siftscience adds that, “Static fraud tools that rely on 
rules as the primary method of prevention will become 
obsolete. These legacy systems are reactive, leading to 
more false positives, higher rates of manual review, and 
an inability to scale.”

Many online retailers use data from third-party data 
providers to validate risk or case management scores. 
Large merchants use up to ten data enrichment and 
validation tools. Each requires strategies and policies for 
when and how to use them. 

At the moment, Feedzai reveals that its, “biggest concern 
is that as payments become faster and more fragmented, 
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and as fraudsters become more 
sophisticated, fraud solutions will 
need to become more robust to 
address these challenges. However, 
advanced fraud solutions are 
often opaque (meaning we cannot 
understand or validate the decisions 
they make) and unattainable.”

Signifyd, a US based provider of 
fraud protection that recently 
completed an analysis of two years of fraud data, found 
that “in the e-commerce space, the variety of fraud 
known as “account takeover” is dramatically on the rise. 
The increase in account takeover is a clear indication that 
requiring consumers to create and log on to accounts on 
merchants’ sites — a step that creates significant friction 
in the customer experience — is no longer an effective 
way for retailers to protect themselves from fraud.”

Benchmarking  
current performance 
Sophisticated merchants compare their fraud 
metrics against external benchmarks to gain a better 
understanding of their overall fraud performance and 
identify pain points and opportunities for improvement. 
Choosing the right external benchmark is not easy. 
Merchant fraud experience can vary significantly even 
within the same vertical. For example, merchants selling 
sport shoes face a greater fraud risk, with more fraud 
attempts and potentially higher chargeback rates than 
those selling more mainstream fashion items but share 
the same merchant classification. 

Different approaches should be considered based on the 
merchant’s size and needs. Feedzai comments that, “The 
ideal way ...is the “buy and then build” approach where 
clients can buy a solution and then make customisations 
to meet its specific needs.”

Chargeback guarantee solution may be more appropriate 
for large and enterprise merchants. According to Riskified, 
“The chargeback-guarantee model protects merchants 
by providing security from loss and predictability in their 
revenue.”

Cybersource points out that 
“Although the direct financial impact 
of the chargeback is mitigated in 
these scenarios, the merchant, 
rather than the solution-provider, 
remains the “merchant of record”. 
However, the merchant is still 
responsible for chargeback rates and 
associated fines and penalties, for 
non-fraud related chargebacks and 

other chargeback-related processes.”

Signifyd adds that “All e-commerce businesses should 
have a controller function in-house, someone who 
oversees fraud risk. The focus of the internal fraud 
experts should shift from operations to orchestration. 
This is where the idea of a risk manager who orchestrates 
rather than operates really shines. The in-house risk 
manager is the one to select best-of-breed fraud solutions 
that span the range of threats a particular e-commerce 
business sees. I’d recommend that fraud leaders disregard 
legacy thinking and siloed efforts to protect the business 
from fraud and instead survey the full range of tools and 
providers who offer solutions to fraud and the challenges 
of establishing digital identities.”

However according to Cybersource, “One the biggest 
drawbacks of an in-house solution is the amount of data 
available to any one merchant and the resources required 
to keep the technology relevant and updated. The core 
to the success of any fraud management platform is data. 
The larger the data set, the greater the accuracy and 
detection.  The quality of data is also important.”

“Fraudsters are  
becoming increasingly 

sophisticated

”
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Developing a fraud  
prevention strategy 
Fraud prevention should not be approached from the 
basis of one size fits all. Having benchmarked and 
understood their current performance, organisations 
should take time to define an optimal strategy based 
on the combination of target fraud prevention goals in 
the context of overall business objectives and 
an appreciation of constraints in terms of 
financial, technical and skills resources. 
The strategy should then feed into a 
roadmap and action plan.

Machine learning tools
Rather than focusing on individual 
data points, such as whether an order 
was placed from a specific country, 
machine learning takes into account a 
multitude of data points or a combination 
of parameters to establish a scenario. Machine 
learning analyses consumer transaction data matching it 
with large databases that help assess whether an order is 
legitimate or fraudulent.

The theoretical advantage of machine learning is that with 
the right setup, the models created by a machine learning 
algorithm update themselves and in theory should require 
little or no human intervention or adjustment. However, 
a model’s performance relies heavily on learning from 
experience, which in turn, requires accurate tagging of 
clear cut fraud attempts, safely approved transactions, 
fraud-related chargebacks, and transactions that are 
wrongly declined.

Riskified comments that, “Using machine learning and 
AI to combat e-commerce fraud is essential. Fraudsters 
have become too advanced and have too many tools at 
their disposal for merchants to rely on a static solution. 
Machine learning and AI solutions track hundreds of data 
points in real time and weigh them against millions of 
previous orders to detect patterns. For all the amazing 
strengths, machine learning models have the potential to 
learn the wrong lessons and introduce bias to decisions if 
left unguided.”

Some solution providers link every order entering the 
system with vast databases of previous orders placed 

across verticals and geographies. A first-time customer 
may have legitimate past purchases from other merchants 
who are partnering with the same solution provider.

Siftscience points out that, “Many machine learning 
models update only periodically, meaning fraud patterns 
can change before a model update. Hence, being able to 
score users at every point in their lifetime (e.g., account 

creation, order placement, login), as well as update 
the models and rescore related users within 

milliseconds of receiving feedback is 
important. Siftscience makes significant 

efforts to tell the story behind the data 
through its investigative Console so 
that fraud teams can make informed 
decisions.”

Rules-based fraud prevention systems 
analyse various factors - such as billing-

shipping distance, AVS match, CVV 
information - and generate a score for 

every data point individually. Based on these 
various scores, the system creates an aggregate 

risk score for the transaction as a whole. Predetermined 
score thresholds are then set for automatically approving 
or declining transactions and sending orders for further 
validation or manual review.

Thresholds for manual review are often adjusted down 
during peak sales seasons to not overload the review 
team. As opposed to sets of rules that consider many 
data points, filters tend to be simple and do not require 
maintenance. Fraud filters are often set on the payment 
gateway. Filters can be used to block all orders with an 
international IP address, all transactions where a proxy 
server has been identified, or all orders placed with a 
certain payment method. 

Traditional fraud management solutions only provide a 
risk score for every transaction, leaving merchants to 
figure out whether or not to approve the order. In other 
words, mismatches and risk indicators are flagged by the 
solution, but merchants must decide what to do with this 
information as they remain liable for fraud. Merchants 
using these old-school solutions pay a flat fee per 
transaction, regardless of whether the order is approved, 
declined, or returns as a chargeback. 

New-generation solutions provide an ‘approve’ or 
‘decline’ decision for every transaction (rather than a 
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score), along with a chargeback guarantee. In other 
words, the solution provider takes on liability for orders 
it approves, and merchants are reimbursed in case of a 
fraud-related chargeback on approved orders. Merchants 
pay a fee only for transactions approved and guaranteed 
by the solution provider - meaning the solution provider 
only receives payment for orders that generate revenue 
for the merchant. 

While the price point for new generation fraud prevention 
solutions is typically high, merchants receive value - 
not only a clear decision, but also through chargeback 
indemnification and higher approval rates (as the service 
provider does not charge a fee for declined transactions).

Fraud prevention vendor landscape
In the fraud prevention vendor landscape, there are four 
subtypes – not counting the basic do it yourself solutions 
developed by merchants either internally or by a third 
party. By and large all of them will now have some sort of 
AI and machine learning layer to their solution. However, 
for some it will be the core around which everything is 
built. 

 Firstly, established vendors with solutions suited 
for large merchants can offer complex workflows and 
configuration possibilities but with higher integration and 
operational costs. This group includes long established 
players likes CyberSource by Visa, and Accertify by 
American Express. 

 Secondly, a series of vendors that work in analytics or 
cybersecurity and provide, as part of their portfolio of 

solutions, a solution that addresses fraud management. 
These include big players likes of Falcon Fraud Manager by 
FICO, SAS Institute, Palantir Technologies and NetReveal 
by BAE Systems.

 Thirdly, fraud prevention modules offered by payment 
service providers (PSP). Pretty much all large PSPs and 
acquirers, such as Worldpay, Adyen and many others, 
offer some sort of filtering solution as standard and are 
built into their platform so merchants can choose to use 
them or not as required. 

 Finally, a new breed of challengers ranging from already 
well established global players to regional favourites 
through to outright start-ups. Some of the more 
established players in this group include: 

 Cashshield  Feedzai

 Forter  Iovation

 Kount  Ravelin

 Riskified  Signifyd

 Sift Science 

Choosing a provider 
Merchants should consider how best to engage with 
and evaluate fraud prevention solution providers. The 
landscape is now broad and deep. Some providers focus 
on niche verticals while others are more general yet 
offer greater customisation. Following an RFP process 
can assist in the procurement process both in terms of 
identifying the optimal vendor and gaining support and 
buy in from different internal stakeholders.
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Overview of payments 
in key global markets

Emerging regions, and the markets 
that constitute them, may not be 
as underdeveloped as is commonly 
perceived. When asked to assess the level 
of development in emerging regions, only 
14% of our survey respondents believe 
that there is significant disparity between 
developed and developing regions. 
Electronic payment services and transaction volumes 
in emerging markets are increasing year-on-year as 
payments organisations focus on these regions to drive 
growth outside of regions, such as the US and Europe, 
which may be saturated with payments methods and 
competitors.  Future growth in the global cards market 
will be driven by emerging markets, particularly APAC, 
which will increase its market share in the total number of 
cards worldwide from 52% (in 2018) to 57% (in 2023). 

Developing regions are powering forward with large 
dynamic markets such as India, Nigeria and Brazil, where 
innovative companies are driving the national payments 
agenda and developing interesting value propositions for 
consumers and merchants.  

Zhang Luping, General Manager, UnionPay International 
(UPI) Africa, agrees, “The payments industry in China, 
Japan, South Korea and Singapore is quite developed, 
where the payment infrastructures are relatively 
comprehensive, and most people hold bankcards.  The 
payments industry in South Asia (India and Bangladesh), 
Southeast Asia (Indonesia, the Philippines and Myanmar) 
and Central Asia (Kazakhstan, Azerbaijan, Uzbekistan 
and Turkmenistan) is developing rapidly with the 
issuance scale of bankcards growing rapidly.  In addition, 
innovative payments such as online payments and mobile 
payments are booming in China; and Thailand, Singapore 
and Malaysia are embarking on the development of local 
mobile payment standards and rules.”

View on payments in the LATAM and MEA regions

> Payments markets in LATAM and MEA are becoming 
increasingly developed and just need a few years  
to mature

> Payments markets in LATAM and MEA are more developed 
than commonly realised and wtill soon catch with 
European and North America

> Payments markets in LATAM and MEA are very 
underdeveloped and will take a long time to reach 
developed region status

> Payments markets in LATAM and MEA are just as developed 
as any other market and have a sophisticated range of 
payment products and services on offer

49%

14%

9%

29%
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There are some key trends that are changing the payment 
landscapes across the different regions of the world: 

Domestic card schemes 
The development of domestic card schemes throughout 
the globe has continued unabated this past year such as 
the launch of the domestic card scheme TROY in Turkey. 
Upgrades to existing payments infrastructure in Myanmar 
and Thailand have enhanced legacy payment switching 
infrastructure into technologically advanced domestic 
card schemes.

The role of the card scheme as the provider of technical 
and regulatory infrastructure for its card network 
members is evolving further to include non-card based 
payment methods and value-added services.  Several 
domestic payment schemes in Asia now provide QR code 
and tokenisation technologies to members, as 
well as a range of mobile wallet products that 
can be white-labelled to members for use 
within the domestic market. 

In the coming years, domestic card 
schemes will provide a wider range of 
payment products that are particularly 
suited to local payment needs and 
preferences.  ACH instant payments 
will be a key area of focus for domestic 

schemes outside of Europe and the US as soon as ACH 
infrastructure matures. Also, we can expect the range 
of services provided by domestic schemes to expand 
from payments to cover other related areas.  NETS in 
Denmark anticipates digital identity to be a growth area 
as consumers begin to live their lives - and pay - more 
online, and as the cross-over points between payments 
authentication and identity begin to blur.  NETS has 
developed BankID and NemID, which are trusted identity 
products that can be used by consumers and banks for 
consumer authentication and KYC across a number of 
different platforms.  Such products will soon become 
commonplace in domestic scheme markets across Africa, 
Asia and LATAM. 

Focus on technologies 
Regional and international card schemes are at the 

forefront of developments in Asia, LATAM and 
MEA.  However, expanding footprint and 

offering a wider range of VAS for card 
payments is likely not the development 
strategy for established international 
card schemes (ICS) such as UPI, Visa and 
MasterCard.  

Zhang Luping from UPI said: “As far as I’m 
concerned, mobile payments will become 

49%

Number of payment cards by region (2018 & 2023)

APAC North America Europe Latin America MEA

4,773 1,625

890

1,511241

(millions) 2018

1,050

(millions) 2023

1,718362

1,936
6,668

Source: EDC – Global Payments Model
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the prevailing trend in the payments industry in Asia 
and Africa in the future.  I make this estimation mainly 
based on three factors: First, the rapid popularisation of 
smartphones and the development of communications 
technologies in Asia and Africa provide technical 
foundation for the development of mobile payments.  
Second, with the upgrade of consumers’ spending, 
they have more demands for smoother and flexible 
payment methods.  Third, mobile operators, mobile 
phone manufacturers, payment companies and other 
stakeholders have expedited the development and rolling 
out of mobile payments.”

ICS are also investigating the possibilities presented by 
future technologies.  MasterCard recently lodged a patent 
in the US for a blockchain-based database that can process 
payments instantaneously, thus reducing settlement times 
on its current batch settlement platforms.  According 
to Coindesk, the patent states that “(t)here is a need 
for a technical solution where a payment transaction 
can be guaranteed in a manner that is readily verifiable 
by an acquiring financial institution and / or merchant, 
and where the guarantee can be used in conjunction 
with multiple transaction types, including e-commerce 
transactions.” 

Instantaneous settlement is a key component of ACH 
processed instant payment transactions and so – it is 
feasible to assume – MasterCard could be looking for a 
processing platform that can amalgamate settlement 
for card, ACH and any future blockchain based payment 
methods.  The costs saving from operating a unified 
processing platform for each of these payment methods 
would be significant and would offer scale economies 
with which MasterCard’s competitors would struggle to 
compete.  ACH instant payments and crypto-currency 
payments are expected to become more prevalent in Asia 
within the next 5 years, so it will be interesting to watch 
how MasterCard rolls this technology out to the region 
after testing it in the US and Europe.

Given that the ICS have been active in the acquisition 
space recently as they seek to improve their capabilities in 
more technologically advanced areas, it is not surprising 
to see that our survey respondents consider them to be 
the drivers of innovation ahead of other stakeholders in 
emerging markets over the next 3-5 years.  

MasterCard, for example, recently acquired Altio 
from Standard Bank.  Altio is a South African financial 
technology firm that pioneered and patented a number 

Domestic schemes 

Source: EDC
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of mobile payments and banking solutions focused on 
consumer authentication technologies. MasterCard 
intends to roll this technology out to emerging markets 
where consumers in ‘cash economies’ would benefit 
from digital mobile payment solutions.  Using mobile 
for financial inclusion purposes is a major opportunity 
for consumers and payments companies in all emerging 
regions of the world. 

Main avenues of innovation in payments within emerging 
markets in recent years have been focused around issuing 
technologies and form factors.  For example, ToneTag is 
a payment method to POS terminal data communication 
technology developed and launched in India in 2014.  
More specifically, ToneTag enables contactless payments 
through Data-over-Sound (DOS) technology, which 
encodes information in audio format on a mobile device 
as bleeps and tones which are received and decoded by a 
payment terminal.  ToneTag technology uses sound waves 
to enable offline, proximity-based contactless, cashless 
and card-less payments from one mobile phone to another 

or any other computing device.  Security technology used 
includes patented noise filters, blockchain technology, 
three levels of encryption, tokenisation, white box 
cryptography and multifactor authentication.  Look out 
for this technology as it expands throughout India and 
Africa in the coming years.  

The popularity of biometrics within Asia is increasing each 
year as issuers seek new authentication technology that 
can be used on digital payment solutions.  HSBC recently 
published a report indicating that Asia and the Middle East 
are ahead of Europe in the adoption of biometrics.  At a 
market level, biometrics are being combined with other 
card programmes to deliver more secure identification 
and authentication for payments. The government of 
Singapore is planning to integrate biometric data into 
the national ID card and use open APIs so that the ID can 
be used to access online banking services and to make 
payments online.  Consumers’ digital ID could also be 
stored on a smartphone device for those accessing those 
services via mobile. 

Organisations that will drive growth and innovation 
in payments markets in the next 3 – 5 years

> International payment schemes

> AFOP providers

> Domestic payment schemes

> Banks

> Regulators

> Merchants

> MNOs / Telcos

> Handset manufacturers

23%

18%

1 7 %

15%

8%

8%

8 %

3%
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Innovation at the POS in Asia
Asia is quickly becoming an innovation hub for POS 
terminal technologies and value-added services.  Pundi X 
is a Chinese multi-cryptocurrencies POS solutions provider.  
The firm is currently undergoing aggressive expansion 
in terms of footprint – they have offices in Jakarta, 
London, Taipei, Shenzhen and Singapore – but also in 
manufacturing.  Pundi X plans to roll out 4,000 block-
chain based POS terminals to Korea, Japan, Singapore and 
Switzerland by Q2 2019.  The POS terminals accept both 
crypto-currencies and fiat currencies and can exchange 
funds between both.  Cryptocurrencies accepted on the 
terminals are BTC, ETH, LTC, XEM, XLM, QTUM, ACT, DGD, 
and PXS amongst others.  

A common complaint amongst crypto-currency owners 
is that they are typically only accepted at illegitimate 
retail locations.  If the distribution of Pundi X terminals 
continues as planned (the company hopes to ship 100K 
terminals as soon as possible), we can expect to see 
Bitcoin and its competitors accepted in more than 12 
markets within the near future.    

AFOPs and other advanced payments are 
finding a new home in Asia
PayPal is expanding rapidly throughout SE Asia due to 
the high level of self-employed workers seeking to take 
advantage of digital platforms to receive payment.  PayPal 
claims that its platform has high levels of use amongst 
freelancers in Singapore (76% of freelancers), Indonesia 
(88%) and the Philippines (92%).  PayPal is now trying to 
fill the gap in payments services within this segment by 
expanding its presence in the region.  

Another interesting trend in the Asian region is the 
entrance of blockchain-based instant payments into the 
Japanese market.  Ripple is a San Francisco based start-
up that focuses on blockchain technologies.  Ripple will 
launch a smartphone application called MoneyTap in 
conjunction with 3 Japanese banks – SBI Net Sumishin 
Bank, Suruga Bank and Resona Bank.  The application 
will use Ripple’s distributed ledger technology (DLT) for 
bank customers to initiate domestic instant payments 
24/7, instead of being encumbered by the traditional time 
constraints experiences by legacy ACH transfers.  Plans are 
in place to roll this technology out to another 61 Japanese 
banks after testing has finished.  It seems that blockchain 
is digging its heals into the Asian payments market and 
is finding a number of use cases within the payments 
industry in general. 
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Local is the  
new global 
The rapid advancement of the internet 
and networking technologies has led 
a transformation in the way how we 
communicate on a global scale. Before 
the internet, human interactions were 
limited by distance, geography or national 
borders. The internet transcended these 
limitations and allows people to do 
business and maintain relationships with 
each other regardless of location.
Global commerce has undergone a similar transformation 
and today, there is a global market for all products and 
services. However, while businesses and consumers buy 
and sell globally, consumer payment preferences are 
inherently local.

Catering to local payment preferences can be a significant 
challenge for retailers. These preferences are primarily 
driven by cultural factors more so than regulatory or 
financial concerns. Success in cross-border commerce 
relies in answering some basic behavioural questions:

 How do people find products and services?

 How do they use or access them?

 How do they pay for them? 

Understanding local payment preferences has become 
essential to growing a global business. Our survey 
respondents believe that ‘access to new markets and 
customers’ and ‘increasing conversion rates’ are the  
top two greatest benefits of implementing a local 
payment strategy.

Key benefits of implementing local / alternative payment methods for merchants
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Access to new markets and customers
Payments mix is critical to successful access to new 
markets and customers. Merchants must keep in mind 
that every region, and often every country has unique 
preferences.

Take Brazil for example, where credit card transaction 
approval rates are very low. The main cause of these 
low rates is not fraud, but the fact that international 
merchants cannot process local credit cards. Less than 
20% of the payments market in Brazil goes through 
international credit card brands. To enter this market, a 
merchant needs to move to local acquiring and be able 
to accept local cards such as Elo and Hipercard, as well as 
local Visa and MasterCard cards. 

Although credit cards are the most used online payment 
method in Latin America, cash still has a significant 
presence. Cash-based methods like OXXO and Boleto 
Bancario are very popular in Mexico and Brazil, 
respectively.  They account for a large market share of 
local payment methods. Cash transactions are trusted 
online and with credit card interest rates commonly 
excessive in the region, they play a vital role for many 
customers. Not supporting cash-based payment methods 
in these markets will be a major challenge for any 
merchants trying to enter these markets. 

Higher conversion rates
Conversion rates are an incredibly important factor for 
any merchant’s bottom line. High conversion rates signify 
additional revenue without increased investment in other 
areas, such as marketing. 

While there are multiple factors that contribute to 
higher conversion rates, such as local language, currency 
support, leveraging big data, and so on, the most critical 
element is offering the right mix of payment methods.

When considering the proper mix of payment methods 
likely to drive high conversion, merchants must look 
carefully at the country and consumer behaviour and 
cater their offering accordingly. Offering only the top 
payment method in each county is not enough and can 
risk alienating customers who are unable to pay with their 
favoured method. This can result in cart abandonment  
– a high cost to bear. Merchants should offer, at minimum, 
the top 2 to 3 payment methods in the market and  
must continually analyse conversion rates and payment 
method usage.

“Access to new markets and 
customers is the most beneficial 
factor of implementing local or  
alternative payment methods

”
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Focus on Asia
Asia is at the forefront of a global trend of growing 
complexity in the online payments world. Consumers 
across the region are increasingly demonstrating 
preferences for local and alternative payment methods, 
reinforcing the reality that merchants need to go local to 
become global.

Asia is the fastest growing e-commerce market in the 
world, with a growth rate of 28% in 2017. However, while 
markets such as China and India are leading e-commerce 
expansion, low penetration of debit and credit cards has 
made it challenging for merchants to make conventional 
in-roads into these markets.

Low level of card penetration has been a longstanding 
feature of developing markets in the region and while 
these numbers are growing, various local alternative 
payment methods have flourished, leading to a highly 
fragmented payments market.

Given the fragmented nature of the market, it becomes 
difficult to address payments with a catch-all solution. In 
Singapore, more than 50% of online payments go through 
credit and debit cards. In China 50% of e-commerce is 
accounted for by e-wallets, such as Alipay and Tenpay. 
In the Philippines, cash still accounts for the majority 
of online purchases. To address all these markets, 
a payments strategy must be tailored to the local 
requirements of each country. 

Asia continues to be a leader in emerging payment trends, 
with consumers demanding more options to pay with 
alternative payment methods online. There is significant 
variation between markets in the region on how 
consumers want to pay and a continuous push towards 
non-traditional payment options such as bank transfers, 
e-wallets and cash-on-delivery. This trend is expected to 
continue over the next 5 years, with alternative payments 
accounting from 89% of all e-commerce by 2023.

 In India, digital payments are growing at a rapid pace. 
Laurent le Moal, CEO of PayU, a global payment 
services provider, says, “India is fast becoming a hub 
of payments innovation and disruption 
at scale. India’s progress 
has been accelerated 
by the presence of 
many necessary market 
ingredients required for 
payments innovation: 
customer demand, a 
supportive regulatory 
environment and 
a thriving start-up 
ecosystem.”

APAC E-commerce value broken-down by payment type (%) (2018 & 2023)
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The other side of the story
Consumers are faced with an abundance of choice when 
they transact. This choice extends to how consumers 
find their products and services, where they choose to 
purchase them from and of course, how they pay for 
them – businesses need to understand how to best keep 

their customers engaged throughout this journey. 
Attracting a visitor to a website is not enough, 
getting them all the way to the payment is what 

matters and merchants can simplify this path by 
offering customers the 
familiarity of their own 
local payment options.

As consumers continue 
to embrace e-commerce, 
they expect to be able to 
pay with their preferred 
payment method. 
Otherwise, the risk of cart 
abandonment increases 
disproportionately. The 
rationale is a familiar one, 
similar to walking into 
a cash-only brick-and-
mortar store, reaching 
the checkout page of 

an online store and finding you cannot pay with your 
preferred e-wallet can be jarring enough to cause you to 
back out and continue your shopping elsewhere.

“It is critical to understand local market dynamics and 
consumer preferences so that the financial services 
system can be inclusive and support everyone, including 
those that use alternative payment methods,” says 
Laurent le Moal.

In a time where consumers have access to many more 
payment methods, it becomes important to understand 
why a consumer makes a choice and what value they place 
in having access to their preferred payment method. 
When asked what were the key benefits of offering local 
alternative payment methods for consumers, ‘simplified 
shopping & checkout experience’ and ‘increased trust 
and confidence in security’ were ranked as the top two 
benefits by our respondents.

Key benefits of local / alternative payment methods for consumers
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Increased trust and confidence in security
These days  consumer awareness of security incidents 
is at an all-time high, security of personal and payment 
information remains a real fear for many customers 
around the world. Offering local alternative payment 
methods that consumers are familiar with fosters 
confidence and trust. 

Coupled with this, attacks have targeted credit and debit 
cards because of their pervasiveness which has led to 
consumers in some markets viewing these payment 
methods with scepticism.

Simplified shopping  
& checkout experience
While today’s consumer makes the most sophisticated 
demands ever, there is an overwhelming desire for 
simplicity. With so many ways to interact, consumers 
are faced with an overabundance of clutter, causing 
frustration and potentially cart abandonment.

Checkout has long been one of these key areas of 
frustration for online shoppers, where the process can 
require them to enter copious amounts of personal 
information and payment details each and every time they 
make a purchase and the lack of their preferred payment 
option might just be the straw the breaks the camel’s 
back. 

Simon Black, CEO of PPRO, the global provider of local 
payment instruments, says, “Whatever the locally 
preferred scheme, any merchant that wants to reach 
those customers, needs to offer the payment method 
they already use and like. Fail to do that, and you risk 
your customers simply abandoning the shopping cart and 
going to a merchant that does let them pay the way they 
want to.”

To go global, go local
It is abundantly clear that merchants need to understand 
and react to the local payments landscape in each market 
they wish to do business. Local payment methods and 
consumer preferences for them often have inherently 
strong cultural roots and are not something that cannot 
be ignored. Growth in diversity of payment methods 
and the decreasing market share of cards is creating a 
complicated market. The reality remains that if merchants 
truly want to go global, they have to go local.
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What can we learn from Alipay 
and WeChat Pay in China?

The two technology giants, Alibaba and 
Tencent, have undoubtedly changed 
how people live in China by digitising and 
connecting every dot in their daily lives. 
Alibaba’s Taobao and Tmall are two of the 
most popular Chinese online shopping 
websites, which combined have over 500 
million active users and approximately 
USD$500 billion in annual sales. On the 
other hand, Tencent’s WeChat, released 
in 2011, is a smartphone app that has 
successfully disrupted China’s traditional 
SMS market by offering free messaging to 
users. It is now the most popular Chinese 
social media and messaging app with over 
one billion active users as of early 2018.
Alibaba and WeChat’s payments services, Alipay and 
WeChat Pay, together account for 94% of the China’s 
mobile payments market with 450 million and 600 million 
active users respectively. Their success has been driving 
the overall growth in China’s mobile payments market, 
which is growing more than 95% year over year, according 
to iResearch. 

A unique market condition
Economic factors
With 1.4 billion people, USD$10.2 trillion in real GDP, and 
6.5% real GDP growth as of 2017, China is the world’s most 
populous country and the second largest and fastest 
growing economy. China has been the largest contributor 
to the world growth in the last decade, according to the 
World Bank. At the same time, as more people are moving 
from rural to urban areas, the middle class is rising, so as 
the spending power. All these factors have created many 
opportunities for payments disrupters. 

Market factors
The banking industry in China has been very fragmented, 
and many banks only operate in their existing footprint. 
Before the rise in digital payments, the payments 
ecosystem was underdeveloped and inconvenient.  Given 
lack of access to bank branches and infrastructures, 
especially in the rural areas, the percentage of unbanked 
population in China was high and cash was the most 
widely-used transaction method. While scaling up digital 
payments was a challenge, the Chinese government has 
taken various measures to promote financial inclusion 
through digital financial services. For example, earlier in 
2015, the government granted banking licenses to several 
technology companies including Tencent, Alibaba and 
Baidu to operate private banks. Combining government 
support with market forces, China has quickly evolved into 
a technology hub. 

Combining economic and market factors
Alibaba and Tencent, who had already accumulated 
millions of active users across the country through their 
core business, were the clear beneficiaries under these 
favourable economic and market conditions. 50% of our 
survey respondents believe that their existing scale prior 
to entering the payments market was the most important 
success factor for Alipay and WeChat Pay.
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Execution in growth strategies
Massive growth in e-commerce 
Back in 2004, Alipay was developed to create a 
mechanism to complete online transactions for Alibaba’s 
Taobao e-commerce platform. The increasing internet 
penetration has paved the way for Alibaba to expand its 
digital footprint. Today, China is the largest e-commerce 
market in the world, dominated by Alibaba’s Taobao and 
Tmall e-commerce platforms. The success of Alibaba 
has brought millions of active users to Alipay. Chinese 
e-commerce growth is projected to continue at a 
significant rate, driven by the growing preference for 
online shopping, especially in rural areas, where brick-
and-mortar stores are underdeveloped. In America, we 
witnessed how eBay played into the success of PayPal. 
The same story was applied to the success of Alipay, with 
Alibaba’s e-commerce business being a major growth 
driver. From these two cases, scaling up digital payments 
with a successful e-commerce business seems to be the 
most natural strategy. 

Cultural influence 
Taking advantage of its well-established free messaging 
app, WeChat started to expand to payments services 
- WeChat Pay. China has a long tradition of celebrating 
Chinese New Year by exchanging red envelops of 

cash as blessings. In 2014 Chinese New Year, WeChat 
capitalised on this opportunity by developing a feature for 
distributing virtual red envelops via WeChat Pay, modelled 
after this Chinese tradition. This marks the beginning of 
“mobile payments blessings”. This feature was heavily 
advertised during the most watched television program in 
China - CCTV New Year's Gala (Chunwan) with about 800 
million viewers. During the broadcast, millions of viewers 
were instructed to use the feature for a chance to win 
random red envelopes with cash rewards, sponsored by 
Tencent. A month after that Chinese New Year, WeChat 
Pay's user base expanded from 30 million to 100 million 
users with 20 million red envelopes being distributed 
during the New Year holiday. Since then, WeChat Pay has 
gained significant market share in mobile payments. 

The role of behavioural science
Nowadays, gamification, social influence and social 
consciousness are the buzzwords in product strategy for 
marketing to younger generations. These are commonly 
defined as:

 Gamification is a great way to motivate users and drive 
them to favourable behaviours

 Social influence enables a fun way for users to engage 
and interact with their friends and other users through 
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the product, which drives usage and engagement

 Social consciousness creates a phycological attachment 
to the brand and its products

Alipay’s parent company, Ant Financial, has mastered all 
three elements to create an app called Ant Forest, a game 
which helps Alipay grow its digital payments service. In 
the game, users complete certain activities and tasks to 
earn energy, including walking and paying bills online 
using Alipay. The app not only displays a clear goal for 
users to achieve, but also allows users to socialise and 
compete with their friends within the game. In addition, 
the app attempts to communicate and drive users to 
favourable behaviour. For example, the virtual tree  

would display “Energy is too low! I will die” and encourage 
users to make more payments using Alipay. Once a user 
accumulates enough energy, Ant Financial will fund to 
plant a real tree on the user behalf, hoping to reduce 
carbon. The user who completed the goal is recognised as 
environmentally friendly.

According to The United Nations Development Program, 
Ant Forest reached 200 million users and active “carbon 
accounts”, resulting in 1.11 million real trees being planted 
in China.

Excellent marketing and competition  
in mobile proximity payments 
What makes China stand out in the mobile payments 
race against the rest of world is mobile proximity 
payments. By scanning a QR code with the customer’s 
phone or merchant’s system, a transaction is authorised 

and completed in a physical location. In August 2015, 
WeChat Pay started a marketing campaign to promote 
proximity payments. Users who use WeChat Pay to 
purchase goods in physical stores would receive random 
cash rewards and coupons. After seeing Wechat Pay’s 
aggressive promotion, Alipay followed with a similar 
campaign to compete with WeChat head-to-head. The 
first week of August has quickly evolved to be an annual 
tradition for Alipay and WeChat Pay to promote mobile 
proximity payments. Traditionally, most of the rewards are 
structured to be redeemed on August 8 so the campaign 
is called “8/8 Cashless day”. During the campaign in 
2017, Alipay attempted to create hype and catch more 
attention among consumers, by offering a sweepstake 
for customers to win a share of gold if they use Alipay 
during the cashless week in physical stores, in additional 
to random cash rewards. The cashless day campaigns 
have been playing a key role to drive mobile proximity 
payments in China.  

Dissolving payments into daily lives 
From red envelops to 8/8 cashless day, Alipay and 
WeChat Pay invest heavily every year in cash rewards and 
discounts to acquire and retain users. They understand 
the importance and value of being a successful digital 
payments provider as they attempt to educate consumers, 
change their payments behaviour, and make them more 
comfortable with mobile payments. After scaling up 
their payments volume with additional millions of active 
users, Alipay and WeChat Pay did not stop there. They 
place payments in the centre of users’ daily lives, which 
could be described as “payments as a platform”, to 
create a digital ecosystem. The Alipay and WeChat Pay 
apps can do much more than just making and receiving 
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Payments Financial Services

E-commerce Entertainment

Bike Sharing Car Sharing

Train/Flight Tickets Food Delivery

Movie Tickets Hotel

Travel Housekeeping

“Both Alipay and WeChat Pay 
proved that there are other ways 
to scale up a payments business

”

payments. Users can not only manage other types of 
financial services, but also shop online, order food to 
go, order a ride share, watch videos, and many more. 
By integrating third-party apps into their payments 
platforms, they provide convenience and better user 
experience to the users while creating stickiness for users 
to engage with their payments apps on a regular basis. 

Is Alipay and WeChat Pay’s success 
replicable in other countries?
Many may argue that it is impossible to find a country 
similar to China in terms of the macro factors. Yet, Alipay 
and WeChat Pay’s growth philosophy and ultimate vision 
in payments can be learned. For emerging countries with 
low internet penetration and an undeveloped e-commerce 
market, riding the growth in e-commerce seems to be a 
natural strategy to scale digital payments. More than 60% 
of our survey respondents agree that the market leading 
e-commerce marketplaces are best positioned to develop 
successful digital payments products. 

For countries with a developed and fragmented 
e-commerce market, scaling a payments product with 
e-commerce may be challenging. However, both Alipay 
and WeChat Pay proved that there are other ways to scale 
up a payments business, aside from just growing with the 
market. With targeted and localised strategies, success 
in payments can happen in any country. In China’s case, 
the success factors could be the massive e-commerce 
growth, red envelop tradition in Chinese New Year, carbon 
accounts, or 8/8 cashless day. 
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The growing force  
of mobile money
Over the last decade mobile money 
programmes have flourished across the 
globe, increasing financial inclusion for 
millions of underbanked consumers.  
The GSMA estimates that there are over 
690 million registered mobile accounts 
worldwide with about 50% of those 
accounts in Sub Saharan Africa and 34% 
in South Asia. Mobile money has been a 
key driver of financial inclusion in many 
developing markets. From its beginnings 
as a basic airtime transfer service offered 
by mobile network operators (MNOs) 
to encourage subscriber loyalty, mobile 
money has grown to become a core 
component of the MNO business with 
enticing growth potential. 

The leading mobile money providers now offer a full 
suite of mobile financial services (MFS) in their ecosystem 
including bill payments, merchant payments, remittances, 
loans and savings.  As MNOs progressively encroach on 
the banking space, they face the option of operating 
through partnerships or becoming a bank themselves.   

The origins of mobile money  
Mobile money originated as a value-added service offered 
by MNOs to encourage loyalty and reduce subscriber 
churn.  In Kenya, M-Pesa’s first P2P transfer service solved 
a key problem for Kenyans who previously had to use 
informal channels such as the services of bus drivers to 
transfer funds across the country.  Today, M-Pesa is a 
fully fledged financial ecosystem, and transactions via the 
platform represent close to 50% of Kenya’s GDP.  

Establishing a successful mobile money programme 
is a complex operation. While service providers have 
triumphed in many markets, they have failed in others 
(e.g. M-Pesa in South Africa).  Below are some key factors 
that can impact the success of a mobile money operation: 
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 Banked population – It is not surprising that mobile 
money succeeded in markets where traditional banking 
infrastructure was poorly developed or inaccessible. 
However, today mobile money is growing even in markets 
where bank account ownership is more common.  South 
Asia had a banked population of 46% in 2014 but its 
registered mobile money account ownership saw a 55% 
growth last year. Even banks find that mobile money 
services are convenient and suitable for unbanked 
segments rather than the traditional bank accounts.

  MNO competitive landscape –  Mobile money 
operators need to attract a critical mass of users to 
operate successfully and benefit from network effects.  
Safaricom in Kenya, had a near monopoly with 79% market 
share when it launched M-Pesa in 2007.  But dominance is 
not essential, Telenor in Pakistan, was only the 2nd largest 
MNO with a 22% market share when it launched EasyPaisa 
to huge success.  In addition, Tanzania now has a thriving 
mobile money market with multiple competitors including 
Vodacom, Tigo and Airtel, aiming to become the first 
country to enable interoperability between provider’s 
platforms for P2P transfers. 

 Regulation – Regulation can significantly limit the 
operations of MNOs within a market.  The regulatory 
environment across the globe ranges from closed, to semi 
open and open.  In markets such as Pakistan, operations 
related to mobile financial services are restricted to 
banks, which led to Telenor acquiring a bank.  In markets 
such as Mexico, a more cooperative approach between 
banks and MNOs is allowed.  In other markets, regulators 

are recognising the importance of more open regulation 
for mobile financial services. Bangladesh issued MFS 
licenses to a selection of operators while Tanzania has 
developed e-money regulations to enable non-banks to 
compete within financial services.  

Mobile money programmes are at varying levels of 
sophistication across the globe. It is insightful to look at 
the mature markets as they highlight the potential for 
mobile money to transform access to financial services.

Breaking out from the  
basic service proposition 
The traditional business of mobile money enables 
customers to deposit money into their account for free, 
typically via “cash in” through extensive agent networks.  
Fees are paid by customers for P2P transfers and cash 
outs, which together comprise most of the revenues for 
MNOs today.  

While cash out is a strong revenue generator (and 
contributor to costs due to agent commissions) for 
operators, the aim is to keep funds in digital form 
transacting within the ecosystem. Hence, P2P transfer 

“Mobile money programmes are 
at varying levels of sophistication 

across the globe

”
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fees are likely to come under pressure as smartphone 
penetration increases and digital giants such as Facebook, 
Snapchat, Venmo and AliPay enter the space offering 
these services for free.   

Direct revenues for mobile money operators in 2017 were 
$2.4bn, according to GSMA.  For many, this is becoming a 
core business stream of growing importance as traditional 
revenue streams such as voice decline.  Market leading 
MNOs, Vodacom and Safaricom generate over a quarter of 
their revenues from mobile money.  

To reduce reliance on certain revenue streams, operators 
have expanded their product suite to create an ecosystem 
of services for customers.  Customers can pay merchants 
or other bills, receive international remittances, acquire 
loans and set-up savings accounts via their mobile 
money account.  The expansion of this ecosystem drives 
increasing value for customers and strengthens the 
position of mobile money within the market.

Bill payments are a growing share of 
transactions within the ecosystem
Bill payment functionality enables customers to pay for 
utilities and e-government services (taxes etc.) through 
their mobile money account.  The functionality developed 
early in the mobile money ecosystem to simplify payment 
processes for customers but has grown rapidly in recent 
years. 

Operators are on-boarding a range of providers including 
utilities, media and schools and focusing on offering a 
convenient and efficient payment method for customers 
and companies.  bKash in Bangladesh has partnered with 
a number of private hospitals to enable customers to pay 
for medical bills using mobile money.  Telesom's ZAAD in 
Somaliland developed a bespoke bill payment solution 
for a university to enable them to search for payments by 
student number. 

Bulk disbursement offers a cheaper 
method to get money into the system  
Bulk disbursement enables companies to pay many 
individuals (e.g. salaries). It also offers MNOs a cheaper 
source of funding inflows compared to “cash ins” which 
have high costs in the form of agent commissions. 

Bulk disbursement was driven by the need of governments 
and NGOs to distribute salaries and economic support 

to remote areas.  In Bidi Bidi, a large refugee centre in 
Uganda, MNOs are partnering with NGOs to use mobile 
money bulk payments to deliver humanitarian cash 
transfers.

International remittances offer  
a new alternative to traditional  
transfer operators  
International remittances play a key role in many 
developing economies. According to the Worldbank 
Remittance report, remittances in Latin American markets 
such as Honduras and El Salvador represent 18% and 17% 
of GDP, respectively. This presents a huge opportunity for 
MNOs in these markets to facilitate this service through 
partnerships with Money Transfer Operators (MTOs), 
fintechs and other mobile money providers. 

Tigo El Salvador partnered with MoneyGram to enable 
cash transfers to 1m+ Tigo Money mobile wallets.  GCash 
in the Philippines partnered with fintech EMQ to expand 
their international remittance footprint which has over 
1m outlets worldwide. Tigo Tanzania and Tigo Rwanda, 
and SafariCom Kenya and Vodacom Tanzania have directly 
integrated to offer international remittances across their 
platforms. 

Fintechs offer new technology to facilitate international 
remittances at reduced costs and improved efficiency.  
According to WorldRemit press release, it is facilitating 
international remittances and processes 74% of all 
international transfers to mobile money accounts from 
money transfer operators.

Merchant payments  
struggle to take off
Merchant payments is a complex use 
case for mobile money and has 
struggled with low activity rates for 
many operators who have ventured 
into this service.  Many operators 
simply took the approach of adapting 
their successful P2P consumer 
solution for merchant payments but 
this failed due to a combination of 
factors: 

 User experience – In many cases, the 
steps to complete a merchant payment 
transaction can be 5+ steps which is 
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cumbersome on a smartphone, let alone a basic feature 
phone compared to cash.

 Pricing – Pricing strategies vary across operators with 
some charging consumers, some merchants and others 
both.  MNOs offer generous discounts and rewards (at a 
high cost) to consumers and merchants to use the service, 
but their usage typically drops after the promotions end.

 Supplier value chain – Many suppliers don’t have mobile 
money accounts or prefer cash or bank transfers over 
mobile money.  This reduces the incentive for merchants 
to accept mobile money.

 Lack of value proposition – Cash is heavily ingrained in 
many developing markets and many merchants do not see 
the value or understand the potential savings of accepting 
electronic payment.   

Bundling digital payments with business management 
tools for merchants has proven to be an effective solution 
to drive merchant payment activity.  Kopo Kopo, a 
merchant aggregator in Kenya, grew merchant payment 
transactions by 30%, of the merchants who had used one 
of their working capital loans.  Safaricom’s M-ledger is a 
mobile app that enables access, storage and analytics for 
M-Pesa transactions and has been downloaded 500,000+ 
times as of August 2017. 

Card schemes are offering a fast track solution for 
MNO’s mobile money programmes to provide merchant 
payment functionality. The Globe GCash Beep MasterCard 
in the Philippines is a contactless reloadable MasterCard 
which can be used for public transport; while EcoCash in 
Zimbawe has issued 700,000 MasterCard debit cards.

Savings and loans push banks deeper  
into financial services territory  
Saving accounts and loans are the most sensitive of 
financial services to be offered by MNOs and few 
regulators allow free rein.  When Tigo Pesa in Tanzania 
became the first operator to pay out interest earned from 
customer deposits to customers, it faced backlash from 
the regulator who ruled that the service could not be 
marketed as a savings account.  

The approach MNOs have generally taken is to partner 
with mid-sized banks or fintechs to offer these services.  
MTN Uganda and Kenya offer savings accounts in 
partnership with the Commercial Bank of Africa (CBA).  A 
similar approach has been taken with loans; M-Shawari, 
the loan service offered by Safaricom and the CBA, was 
established 5 years ago and has since disbursed $1.3bn 
in loans.  New fintechs also offer partnership potential, 
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Jumo, founded in 2014, offers loans to customers and 
businesses.  Jumo has partnered with Tigo and Airtel in 
Tanzania amongst others and granted more than 20m 
loans across Africa and Asia. 

The future of MNOs and banks  
– friend or foe?
The mobile money ecosystem approach for MNOs 
is working well for operators. GSMA highlights that 
operators with the highest activity rates are integrated 
with at least 95 billers, 31 organisations for bulk 
disbursements, 6,500 merchants and 7 banks. 

The banking and mobile money system is becoming 
increasingly intertwined.  In 2012, 1% of funds entering the 
mobile money wallets were from bank accounts, and this 
had risen to 9% in 2017.  In addition, as MNOs increasingly 
offer financial services products such as payments, 

savings, loans, they face the choice of being a facilitator 
through partnerships with banks or fintechs or taking the 
risk of being a bank themselves (e.g. getting a banking 
license) in order to gain a bigger piece of the pie. 

Our survey respondents view the partnership model as 
the future strategy with 84% expecting partnerships with 
fintechs or banks.  Gaining a banking license or acquiring 
a bank faces extensive regulatory hurdles, but this has not 
stopped the operators.  For example, Telenor’s acquisition 
of Tameer Bank proved to be hugely successful with 
EasyPaisa, and more recently Orange in France and KT in 
South Korea have gained banking licenses.  The future 
will give rise to new partnerships, business models and 
bold bets from MNOs as they shift deeper into financial 
services and expand their service ecosystem.    

> Partnerships with banks or financial institutions

> Partnerships with fintechs

> Develop their own products through gaining 
a banking licenses or acquiring a bank

53%

17%

30%

How will mobile money providers compete  
within financial services in developing markets
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Digital banks - Should 
incumbents be worried?
When digital only banks entered the 
market several years ago, they were 
accompanied by much fanfare that it was 
time for the traditional banks to become 
disrupted.  These well-funded companies 
promised an improved customer 
experience and an energised workforce 
focused on developing products that 
meet the needs of digital consumers.  
Since then, these companies have shown 
strong customer growth, but questions 
remain over their ability to make a serious 
dent on incumbent bank’s market share. 

Europe and beyond  
In the age of instant gratification driven by increased 
smartphone penetration and slickly designed apps, the 
traditional banking experience has become tedious.  This 
has fuelled the rise of a host of companies aiming to re-

imagine the banking experience and reduce friction for 
customers.  

Most digital only banks, which operate without a 
traditional branch network, have risen in Europe and 
across the globe. For examples, Atom, Tandem, Monzo, 
Starling and Revolut in the UK, N26 and Fidor in Germany, 
Nubank in Brazil, MyBank and Webank (backed by Alibaba 
Group and Tencent respectively) in China, Jibun Bank in 
Japan, as well as K Bank and Kakao Bank in South Korea.

Branching out 
Many of these new providers launched apps that provide 
banking services exclusively through digital channels 
with no branch network to minimise costs.  In response, 
incumbent banks are enhancing their digital capabilities 
while also reducing their physical footprint. In the UK 
alone, banks closed over 700 branches in 2017.  However, 
for some customers, branches still play an important role 
in their banking experience.

While consumers may be happy to check balances and 
transact through digital only channels, it remains to be 
seen whether this continues with the greater financial 
decisions, such as mortgages, which many people typically 
seek human reassurance in their decisions.  MetroBank is 
one of the few banks that is actively growing its branch 
network. The company recorded its first annual profit in 
2017, which was primarily driven by growth in residential 
mortgages and commercial lending. 

What’s new?  
Digital banks have two key advantages: low cost structure 
and organisational flexibility.  Low cost structure is 
enabled by the latest technology and the lack of a branch 
network.  These organisations also operate with small and 
nimble teams and can bring ideas to market faster than 
traditional banks that are hampered by large hierarchical 
structures.
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Leveraging these advantages, digital banks have focused 
on developing frictionless experiences with their 
products, be it payments, loans or account aggregation.  
Their agile teams are receptive to feedback from 
customers and able to improve and adapt their products 
within weeks.

These players typically focus on specific niches.  For 
example, Revolut targets frequent travellers, Atom offers 
savings and mortgage products only, Monese targets 
expatriates and immigrants.  

Several of the digital players initially started out as 
prepaid cards with e-money licenses offering a payment 
experience enriched with data.  Their cards are often 
distinctive and delivered in slickly designed boxes 
highlighting the importance of the card as a touch point 
between the bank and customer.  Cards in the US are 
undergoing a wave of premiumisation in which metal has 
become a popular form factor, this is expected to spread 
to Europe with N26 and Revolut recently announcing their 
offer of metal cards. 

E-money institutions are restricted in their operations 
and many players are aiming to obtain banking licenses.  
In 2017 Monzo joined many digital banks such as N26, 

Starling, Atom and Tandem amongst others to get 
a banking license. Meanwhile Revolut is seeking a 
transportable banking license from the Lithuanian central 
bank.  

Gaining a banking license offers numerous benefits to 
these companies. It provides assurance to customers 
with deposit protection and enables other services to be 
offered such as overdrafts and loans.  The most important 
factor is the ability to gain access to a cheaper source 
of funds through customer deposits, as many of these 
digital banks have been funded by venture capital which is 
unsustainable in the long term. 

However, none of these players offer products that are 
fundamentally different to those provided by the banks 
today.  Some providers have offered new products not 
touched by traditional banks such as cryptocurrency 
trading, but these seem no more than a gimmick.

“The rise of digital banks 
has forced many incumbents 

into action

”
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The real disruption will come from a change in the banking 
business model of asset transformation and net credit 
interest.  PSD II and the Open banking initiative has laid 
the foundations for new business models in Europe to 
emerge. One option is the “banking as a platform” model 
in which players offer a digital ecosystem that connects 
customers with products from various providers. N26, a 
German digital bank has developed a curated platform, 
which offers products of other banks.  Banking platform 
models of the future could rely more on product sale 
commissions and data ownership for revenue instead of 
net credit interest.      

Digital banks – Long road ahead
EDC analysed mobile app data from prioridata for a 
selection of well-known digital banks to understand their 
impact on the retail banking market.  The selected apps 
have registered a total of 5.3m downloads since launch 
with Revolut the clear leader at 1.8m downloads followed 
by N26 and Monzo at 1.2m and 0.9m, respectively.  
Monthly Active App User (MAAU) tracks the number 
of users that open the app at least once during the 
time period of March 2018.  Across the selected apps, 
there were around 1.1m MAAUs globally in March 2018, 
a fraction of the addressable banked population.  For 
comparison, Barclays’s mobile app has just under 5m 
MAAUs over the same period.  Comparing MAAUs to 

downloads for digital banks provides an indication of app 
stickiness and suggests that around 21% of download users 
are converted into MAAUs.  The data suggests that these 
players still operate within a niche market and have yet to 
make a serious dent on incumbent’s market share. 

Incumbents – Watch and learn
Our survey respondents, which include many senior 
banking executives are clearly unfazed by these new 
players as 85% believe that customer loss will be minimal 
to the incumbents.  Instead incumbents view them as 
a breeding ground for new ideas. However, the rise of 
digital banks has forced many incumbents into action (i.e.  
launching their own initiatives in order to fight back).

The key disadvantage for incumbents is their core IT 
legacy systems which have become more complex over 
the years as integration layers have been added to meet 
client’s needs.  Rather than building infrastructure 
designed for the customer experience as digital banks 
do, incumbents should build and adapt their technology 
on an ad hoc basis.  Established banks are spending huge 
amounts on digital transformation projects to reduce 
this handicap.  The cloud presents an opportunity, but 
migration can be complex and costly.  Capital One has 
been a leader in cloud adoption and aims to cut 50% of 
its data centres by 2018.  ICICI, India’s largest private 

Digital bank downloads and monthly active users (m)

Revolut N26 Monzo Monese FidorStarling Bank Atom

1.8

1.2

0.9
0.7

0.3
0.2 0.1

0 . 4
0 . 2 0 . 2 0 . 1 0 . 1 0 . 0 0 . 0

MAAUs March 2018Downloads since launch

Source: prioridata



Advanced Payments Report 2018

www.edgardunn.com  |  Edgar, Dunn & Company  | 58 |  

Edgar, Dunn
& Company

Strategic Payments Consulting Years Since 1978

sector bank is investing in open IT infrastructure with no 
mainframes and image-based processing of documents to 
reduce data input and errors.   

Incumbents have also launched digital banks 
themselves.  These offer the chance to start from 
scratch with improved operational efficiency including 
new technologies such as robotic process automation 
and chatbots.  DBS, one of the largest retail banks in 
Singapore, launched DigiBank, an online only bank, 
in 2016.  Digibank is run by around 60-70 people with 
chatbots answering 85% of customer queries according 
the Economist.  Although it is unprofitable, it has 
managed to acquire 2m customers in India and is planning 
to expand into Indonesia and China.  

Digital banks remain niche,  
but complacency is dangerous
The views of survey respondents and app data suggest 
that digital banks are destined to be niche players.  
However, as migration to digital continues and regulation 
enables new business opportunities, these players will 
look to pounce on any opportunities.  Payments remain 
at the core of the bank customer relationship and these 
digital players are enriching this experience with greater 
data and control.  Incumbents that fail to recognise the 
importance of the payment experience and the rich 
data associated with it will be destined to lose out to 
these new players, which in time could lead to the loss of 
more profitable products.  Incumbents must take action 
with their assets of data and capital and look for new 
opportunities, just as their digital counterparts will do.            

> Medium, incumbents will lose some customers,  
but this will be limited as incumbents invest heavily to 
match their experiences

> Small challenger banks will only serve  
a niche of the population

> Large incumbents will lose a significant number of 
customers to challenger banks in the long run

56%

15%

29%

Impact challenger banks will have on the incumbents
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EDGAR, DUNN & COMPANY (EDC) is an independent  

global financial services and payments consultancy.  

Founded in 1978, the firm is widely regarded as a 

trusted adviser to its clients, providing a full range of 

strategy consulting services, expertise and market 

insight. From locations in Frankfurt, Istanbul, London, 

Paris, San Francisco and Sydney, we deliver actionable 

strategies, measurable results and a unique blend of 

global perspective and local market knowledge for 

clients in over 45 countries.
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