
The Travel Rule
The Financial Action Task Force’s updated guidance



Contents

Introduction ............................................................................................................................................................................... 1

The Travel Rule ......................................................................................................................................................................... 1

What has not changed.................................................................................................................................................................2

What has changed.........................................................................................................................................................................2

Identification process ..................................................................................................................................................................4

The sunrise issue ..................................................................................................................................................................... 5

VA transfers with intermediary VASPs...............................................................................................................................6

VA transfers with unhosted wallets .....................................................................................................................................6

What should travel rule solutions allow for? ....................................................................................................................6

Counterpart VASP identification & due diligence .........................................................................................................7

Conclusion .................................................................................................................................................................................. 8

Published 28October 2021

Copyright © 2021 XReg Consulting Ltd
All rights reserved



1

Introduction

The Financial Action Task Force (FATF) is an inter-governmental body that sets global standards called
Recommendations for anti-money laundering (AML), countering the financing of terrorism (CFT), and
countering the financing of proliferation of weapons ofmass destruction. Almost every country in the world
is either a member of FATF or a FATF-style regional body (FSRB) and is expected to adopt the FATF
standards. Countries must ensure that obliged entities in their jurisdictions, such as financial institutions,
gaming companies, and virtual asset service providers (VASPs), adopt and comply with the standards.

The FATF first clarified that its Recommendations applied to virtual assets (VAs) and VASPs in October
2018. It then published guidance in June 2019 to help countries and obliged entities apply the
Recommendations. A year later, in June 2020, the FATF published its 12-month review report, which
assessed the level of implementation of its standards for VAs and VASPs globally. One of the evaluation’s
findings wasthat further clarificationsand guidancewere required. As aresult, proposedamendments to the
guidance were published for public consultation in March 2021. After further changes, FATF adopted its
revised guidance inOctober 2021.

The revised guidance updates, clarifies, and introduces new sections on matters including stablecoins,
decentralised services, peer-to-peer (P2P) transactions, self-hosted wallets (which FATF calls unhosted

wallets), and the travel rule (the requirement for originator and beneficiary information to be exchanged

between VASPs). The purpose of this report is to delve into the changes, clarifications, and additions made
to the travel ruleand to explain their impact. Changes toother areas of therevised guidance will beexplored
in a subsequent document.

The Travel Rule

The travel rule refers to the requirement that VASPs or other obliged entities share information about their
customers and their customers’ intended beneficiaries with the receiving entity when undertaking a value
transfer on their customer’s behalf. The travel rule must be complied with only when the transfer involves
two VASPs or obliged entities. Essentially, if a customer with an account with VASP A wants to send fiat or
VAs to VASP B’s customer, both VASPs are required to obtain and hold certain information about each
customer in the transaction, and originating VASPsmust send some information to the beneficiary VASP.

The information listed in the diagram belowmust be obtained, held, and submitted to the beneficiary VASP
before or simultaneously with the value transfer. Thebeneficiary VASPmust obtain this information, hold it,
and sanction screen it. Originating VASPs must also screen the information received from their customers
about the beneficiary. This requirement to share information is called the travel rule.
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What has not changed

• The travel rule still applies to VASPs undertaking traditional wire transfers or VA
transfers. All VA transfers should be treated ascross-border qualifying transfers under
the FATF Recommendations.

• The travel rule still applies to transfers denominated in fiat or VA.

• The information obtained, held, and transferred by originating and beneficiary VASPs
must still be made available to authorities upon request.

• The threshold under which VASPsmay not be required to comply with the travel rule is
still 1,000 USD/EUR. Although, some jurisdictions may set different thresholds or
choose to require that the travel rule is complied with regardless of the amount being
transferred.

• Originating and beneficiary VASPs are still required to take freezing actions and
prohibit transactions with designated persons and entities1. As such, VASPs must hold
required and accurate information about their customers.

What has changed

The guidance clarifieswhich information originatingand beneficiary VASPsare required toobtain,
hold, and transfer and which must be obtained and verified by each counterpart for transactions
above the threshold. Note that for transactions under the threshold, VASPs are still required to
obtain (but not transmit) the names of the originator and beneficiary, and the VA wallet address
for each, or a unique transaction reference number. There is no need to verify this information
unless suspicions of ML/TF arise or there are doubts about the veracity of the information
provided by customers.

Information to be obtained and held by originating VASP (new):

• originator’s name (i.e., the sending person’s accurate (i.e. verified) full name);

• originator’s accountnumberwhere such an account is used to process the transaction.
In the VA context, this could mean the “wallet address” of the VA;

• originator’s physical (geographical) address, or national identity number, or customer
identification number (not a transaction number) that uniquely identifies the originator
to the originating VASP, or date and place of birth. For transmitting the geographical
address ofthe customer,that meansthe addresswhich has been verified foraccuracy
by the originating VASP as part of its KYC process.

• beneficiary’s name (i.e., the name of the person who is identified by the originator as
the receiver of the VA transfer). Originating VASP does not need to verify for
accuracy but must review for the purpose of suspicious transaction reporting (STR)
monitoring and sanction screening).

• beneficiary’s account number where such an account is used to process the
transaction. In the VA context, this could mean the “wallet address” of the VA.

1 Designated persons or entities are those subject to targeted financial sanctions pursuant to specific
resolutions.

http://www.fatf-gafi.org/glossary/d-i/
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Information to be obtained from the originator and held by beneficiary VASP (new):

• originator’s name (i.e., the sending person’s name). The beneficiary institution does
not need to verify the originator’s name for accuracy, but should review it for the
purpose of STR monitoring and sanction screening;

• originator’s account number where such an account number is used to process the
transaction. In the VA context, this could mean the “wallet address” of the VA;

• originator’s physical (geographical) address, or national identity number, or customer
identification number (not a transaction number) that uniquely identifies the originator
to the originating VASP, or date and place of birth.

• beneficiary’s name (i.e., the name of the person who is identified by the originator as
the receiver of the VA transfer). The beneficiary institution must verify the
beneficiary’s name for accuracy, if the name of their customer has not previously
been verified. Thus the beneficiary institution can confirm if the beneficiary’s name
and account number they obtain from the originating VASP match with their verified
customer data; and

• beneficiary’s account number where such an account is used to process the
transaction. In the VA context, this could mean the “wallet address” of the VA.

In summary, when undertaking a VA transfer, the originating and beneficiary VASPsmust:

Originator information Beneficiary information
Originating VASP must:
Obtain, hold a record of, and submit verified
originator information. This information
should be verified as part of the VASP’s
KYC/CDD process andmust be submitted to
the beneficiary VASP at the time of the
transfer.
Beneficiary VASPs must:
Obtain and hold the data submitted by the
originating VASP; however, it is not required
to verify this data.

Originating VASP must:
Submit unverified data about the beneficiary
to the beneficiary VASP (obtained from its
customer (originator)).
Beneficiary VASP must:
Obtain unverified beneficiary data from
originating VASP and compare it to own
verified data of the beneficiary.

Both originating and beneficiary VASPs must:

• Obtain the necessary information from either its customer (in the case of the
originating VASP) or from the originating VASP (in the case of the beneficiary VASP)
and retain a record.

• Screen the information to confirm that the beneficiary or the originator are not
sanctioned names.

• Monitor the transaction and report it if it raises any suspicions.

The updated guidance clarifies that originator and beneficiary information may be submitted in
batches so longas submissionoccurs immediately and securely. Inother words,originating VASPs
must submit required information simultaneously with the batch VA transfer itself. The FATF
stresses that this information must, in all cases, be submitted before or when the transaction is
completed, not after.
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PHASE 1:

Is the transaction with a
counterpart VASP? (FATF
not aware of any proven
means of doing this [...] in

all circumstances)

PHASE 2:

Identify the counterpart
VASP

PHASE 3:

Conduct due diligence on
the counterpart VASP

This doesnotmeanthat transactionscan beput throughduring thecourse of the day, and required
information then be submitted at the end of the day. Required information must, in all cases, be
submitted before or at the same time as the transaction.

The guidance highlights the importance of cooperation and coordination among supervisory
authorities and private sector organisations to ensure the interoperability of travel rule solutions
adopted by VASPs. Cooperation and coordination are also crucial for the effective adoption of the
travel rule worldwide.

The useof Legal Entity Identifiers (LEIs) is introduced asoptional and additional information in VA
data transfer messages. However, LEIs cannot be used as a substitute for a national identity
number, meaning that VASPs are still required to obtain the information outlined above and can
choose to also obtain the LEIs.

LEIs cannot be used as national identifier numbers

With VA transactions, information about theoriginator and beneficiary is normally heldseparately
to the VA transfer system. This means that the transaction can go ahead even if the required
information is missing or without the transaction being screened. To avoid this, VASPs should
implement systems and controls to ensure that no value transfers take place until the required
information has been exchanged and screened.

The updated guidance provides the following examples of controls that VASPs could implement:

placing customer wallets on holduntil screening is completed and there is confirmation
of no concerns;

arranging toreceiveVAtransfers withaprovider’swallet that links toa customerwallet.
Once screening is complete with no concerns raised, the transferred VA(s) can be
moved to the customer’s wallet.

Similar to controls implemented by banks, VASPs may lock in the VAs and
only allow access to these once all checks have been conducted

The FATF acknowledges the differences and challenges that exist with VA transfers when
compared to traditional wire transfers. VA transfers can be settled directly betweenwallet
addresses through distributed consensus without an intermediary. For a VASP to comply with
the travel rule, it must first identify whether there is a VASP on the beneficiary end of the
transaction. If there is a beneficiary VASP, then it must be able to conduct counterpart due
diligence quickly and securely andmust then transmit the originator and beneficiary information.

Identification process
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Regulators should maintain reliable, independent sources of information to assist VASPs in
identifying counterpart VASPs. Independent and reliable sources of information could include
VASP registries and beneficial owners’ registries.

Registers are essential forVASPs to verify information about their counterpart VASPs. At the time
of writing, at least 54 countries have implemented a licensing or registration regime, and over
28,000 service providers are authorised to undertake VA activities worldwide2. However, VASP
regimes can vary significantly between countries, meaning that the way in which VASPs are
recorded can be very different. In some cases, countries may consider VASPs to be financial
institutions and, as such, do not differentiate between the registration or licence type or the
services the entity is authorised to provide. The FATF does not require countries to implement a
separate registration or licensing regime for VASPs, making VASP identification particularly
challenging in some jurisdictions.

In addition to identifyinga counterpartVASP before carryingout a value transfer, VASPsmust also
undertake due diligence on the counterpart VASP. Given the large number of service providers
already registered in different jurisdictions and that information regarding their status is made
available (or not) in the relevant registers in varying ways, VASPs face an enormous challenge in
complying with this requirement. Some countries are already adding to the complexity of this
process, such as Switzerland, which requires VASPs to also undertake due diligence on unhosted
wallets. In Switzerland, tobe able tomakeany withdrawals or deposits to unhosted wallets, VASPs
and other obligedentities must requireproof of ownershipof the customer’swallet address. Todo
this, VASPsmustfirst verifythe identity oftheir customeror the thirdparty, establish thebeneficial
owner's identity, and get proof of the third party’s ownership of the unhosted wallet.

Will the FATF bring its Recommendations in line with the approach taken
in Switzerland?

The sunrise issue

Countries have beenexpected to implement frameworks toensure compliancewith the travel rule
since June 2019, when the FATF published its guidance for a risk-based approach to VAs and
VASPs. However, given the lack of technical solutions that would allow VASPs to submit the
required originator and beneficiary information at the same time as the value transfer is
conducted, most countries have not yet enforced this requirement.

VASPs are not only struggling to comply with the travel rule because of technical restrictions.
Added to the lack of an end-to-end technical solution is that countries are at different stages with
the implementation of their regimes for VASPs. This means that even if the travel rule is being
enforced in one country, it may not yet be required in several others. This is known as the sunrise
issue. What shouldVASPs in jurisdictions that comply with the travel ruledo regarding VASPsthat
are not yet required to comply?

The revised guidance suggests that VASPs in travel rule compliant jurisdictions should make risk-
based business decisions when determining which counterparts they transact with. The

2 Data as at 27October 2021, obtained from the VASPnet regulatory reference dataplatform (VASPdata).

https://www.vaspnet.com/
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expectation is that relationships with VASPs that do not comply with the travel rule should be
treated as high-risk and subject to increasedmonitoring.

Interestingly, the revised guidance clarifies that VASPs in non-compliant jurisdictions may
proactively comply with the travel rule to be able to transact with VASPs that are travel rule
compliant.

Obliged entities should consider the ML/TF risks presented by each customer or counterpart
VASP as well as applicable risk mitigation measures and whether they implement these. They
should then implement sufficient risk mitigationmeasures tomanage theML/TF risks arising from
their dealings withother VASPs. Riskmitigationmeasures could include that mostVA transactions
by a VASP are kept within a closed-loop (only between the VASPs’ customer base). Any VA
transfers outside the closed-loop would only be allowed with verifiable first party transfers and
subject to enhancedmonitoring.

VA transfers with intermediary VASPs

Some VA transfers may involve intermediaries, either VASPs, obliged entities, or financial
institutions.

All intermediary institutions in a chain of VA transfers must also comply
with the travel rule

Intermediaries mustensure thatthe requiredoriginator andbeneficiary informationis transmitted
along the chain of VA transfers and that adequate records are maintained. Intermediaries are also
required to identify suspicious transactions, take freezing actions, and prohibit transactions with
designated persons and entities.

VA transfers with unhosted wallets

Not all VA transfers will involve VASPs, or other obliged entities, at either end of the transaction.
In these cases, VASPs must still obtain and hold information about their customer and about the
party their customer wishes to transact with; however, this information does not need to be
submitted.

VASPs may be required to treat VA transfers with unhosted wallets as
higher risk requiring enhanced scrutiny and limitations

VASPs should also implement mechanisms to ensure effective scrutiny of suspicious activity
reporting and to meet sanctions implementation requirements. VASPs may impose further
limitations, controls, or prohibitions on unhosted wallets.

What should travel rule solutions allow for?

VASPs are free to use their technology or software of choice to comply with the travel rule. The
FATFclarifies thatany giventravel rulesolution shouldallow VASPsto undertakethe actions listed
below in order for them to comply in an effective and efficient manner.
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a) allow counterpart VASP location for VA transfers;

b) enable the submission of information about the originator and beneficiary immediately
when the VA transfer is conducted on aDLT platform;

c) enable the submission of large volumes of transactions to multiple destinations in an
effective and stable manner;

d) allow the secure transmission of data, protecting the integrity and availability of the
required information to facilitate recordkeeping;

e) protect the use of the required information by receiving VASPs or obliged entities and
protect it from unauthorised disclosure; and

f) facilitate communication between VASPs to allow for follow-up exchanges concerning:

i. counterpart VASP due diligence

ii. information requests on transactional level data to determine whether the
transaction involves high-risk or prohibited activities.

Further, VASPs and obliged entities should havemechanisms in place that guarantee effective
scrutiny of STRs considering the information obtained from the originator or beneficiary VASP.
The FATF suggests this could be done by combining customer data, transaction history, and
additional transaction data obtained from either counterpart’s customer. Tomeet sanctions
obligations, VASPsmust ensure that they are screening transactions.

Counterpart VASP identification & due diligence

The FATFrecognises that VASPs, regimes forVASPs indifferent countries, andthe timeframes for
development and implementation of these regimes can vary significantly. The levels of risk posed
by entities within a sector may also differ based on factors such as products, services, customers,
geography, level of compliance by the entity, and other. Every VASP must therefore assess and
understand the impactofML/TFrisks identifiedas partof its risk assessmentand takeappropriate
steps to manage and mitigate them. These entity-level risk assessments form the basis of an
AML/CFT risk-based approach.

Given that countries are implementing theirFATF-compliant regimes for VASPsat different times,
and as long as these discrepancies remain, VASPs will continue to struggle in their dealings with
counterparts.

VASPs must consider implementing robust control measures for countries
with weak implementation of the FATF standards or may face a tough

decision in whether to deal with them at all.

Additionally, given the similarities between VASP-to-VASP relationships and correspondent
banking relationships, VASPsshould conduct duediligence on counterparts followingsimilar steps
as if establishing correspondent banking relationships. This would include:

a) gathering sufficient information about counterparts to understand the nature of their
business, reputation, the quality of their supervision, and whether they have ever been
subject toML/TF investigations or regulatory actions;

b) assessing the counterpart’s AML/CFT controls;

c) obtaining approval from senior management before establishing the relationship;
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d) clearly understanding each other’s responsibilities;

e) being satisfied that the counterpart hasconducted CDDon customers whohave direct
access to its accounts and that it is able to provide this information upon request.

The updated guidance clarifies that VASPs should have recourse to altered procedures, including
the possibility of not sending user informationwhen they reasonably believe a counterparty VASP
is not able tohandle the information securely. The VASP should beable to execute the transfer if it
believes the AML/CFT risks posed are acceptable, without transmitting the required information.
In these cases, VASPs should identify an alternative procedure with a control design that can be
reviewed by supervisors when requested.

Information obtained from counterpart VASPs must be verified. As mentioned earlier in this
document, potential reliable and independent sources to verify the identity of natural and legal
persons and other arrangements, include:

• corporate registries

• registries maintained by competent authorities

• lists of regulated institutions

• beneficial ownership registries

Potential information sources regarding risk levels in jurisdictions include:

• home/host countries’ AML/CFT laws and regulations (and application)

• public databases of legal decisions or enforcement actions

• annual reports filed with a stock exchange

• country assessment reports that measure compliance and address ML/TF risks
published by international bodies (FATF, FSRBs, BCBS, IMF,World Bank)

• lists issued by the FATF on International Cooperation ReviewGroup process

• reputable newspapers, journals, or other open-source electronic media

• third-party databases

• national or supranational risk-assessments

• information from the respondent’s institution’s management and compliance officer(s)

• public information from the regulator and supervisor

Conclusion

The travel rule is the requirement that VASPs at either end of a value transfer obtain, hold, and
share information with each other about their customers. Although both the originating and
beneficiary VASPs must obtain and hold certain information about each customer, only the
originating VASP is required to submit both required and accurate information.

Originating VASPs must obtain and hold their customer’s name (verified), account number,
physical address(verified), ornational identitynumber, orcustomer identification number,or place
and dateof birth (verified), beneficiary’s name,and beneficiary’s account number. This information
must be submitted to the beneficiary VASP concurrently with the value transfer. Beneficiary
VASPs must obtain and hold the information submitted by the originating VASP, along with its
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customer’s (beneficiary’s) name (verified), and account number. The beneficiary VASP must
compare the unverified beneficiary information received from the originating VASP with its own
verified information.

Both originating and beneficiary VASPs must screen the information to confirm that the
beneficiary or the originator are not sanctioned names and must monitor the transaction and
report any suspicions.

Compliance with the travel rule is challenging for several reasons. Some of these include that there
is noeasy wayof identifyingwhether there is aVASP at the otherend of the transaction.Countries
are at different stages in their implementation of regulatory regimes for VAsand VASPs, and these
regimes can be very different. In some countries VASPs are not differentiated from other obliged
entities, such as financial institutions. For this reason,when a VASP is trying to determine whether
a counterpart is registered or licensed as a VASP inanother jurisdiction, it is not alwaysclear. Also,
some countries with regulatory regimes in place are already enforcing compliance with the travel
rule, whereas others are not. Finally, given the nature of VAs, there is no clear solution to transfer
the required information as mandated; immediately and securely.

The FATF’s updated guidance makes clear that obliged entities are expected to comply with their
AML/CFT obligations, regardless of these challenges. It also makes abundantly clear that there is
no appetite for situationswhere sanction screening andtransactionmonitoring is not taking place.
Risks presentedby unhostedwallets arealso outsidethe FATF’stolerance, andit expectscountries
and obliged entities to treat unhosted wallets as high-risk and requiring enhanced scrutiny.

From thepoint of clarification by the FATFon VAsand VASPs, the travel rule hasbeen approached
with both uncertainty and caution. The updated guidance does not make the challenge of
adherence easier, but through the removal of ambiguity, it better describes what is required of
those responsible for the implementation of policies, procedures, and systems that will deliver on
the travel rule.
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