
 
 

 

Public consultation on an action plan for a comprehensive Union policy 
on preventing money laundering and terrorist financing 

1 ENSURING EFFECTIVE IMPLEMENTATION OF THE EXISTING RULES 

1.1 Should other tools be used by the EU to ensure effective implementation of the rules? 

The tools described in the Action Plan are likely to contribute to the effective implementation of 
the EU’s AML framework. We believe that harmonised implementation of rules is a prerequisite to 
their effective implementation, so the tools should be chosen with the goal of regulatory harmony 
in mind.  

Measures cited in the Action Plan, such as infringement proceedings to ensure transposition of 
AML Directives and assessment of the application of AML Directives, may encourage the 
harmonised implementation of the EU’s AML framework. However, we note that by incorporating 
certain key requirements into a directly applicable EU Regulation, fewer measures would need to 
be taken to encourage compliance, freeing up resources which could instead be used to ensure 
firms' operational implementation of the requirements. 

Two particularly significant tools are supervision and enforcement, as money laundering risks may 
be allowed to materialise and persist where supervision and enforcement are lax. As such, the role 
of the EBA in supervising and directing firms and authorities alike is key in tackling money 
laundering risks, and the EBA will benefit from stronger influence in this regard thanks to its 
enhanced mandate under Regulation (EU) 2019/2175. 

2 DELIVERING A REINFORCED RULEBOOK 

2.1 What other provisions should be harmonised through a Regulation? 

We agree with the provisions which the Action Plan proposes to harmonise with a Regulation, in 
particular those relating to CDD, internal controls, and beneficial ownership registers. Regulatory 
harmony in these areas is especially important with respect to Virtual Asset Service Providers 
(VASPs) due to the ease and speed with which Virtual Assets (VAs) may be transferred. The FATF 
defines VASPs in its Recommendations, outlining a wide range of VA activities which extend 
beyond those within the scope of 5AMLD. 

As such, the EU framework should be aligned with the FATF's definition of VASPs to ensure 
consistent application of AML requirements to VA-related entities across the EU. In particular, this 
would ensure that a wider range of VA-related entities conduct CDD, resulting in essential 
identification information becoming more widely available to support AML investigations involving 
VASPs. Further, the collection and transfer of information relating to both the originators and 
beneficiaries of payments is necessary for compliance with the FATF travel rule, which is soon 
expected to be introduced into Member State legislation. Harmonised CDD requirements would 
facilitate cross-border cooperation between VASPs and, in turn, travel rule compliance. 

In addition to the harmonisation of CDD requirements, we believe that specific methods for 
customer identification should be harmonised to prevent differences in approaches from hindering 
EU-wide cooperation between obliged entities. In particular, a minimum standard and level of 
assurance for identification should be introduced in a Regulation to address the existing 
differences in approaches to identification across EU Member States. Universal minimum 
standards could ensure adequate information is available to trace transactions as well as facilitate 
cross-border transactions between obliged entities.  



 
 

 

Indeed, the European Commission’s expert group on electronic identification (eID) and Know-
Your-Customer (KYC) processes has published reports on identification solutions. These reports 
may facilitate the successful development of regulatory provisions aimed at harmonising 
identification standards. Since remote identification is widely used and particularly vulnerable to 
fraud, related standards should be a priority for regulatory harmonisation.  

2.2 What provisions should remain in the Directive due to EU Treaty provisions? 

2.3 What areas where Member States have adopted additional rules should continue to be 
regulated at national level? 

Member States have adopted differing approaches to the identification of Politically Exposed 
Persons (PEPs). Though we agree with the Action Plan’s proposal that a more harmonised 
approach to their identification should be considered, we believe that some degree of 
harmonisation through the publishing of provisions within a Directive in addition to general 
guidance is sufficient. Jurisdictional differences in the nature and power of prominent public 
positions warrant a national-level approach to the identification of PEPs, and if approaches to 
identification are underpinned by Directive provisions and guidance, they would be harmonised to 
some degree. Alternatively, these jurisdictional differences may be accounted for by requiring 
Member States to develop bespoke guidance for PEP identification in their jurisdiction, which 
could then be implemented in a Regulation to achieve full regulatory harmonisation in this area. 
However, this approach is likely to be more complex and costly to pursue, without yielding greater 
advantages than the national-level approach. 

2.4 Should new economic operators (e.g. crowdfunding platforms) be added to the list of 
obliged entities? 

We consider that new economic operators which pose risks of money laundering should be added 
to the list of obliged entities to the extent that AML requirements are applicable to them. However, 
with respect to VASPs, AML requirements may be difficult or impossible to impose on certain new 
operators which are inherently designed not to be subjected to these requirements. For example, 
where the service is partially or fully decentralised, it may be challenging or impossible to identify 
a controlling entity and subject them to AML requirements. As such, when determining which new 
economic operators should be deemed obliged entities, these challenges should be taken into 
account. 

2.5 In your opinion, are there any FinTech activities that currently pose money laundering / 
terrorism financing risks and are not captured by the existing EU framework? Please 
explain 

Various activities relating to VAs fall outside the scope of the EU’s AML framework despite them 
posing risks of money laundering and terrorism financing. For example, crypto-to-crypto exchange 
services pose risks as funds may easily and quickly be transferred between entities and across 
borders. By conducting a series of transactions, criminals can conceal the audit trail to prevent the 
illegal source or destination of funds from being identified.  

Crypto-to-crypto transactions, especially when involving different VAs which pass through 
exchanges and jurisdictions with lax CDD requirements, can significantly impede efforts to trace 
the audit trail. Since there are numerous viable means of concealing links between VAs and illegal 
activity before the assets arrive at an entity regulated under the existing EU framework, the scope 
of the framework should be extended to include crypto-to-crypto exchanges and mitigate the 
associated risks. 



 
 

 

In addition, Initial Coin Offerings (ICOs) pose risks as these newly minted VAs may be acquired in 
exchange for other VAs, sometimes irrespective of whether the latter are tainted and without any 
CDD requirements. While ICOs fall within the scope of 5AMLD if they accept fiat currency in 
exchange for the VA being offered, there is no explicit mention of ICOs under the Directive. 
Nevertheless, the European Commission acknowledged the risks posed by crypto-to-crypto 
exchanges and ICOs in their 2019 money laundering risk assessment. In light of the risks identified, 
both crypto-to-crypto exchanges and ICOs should be brought within the scope of the EU’s AML 
framework. 

Virtual asset ATMs also pose considerable money laundering risks as they allow individuals to 
exchange VAs for untraceable cash, yet they fall outside the framework. We believe that these 
ATMs should be subject to requirements to collect at least basic CDD information for all 
transactions. This would tackle the money laundering risk associated with a threshold under which 
there are no CDD requirements, which enables criminals to evade detection by conducting 
transactions just below the threshold. 

Additionally, Peer-To-Peer (P2P) exchanges fall outside the framework despite posing risks related 
to the ease with which VAs may be exchanged. Currently, individuals may transact with each other 
on some P2P exchanges without supplying any CDD information or undergoing other AML 
controls. These mechanisms pose risk which may permeate throughout the industry wherever VAs 
are accepted after having passed through P2P exchanges. Illegal activity relating to VAs may be 
concealed and the tracing of the assets themselves hindered by complex webs of transactions on 
P2P and other exchanges without AML controls. 

Even where illicit activity is uncovered, it may be impossible to identify the culprit if the exchange 
services they used did not collect sufficient CDD information. As such, we believe that P2P 
exchanges should be brought within the scope of the framework, though the framework may not 
be applicable to some forms of P2P exchange. For example, decentralised exchanges (DEXes), 
which are P2P exchanges operated using automated smart contract technology to replace human 
intermediaries, may not be subject to AML controls if there is no controlling entity on which to 
enforce requirements. While these exchanges can automate compliance with certain AML 
requirements, some are designed specifically to avoid AML controls. 

Finally, various VAs and related activities which may enhance the privacy of users, such as privacy 
coins and mixers, may pose serious risks that warrant their inclusion in the AML framework where 
possible. By concealing information relating to the sender, recipient and value of transactions, 
privacy coins and mixers impede transaction tracing, which is the principal method of tackling VA 
money laundering. In order to manage the associated risks, privacy coins and mixers should be 
brought within the framework, with obliged entities required to apply enhanced CDD measures 
when dealing with them and having assessed the circumstances as high-risk. 

 

2.6 Are there other EU rules that should be aligned with anti-money laundering / countering 
the financing of terrorism rules? 

3 BRINGING ABOUT EU-LEVEL SUPERVISION 

3.1 Additional comments 

In light of the EBA’s experience cooperating with EU authorities to support the harmonised and 
effective application of the EU’s AML regulatory framework, as well as its new legal mandate and 
powers to spearhead the EU’s AML efforts in the financial system (under Regulation (EU) 



 
 

 

2019/2175), we believe the EBA is a suitable supervisory body. Further, the EBA has proposed to 
maintain a database of deficiencies in the AML controls of financial institutions and the responses 
of authorities to address these.  

In our view, this range of measures is likely to contribute to achieving the Action Plan’s goals of 
holistic and effective supervision which encourages the harmonised application of the EU’s AML 
framework and increased compliance. As highlighted by the EBA, however, the harmonised 
application of the EU’s AML framework fundamentally depends on the AML rules themselves 
being harmonised. Therefore, the successful introduction of a single rule book, at least for the most 
essential AML requirements such as CDD, is a prerequisite to achieving regulatory harmony. 

4 ESTABLISHING A COORDINATION AND SUPPORT MECHANISM FOR FINANCIAL 
INTELLIGENCE UNITS 

4.1 Additional comments 

The mechanism should encourage cooperation and information sharing between FIUs to tackle the 
risk of limited cooperation identified in the Commission’s report (EU COM(2019) 373) which may 
allow the severity of AML issues to go unnoticed. Also, cooperation and information sharing 
between FIUs and obliged entities can strengthen AML controls and facilitate the detection of 
suspicious transactions. Notably, FIUs can give feedback to obliged entities relating to Suspicious 
Transaction Reports and AML controls in order to support and encourage the reinforcement of 
their AML programs (EU COM(2019) 370). Indeed, this enhanced cooperation was recommended 
in the EU's 2017 supranational risk assessment, yet remains an area in which significant progress 
can be made. 

5 ENFORCEMENT OF EU CRIMINAL LAW PROVISIONS AND INFORMATION 
EXCHANGE 

5.1 Additional comments 

Member States should facilitate cooperation between national authorities and Europol by allowing 
authorities to reply to information requests made by Europol (Directive (EU) 2019/1153). 
However, co-operation and information sharing between authorities within the EU has in several 
instances lacked the quality, intensity and frequency necessary to achieve effective supervision 
(EU COM(2019) 373). Information sharing between authorities as well as firms may be facilitated 
and optimised through the establishment of public-private partnerships. We believe that these 
partnerships should be supported by clear guidance on the framework for information exchange, 
with particular focus on data protection legislation. 

6 STRENGTHENING THE EU'S GLOBAL ROLE 

6.1 Additional comments  

As the FATF’s AML standards are globally recognised, pushing the FATF to align them with EU 
standards would certainly be effective in raising the EU’s global role in AML. Pushing the FATF to 
align with EU AML standards would mitigate the AML risk associated with subsidiaries established 
in third countries with more lenient AML requirements than in the EU. Indeed, instances of this 
were identified in the Commission’s 2019 report on recent alleged money laundering cases (EU 
COM(2019) 373). 

However, in areas where EU standards are not more advanced than FATF standards, the 
recognition of EU standards may be counterproductive if they take precedence over those of the 



 
 

 

FATF. With respect to VAs and VASPs, for example, the FATF standards go significantly beyond 
the EU standards by including, for example, crypto-to-crypto exchanges, P2P exchanges, virtual 
asset ATMs, and the travel rule obligation for VASPs. Once the EU meets or exceeds the FATF’s 
current virtual asset AML standards, then pushing third countries as well as the FATF (if necessary) 
to meet EU standards would encourage travel rule compliance and strengthen the global AML 
framework. 


