
Cyber Alert Triage Runbook 

 Lateral Movement 

Find more alert triage playbooks in the Salem Spellbook @ salemcyber.com/playbooks 

What does this alert detect? 
Lateral Movement alerts detect suspicious movement between internal systems, to uncover adversaries 
already in your network.  These detec ons cover, remote system access including RDP, remote data ac-
cess including via network shares and access token manipula on including pass-the-hash a acks. 
 

Do This What to look for  Where to look Takeaways 

Iden fy what type of lateral 
movement is being reported 

Lateral movement can be, re-
mote access (RDP, SSH), re-
mote file copy, pass-the-hash 
a acks, session hijacking, or 
use of removable media (USB 
drive). 

The alert should indicate what 
kind of lateral movement is 
being reported. 

Familiarize yourself with what 
kind of lateral movement is 
reported.  MITRE ATT&CK can 
ben helpful in this regard, Look 
for their ar cle on T0008. 

Iden fy the remote system 
being accessed 

Look for the type and role of 
the target system.  Check to 
see if they system has a data, 
or severity classifica on. 

The target system should be 
listed in the alert.  Lookup up 
the system in CMDB to find it’s 
role, produc on status, OS, 
data classifica on and other 
relevant details. 

Systems with sensi ve data, 
are in a produc on state, or 
are used by high value users 
such as a CFO, should raise 
more suspicion. 

Iden fy the source system Look for the type and role of 
source system.  

The source should be listed in 
the alert.  Gather addi onal 
informa on about the source 
system form CMDB.  You can 
also search a SIEM for the sys-
tem name.  The logs returned 
will o en indicate what the 
system is. 

Worksta ons, jump hosts, and 
management servers o en 
connect to other internal sys-
tems.  The key ques on to ask 
here is: Is it logical for this sys-
tem to perform this type of 
ac on? 

Iden fy the account that was 
used to make the remote con-
nec on 

Iden fy what account was used 
to take the ac on. 

The account should be listed in 
the alert, but you might need 
to look in the SIEM.  Ac ve 
Directory should tell you about 
the account role. 

Ask yourself if the account 
used makes business sense for 
the situa on you’ve uncovered 
to be happening? Remember 
most alerts are false posi ves. 
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A acker Behavior 

Once an attacker has gained an initial foothold in a tar-
get network, they will try to access other systems and 
applications inside that network.  Attackers are often 
looking to find other systems that have vulnerabilities 
they can exploit, or store sensitive data that could be of 
value. 

Important Ques ons to Ask 

What systems and accounts are involved? 

Are these systems typically involved in this type of re-
mote access? 

Does the account used to make the connec on typically 
used this way?  
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Do This What to look for  Where to look Takeaways 

Look for related suspicious 
ac vity. 

Look for recent rare or unusual 
events pertaining to the sys-
tems, and accounts used. 

Search these systems and ac-
counts in your SIEM for: 
· An -virus logs 
· New types of AD authen -

ca on, or account change 
logs 

· Recent unusual internet 
communica on 

O en mes there will be some 
other suspicious or new ac vity 
associated with a real lateral 
movement threat.   

What to do next 
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Common False Posi ve Scenarios 

Helpdesk admin connec ng form their worksta on to another users worksta on via RDP 
The direc on is important here, the Helpdesk admin connec ng from a worksta on that isn’t theirs is suspicious 

Management sever connec ng to systems to update so ware or backup data 
Legi mate IT system management tools o en get flagged for suspicious ac vity such as remote file copying. 

Admin has created a network share to access files from mul ple users in the network 
IT and applica on admins o en need to move data around a network and may setup a network share to do so. 

 

If No Threat Found 

· Iden fy if the situa on that triggered the alert is 
likely to reoccur.  If so, consider reques on the use 
case be tuned to exclude this case in the future.  
Not all threat aler ng tools support custom use case 
tuning.  Also be careful to not exclude to much from 
your aler ng use case.  It’s always be er to under 
tune a rule and adjust again if necessary.  

If Poten al Threat Iden fied 

FOLLOW YOUR INCIDENT RESPONSE PLAN 
Some poten al ac ons can include: 

· Perform forensic analysis on the hosts to figure out 
if there is undetected malware or impac ul configu-
ra on changes.  

· Disable the user account that’s being used to carry 
out the a ack.  BE CAREFUL, its not always wise to 
quickly disabled compromised accounts.  For more 
informa on see account locking in MITRE DEFEND: 
Account Locking - Technique D3-AL | MITRE D3FEND™  

· Monitor the host system for reinfec on 
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