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Digital Advertising Unboxed
Executive Summary

Digital advertising has unlocked enormous value for marketers, media companies, 
and the technology providers who support them. Most ads a consumer sees as 
they browse the web are sold and delivered via a real-time auction, which offers 
consumers the opportunity to see advertising more relevant to their interests, and 
provides marketers with better tools to reach their target audiences. The technology 
that powers the auction has evolved rapidly, and with little regulation -- there are 
now thousands of players involved in the trillions of auctions that happen every day, 
collecting and sharing consumer data with each other, using a multitude of methods. 
This ecosystem is opaque and complex, leading to violations of consumer protections 
both accidental and intentional. 

With a new generation of regulations -- GDPR, CCPA, CPRA, and others -- emerging 
to protect consumers, the risk of regulatory action in response to these violations 
is real and increasing, but there are few tools available that enable brands, media 
companies, and technology providers to detect and defend against violations caused 
by their partners’ business practices. Boltive Privacy Guard™ is a first to market 
tool -- powered by patented technology -- that can help. Privacy Guard is an army of 
secret shoppers that simulate consumers’ journeys on the web, enabling our clients 
to verify that consumer consent collection is working correctly on their site and that 
their downstream partners are not sharing data with other companies. Our clients 
correct privacy gaps -- including unlawful sale and exfiltration -- before they become 
liabilities. 

We are now recruiting a limited number of participants for our beta program. Email 
hello@boltive.com for more information.

http://www.boltive.com
mailto:hello@boltive.com
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Whether you’re a brand, a media company, or a 
technology provider, you know your consumers -- 
and regulators -- care about data privacy. They have 
entrusted you with their personal information, and you 
have pledged that you will keep them safe. To fulfill 
that promise, you’ve invested significant effort and 
money into your privacy program (including lawyers, 
information technology and personnel, and tools to 
facilitate consumer choices), and you know your data 
management practices are clean, controlled, and 
compliant with regulations everywhere you do business. 

But what happens when you take that consumer data 
and put it back to work driving your business goals? 
You have contracts in place with your partners that 
require them to act responsibly on your behalf and in 
compliance with all data privacy regulations, but how 
can you be sure your partners are playing by the rules? 

Especially when the inner workings of digital advertising 
are confusing and opaque, even to industry insiders.

Add to this the fact that the technical protocols of the 
ecosystem are rapidly shifting in response to regulatory 
changes across the globe and changes in how browsers 
function, and we have a situation that is rife with 
compliance risk, much of it hidden below the water line. 

The reality of the situation is that no matter how careful 
you are inside your own walls, once your data leaves 
your company, you often have little knowledge and no 
control over what other companies do with it. That data 
is leaked - both intentionally and unintentionally - in 
ways that may violate emerging privacy laws, and could 
trigger private lawsuits against your company.  You 
need a tool that can give you visibility and insights that 
empower you to act before regulators do.

Why data sharing can create liability 
more often than data theft does

Digital Advertising Unboxed
The Problem

http://www.boltive.com
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How Digital Advertising 
Works

The two ends of a transaction in digital advertising 
are obvious and clear: there is a buyer -- an advertiser 
who wants to purchase ad space and show an ad to a 
consumer -- and a seller -- a media company who wants 
to sell ad space on their website.

When digital advertising began almost thirty years ago, 
that was the entirety of it: an advertiser bought space 
on a website, they sent the site the ad banner, and 
the site put the banner on its pages, displaying the ad 
to the thousands of users it had in its audience. Over 
the ensuing decades, ad technology has improved and 
expanded, enabling advertisers to buy ad space across 
thousands of sites, reaching millions of consumers with 
just a few clicks in their buying platforms, and enabling 
media companies to accept the ads of hundreds 
of advertisers with just a few clicks in their selling 
platforms. In addition, technologies have developed that 
allow ad buyers to display ads tailored to the interests 
of the individual site visitor, making it more likely that 
the ad will result in a customer purchase.

The good, the bad, and the ugly

http://www.boltive.com
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The Auction

METHODS OF TARGETING CONSUMERS IN DIGITAL ADVERTISING

Type of Targeting Definition

Authenticated ID Targeting using identifiers based on a user being logged into a site or network of sites, 
such as an encrypted account ID or a hashed email address, and shared only among 
buyers and sellers participating in that specific solution’s program. This includes both 
commercial programs (ex. Facebook, LiveRamp) and open source programs (ex. Unified 
ID 2.0).

Cohort Targeting Targeting based on groupings of users who demonstrate similar browsing behaviors. 
Individual users cannot be identified or targeted. Ex. Google’s Privacy Sandbox.

Contextual Target-
ing

Targeting based on the page the ad request is coming from. Marketers make choices 
about which pages and sites to buy on based on demographic and psychographic data 
provided by site owners, as well as their own knowledge of their target audiences’ 
interests and habits. Ex. The IAB’s Content Taxonomy.

Deterministic Iden-
tity

Identity profiles built by pairing known identifiers between data sets (ex. pairing a 
specific email address with a specific cookie ID).

Probabilistic Identity Identity profiles created either by extrapolation from deterministic profiles, or by 
observing patterns in data to find identifiers that are likely to be linkable (ex. a certain 
device ID is often observed at a specific physical address).

The vast majority of ads in digital advertising today are 
sold via real time auction. When a user views a web 
page, a request for bids on the ad space loading on the 
page is immediately sent out from the media company 
(called the “sell side”) to the supply-side platforms 
(SSPs) and ad exchanges that the site partners with. 
Those SSPs and exchanges forward the request to other 
exchanges and SSPs, as well as demand-side platforms 
(DSPs). DSPs are the platforms advertisers and their 
agencies (called the “buy side”) use to buy ad space for 
their campaigns. When the bid request comes into the 
DSP, algorithms evaluate how attractive that ad space 
is to each of the DSP’s clients, and then sends a bid 
back into the system. If that bid wins the auction on the 
media company’s page, the ad associated with that bid 
will display to the user.

A single ad request from a media company can turn 
into dozens of requests across the ecosystem, as each 
SSP and exchange forwards it to its partners, and those 

partners forward it to additional partners. Each time 
the request gets forwarded, the company forwarding 
it appends something to add value, to increase the 
chances it will win the bid and collect its fee. 

For example, an SSP might bundle the request with 
others from similar sites it partners with (ex. car 
enthusiast sites), and add that context (ex. this request 
is for an ad likely to be served to a car enthusiast) to 
the bid request it passes down the chain. Geolocation 
(by IP address, or latitude/longitude) and device type 
are examples of other valuable pieces of information 
that are passed to buyers. 

Also, things a given company knows about a bid request 
(ex. coming from a car enthusiast site) can be combined 
with third party lists (ex. household income list rented 
from a credit bureau) to make the bid more attractive 
to DSPs (ex. this request is for an ad to be served to a 
car enthusiast with household income above $100,000). 

Digital Advertising Unboxed
The Auction

http://www.boltive.com
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Many SSPs, exchanges, and DSPs also maintain lists of 
users (usually anonymized) that they match against their 
partners’ lists in real time, in an attempt to serve “the 
right ad to the right user at the right time.” 

After the DSPs all respond with their bids, the bids 
make their way back through the chain to the media 
company’s servers, where the winner of the auction 
is displayed to the user. The media company earns 
revenue for serving that ad, and every company who 
was part of the chain of requests associated with that 
specific winning bid takes a fee. It has been estimated 
that for every dollar a marketer spends on its digital 
marketing campaigns, 50-60 cents goes to these 
intermediaries. 

This technology -- and the companies building these 
platforms and services in good faith -- has enabled 
media companies and marketers to improve efficiency, 
reduce costs, and drive greater business results. It’s 
also big business: ad tech is expected to reach $30 
billion in value by 2026. There are now thousands of 
companies sitting in between buyers and sellers that 
exist to facilitate various aspects of these transactions. 
As in all rapidly growing and unregulated industries, 
there are good actors trying to do the right thing (even 
if they sometimes make mistakes), and there are bad 
actors trying to take advantage of the tumult to make 
quick cash with unscrupulous business practices.

One ad request becomes many as 
multiple companies get involved in the 
bidding process, until finally a winning ad 
is selected and served to the user on the 
page. All within 200ms.

SSPs & Exchanges

DSPs

MarketerWebsite

Digital Advertising Unboxed
The Auction

Ad Ecosystem

http://www.boltive.com
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Data Collection & Sharing in 
Digital Advertising

Data truly is the new oil, especially in digital advertising. 
It powers an unprecedented number of use cases that 
benefit businesses across the ecosystem. Marketers 
can get insights into the effectiveness of their ad 
campaigns that are unparalleled in any other medium, 
and can optimize  campaign strategies to drive 
greater performance with the click of a button. Media 
companies can identify opportunities to offer their 
readers content and advertising that are more relevant 
to their interests. And the intermediary companies who 
facilitate transactions are able to gain insights that 
allow them to support advertisers and media companies 
more effectively.

The problems come due to the sheer number of 
participants in each of the trillions of auctions that 
happen every day -- including data brokers who do 
not actually bid on ad requests themselves, but ride 
the train to collect data that they can package and 
sell to other participants in the ecosystem later. 
With technology and business practices evolving as 
rapidly as they do in digital advertising, it is very easy 
for well-meaning participants to make a mistake and 
lose control of data, and it is very easy for dubious 
participants to hide in the herd and siphon off what they 
want.

There are several methods companies can use to 
share data with each other. They can integrate their 
systems through direct database connections such as 
application programming interfaces (APIs), they can 
place data files in locked storage buckets, and they can 
engage third party partners with specially designed 
secure transfer methods such as “data clean rooms.” 
These methods can be time-intensive to implement and 
costly to use. Far simpler and cheaper ways to collect 
and share data between companies are the use of 
cookies, link decoration, and fingerprinting.

Digital Advertising Unboxed
Data Collection & Sharing in Digital Advertising

Cookies

A cookie is a small text file that is placed in a user’s 
browser by code embedded on a website the user 

is visiting, allowing the company setting the cookie 
to perform various business functions, such as 
remembering a user’s language preference, counting 
the number of pages that user reads during their visit, 
or recognizing whether that user is in a particular 
database.

A cookie set by the website a user is visiting is called a 
“first party cookie” -- for example, MyLocalNews.com 
might set cookies that enable it to count the number of 
visitors to the site, for the purposes of performing its 
own analytics. A cookie set by a site’s partner is called a 
“third party cookie” -- for example, MyLocalNews.com’s 
ad partner, GoodAds, might set cookies that enable it 
to recognize a user’s browser, so that it can control the 
number of ads it displays to that user.

Digital advertising makes ample use of third party 
cookies, for a variety of purposes. For example, by 
placing a cookie on a user’s browser, a marketer’s ad 
tech partners can recognize that user across many 
websites, enabling the marketer to improve campaign 
effectiveness by optimizing the type and number of ads 
that user sees as they browse the web.

By combining this cookie-based recognition with 
information about the site the user was on (ex. reading 
entertainment news), or the actions the user was taking 
on the site (ex. browsing for flights to Hong Kong), ad 
tech companies can take an educated guess at what 
the user might be interested in, and target them with 
ads that might be more relevant to their interests. This 
is called “interest based advertising,” “personalized 
advertising,” or “retargeting.” Many consumers find 
this type of advertising annoying and intrusive -- we 
have all rolled our eyes at the ads for a product that 
follow us around the web for weeks after we have made 
the purchase -- and it is this application that is the 
impetus for a new generation of consumer data privacy 
regulations around the globe, but, in practice, this can 
be a highly effective tactic for marketers.

Ad tech companies can also use third party cookies 
to build profiles of users based on their web activity, 

http://www.boltive.com
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Link decoration is the process of appending additional 
information to a link’s url when a tracker fires, or a user 
clicks on a link. The information is then passed directly 
to the company’s servers, or it can be written to a 
cookie that the company sets.

Any of the ad tech companies in the chain of events 
during the auction may place one or more trackers on 
the ad, in effect “piggybacking” on the ad as it travels 
through the chain, on its way to being displayed to a 
user on a web page. In many cases, these trackers use 
link decoration to collect information, such as the url 
the ad is displayed on, or set identifiers that can be 
used to track users across the web and later serve 
them interest based advertising.

In this example, AdTechCompany’s tracker is setting an 
identifier:

Here, the identifier (guid=bvqWuRtir6jz3aKkGJozW) 
is heavily encoded. The more heavily encoded the 

Digital Advertising Unboxed
Data Collection & Sharing in Digital Advertising

Type of Cookie Definition Example

First Party Cookie Cookie set by the website you 
are visiting

MyLocalNews.com sets cookies that enable it to count 
the number of visitors to the site

Third Party Cookie Cookie set by the partner of 
the website you are visiting

MyLocalNews.com’s ad partner, GoodAds, sets cookies 
that enable it to recognize a user’s browser, so that it 
can limit the number of ads for a particular campaign 
that it displays to that user

TYPES OF COOKIES

add them into what are called “audience segments,” 
and then rent those segments to marketers for use in 
targeting ad campaigns. For example, a data segment 
made up of people who read content about hiking and 
camping might be called “Outdoor Enthusiasts,” and 
rented to a backpack manufacturer who is running a 
campaign promoting a new product.

These are legitimate use cases, and legitimate 
marketers and media companies have benefited from 
them. However, in an unregulated environment, this 
kind of data collection and sharing can quickly run into 
gray areas, unintended consequences, and abusive 
uses. For example, an ad tech company might think 
of building a segment of pregnant users simply as 
an attractive sales opportunity to pitch to consumer 
packaged goods companies, and not think of the real 
world discrimination a pregnant user in a hostile work 
environment might experience if her employer realizes 
that she’s pregnant based on the ads she’s being 
served.

Additionally, there is a control issue with third party 
cookies. When a media company or marketer builds 
a website, using its own code, it has absolute control 
over the features and functionality of the site, including 
what cookies are set and what data is collected. When 
the site adds a partner’s code to the page, however, 
it cedes some control to that partner, because the 
site cannot control what the code does. There are 
contractual obligations and expectations about what 
the code should or should not do, but again, in an 
unregulated, fast-evolving data sharing environment, 
things can begin to change over time without the site 

owner’s knowledge or consent. For example, an ad tech 
company might set its own cookies via its code, and 
also allow its dozens of partners to place their cookies 
via its code and start collecting data. Or, an analytics 
company might set only its own cookies, but then turn 
around and sell the site’s data to its own partners. 

https://www.adtechcompany.com/resource/async_
usersync?guid=bvqWuRtir6jz3aKkGJozW

Link Decoration

http://www.boltive.com
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Digital Advertising Unboxed
Data Collection & Sharing in Digital Advertising

Device Fingerprinting

Device fingerprinting is a method of identifying a 
particular device, such as a smartphone or laptop, by 
its combination of characteristics and settings. 

Each device a user owns has a certain hardware profile 
(ex. operating system and version, screen size and color 
depth), a certain set of user preferences (ex. language 
settings, browser configuration and version), and a 
typical way or ways of accessing the internet (ex. IP 
address). Even for users who don’t do much more than 
run the pre-installed setup wizard when they take a new 
device out of the box, this combination of attributes 
can be surprisingly distinctive within the broad set of 
hundreds of millions of devices in use at any given time. 
It’s also a surprisingly durable method of identifying a 
device, since most users don’t change these settings 
often.

Cover Your Tracks, a tool from the EFF

How does tracking technology follow your trail around the 
web, even if you’ve taken protective measures? The Cover 
Your Tracks tool from the Electronic Frontier Foundation 
shows you how trackers see your browser. It provides 
you with an overview of your browser’s most unique and 
identifying characteristics.

Test Your Browser

Deterministic & Probabilistic Identity

When companies share data, they are able to pair 
their internal identifiers, compare known signals and 
begin to create a profile of the customer that can be 
used for targeting ads. This type of profile is called 
“deterministic” because it is based on what is known 
about a user.

For example, a user registers for a rebate on a 
marketer’s site, using their email address. While 
the user is there, the marketer’s ad tech partner 
sets a cookie on the user’s browser. This creates a 
confirmed one-to-one connection between this user 
and the identifier on the tech partner’s cookie. As 
the user browses other sites, the ad tech partner is 
able to collect data whenever the user encounters 
the company’s code. This allows the tech partner to 
build a profile about the user that can be later used 
for retargeting the marketer’s campaigns. The tech 
partner can also share this profile with other companies 
in the future, including companies that specialize in 
offline data, such as grocery store loyalty programs, to 
attempt to create a 360-degree profile of a user.

Deterministic identity is considered the gold standard 
for targeting, but it is very common for false matches 
to occur, and the scale of targetable audiences is often 
small. Advertisers can reach a much larger pool of 
audiences through “probabilistic” identities. 

Probabilistic profiles are created by observing behaviors 
or characteristics of deterministic identities, then 
extrapolating and applying those identities to unknown 
users.

For example, a data technology company knows that 
a set of identifiers represents parents with young 
children. The company observes that this set of 
identifiers frequently browses particular cooking sites. 
To expand the size of the “Parents with Young Children” 
segment they want to rent to clients, they decide to 
include in the segment other, unknown identifiers who 
also browse these cooking sites.

Probabilistic identities can also be created by observing 
patterns in data, making educated guesses about which 

identifier it is, the more likely it is to contain personal 
information.

Depending on the path the ad takes through the 
ecosystem, a single ad can include dozens of trackers 
by the time it displays on a web page.

Link decoration has been in use since the earliest days 
of the internet, but has become increasingly common in 
ad tech as a workaround for the restrictions on cookies 
some browsers have put in place out of concern for 
consumer privacy. 

http://www.boltive.com
https://coveryourtracks.eff.org/
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Digital Advertising Unboxed
Data Collection & Sharing in Digital Advertising

Oracle Data Cloud

Curious to see what types of data segments you might be 
included in? Oracle -- a leading data provider to companies 
across the ad tech ecosystem -- offers consumers the ability 
to see what demographic, psychographic, and interest-
based data segments they belong to, based on browser and 
device. Scroll down and look for the “Download PDF” button 
to request your third party offline personal data.

View Your Data

identifiers might actually be linkable, and building a 
profile from there. For example, if a certain device is 
observed leaving a particular address each morning at 
7am and returning each night at 6pm, a data technology 
company may reason that this is the home address of 
the owner of that device. That device id may now be 
paired with any demographic or psychographic data 
segments the company has connected to that zip code, 
creating a profile that can be used for targeting ads.

It is difficult for marketers, their agencies, media 
companies, and sometimes even ad tech companies 
themselves to understand what is happening in this 
ecosystem, much less consumers, and mistakes happen, 
caused by even well-intentioned players. This mix of 
intentional and unintentional losses of control of data is 
known as “data leakage.”

http://www.boltive.com
https://datacloudoptout.oracle.com/request-your-data
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Consumer Protections
This chaos — and the associated 
consumer harms — are the genesis of 
the three main paths that have emerged 
in the realm of consumer privacy:

1. Ad industry self-regulatory mechanisms, such as the 
Digital Advertising Alliance’s opt out tool

2. Browser-based consumer protections, such as the 
Global Privacy Control, or the end of support for third 
party cookies

3. A new generation of consumer data privacy 
regulations that emphasize consumer consent over 
simple disclosure, such as the General Data Protection 
Regulation in Europe

http://www.boltive.com
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global browser market, would follow suit in early 
2022. Chrome invited industry participation in the 
development of its Privacy Sandbox, a group of 
features, concepts, and proposals that aim to enable ad 
industry use cases while also preserving users’ privacy. 
More than 300 companies have been participating in 
this process.

These concerns have given rise to a variety of initiatives 
focused on audience targeting. Some watchers believe 
there will be over 100 different targeting solutions 
vying for adoption. The leading solutions focus on 
email address as the key identifier: participating media 
companies encourage their users to log into their sites 
with an email address that is then encrypted and shared 
with participating ad tech companies and marketers.

In June of 2021, the UK anti-trust and privacy regulators 
announced that they would be partnering with Google 
to be sure that the Privacy Sandbox solution would 

Ad industry trade groups have put in place several 
initiatives to educate consumers and give them some 
control over how their data is used for interest based 
advertising and retargeting. The Digital Advertising 
Alliance (DAA) and Network Advertising Initiative (NAI) 
both offer a cookie-based opt-out mechanism, and the 
Interactive Advertising Bureau (IAB) maintains technical 
standards that enable participating members in the 
ecosystem to send and receive consumer preferences 
throughout the ad supply chain.

Some national and state regulators have questioned 
whether these tools and standards are actually 
compliant with privacy regulations. We expect this to be 
an interesting area to watch over the coming months.

Ad Industry Mechanisms

Digital Advertising Unboxed
Consumer Protections

Ad Industry Trade Groups

• Digital Advertising Alliance (DAA) 
Learn More

• Interactive Advertising Bureau (IAB) 
Learn More

• Network Advertising Initiative (NAI) 
Learn More

Browser Based Protections

Major web browsers and privacy professionals began 
working to address privacy concerns in 2009, with 
the creation of a voluntary standard called “Do Not 
Track” (DNT). This is a signal that a user can turn on in 
their browser to automatically request companies not 
collect their data as they browse the web. By 2009, data 
collection was already so central to the ad industry’s 
ability to function that participation from companies was 
effectively nonexistent.

By 2017, seeing the continued extensive development 
of data collection and use, Firefox and Safari began 
acting unilaterally to restrict third party cookies, 
link decoration, and fingerprinting. In 2019, Google 
announced that Chrome, representing 60% of the 

1994
First banner ad was served

2009
Do Not Track Released

2017
Firefox & Safari restrict 3rd party cookies

2019
Google announces plan to restrict 
3rd party cookies

2023
Google planned deprecation of 3rd 
party cookies

http://www.boltive.com
https://digitaladvertisingalliance.org/ccparesources
https://iabtechlab.com/standards/
https://optout.networkadvertising.org/?c=1
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Digital Advertising Unboxed
Consumer Protections

be appropriate under UK regulations, and Google 
announced that their deprecation of third party cookies 
would be delayed to 2023. The industry breathed a sigh 
of relief, and continued on the path toward developing 
other solutions.

Meanwhile, some members of the World Wide Web 
Consortium (W3C), the leading global web standards 
body, have been developing a new version of DNT: 
Global Privacy Control (GPC). GPC is still in its 
infancy, but it already has the support of companies 
representing 40 million users and hundreds of 
thousands of websites. Further, the California Attorney 
General has already said that it should be respected as 
a valid way for a consumer to opt out of data sharing 
under California privacy law. 

Regulation

The past three years have brought a sweep of new, 
stricter consumer privacy laws into force, with more 
signed and waiting in the wings to go into effect, and still 
more under discussion in legislatures and parliaments 
across the globe. These regulations give consumers 
new rights and protections, including the right to give 
or withdraw consent for data collection and use in 
advertising.

The General Data Protection Regulation (GDPR) went 
into force in 2018 in the European Economic Area (with 
Switzerland and the UK adopting their own versions). 
The California Consumer Privacy Act (CCPA) and 
Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD) 
followed closely on GDPR’s heels in 2020, with China’s 
Personal Information Protection Law (PIPL) coming 
swiftly thereafter in 2021.

Concerned with ad tech taking advantage of gray areas 
around the definition of “sale” of personal information 
in CCPA, the original authors of CCPA took a clarifying 
amendment, the California Privacy Rights Act (CPRA), 
directly to the voters in 2020. Voters overwhelmingly 
approved it. CPRA will go into effect in 2023, along with 
the Virginia Consumer Data Protection Act (VCDPA) and 
the Colorado Privacy Act (CPA).

Numerous other states, the US federal government, and 
the governments of Canada, India, and other countries 
are currently also considering bills to implement these 
types of rights and protections for their constituents, as 
well.

IAPP State Privacy Legislation Tracker

Click the map above to learn more

Violations Under CCPA & GDPR

CCPA and GDPR take a slightly different approach to 
data collection and consumer consent in advertising. 
Generally, CCPA allows data collection and use until 
the consumer withdraws their consent, or “opts out.”  
GDPR specifies six legal bases for lawful data collection, 
with two being relevant to most advertising use cases: 
gaining consumer opt-in consent before data collection 
and use can occur, and claiming “legitimate interest,” 
which allows data collection and use unless the 
consumer objects.

There is a lot of nuance yet to be clarified about both 
regulations. This will come in time through the process 
of enforcement, and indeed the California Attorney 
General has been sending enforcement letters -- 
and publishing summaries of those letters -- to help 
companies understand what they need to do to comply.

One nuance that came up for clarification quickly is the 
definition of “sale” under CCPA, and whether it applies 
to the type of data exchanges common in interest based 
advertising

http://www.boltive.com
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_Chart.pdf
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CCPA states that consumers have the right to opt out of 
the sale of their personal information: 

A consumer shall have the right, at any time, to direct 
a business that sells personal information about the 
consumer to third parties not to sell the consumer’s 
personal information (California Civil Code § 1798.120). 

The authors of the legislation intended “sale” to cover 
the exchange of any data for anything of value, whether 
monetary or non-monetary (ex. a discount on the cost 
of a service). As Richard Arney, CCPA and CPRA’s co-
author, explained to us:

With so much of the industry relying on the exchange 
of data between companies, however, many in ad tech 
chose to interpret “sale” very narrowly, to mean only 
the exchange of data for monetary compensation. This 
has allowed interest based advertising to continue 
unabated under CCPA, in violation of the spirit of the 
law.

In response, the original authors of CCPA brought CPRA 
directly to the voters in November of 2020. CPRA allows 
consumers to opt out of “sharing” of personal data, 
which is defined as providing personal information to 
another person or company for use in cross-context 
behavioral advertising (CPRA’s term for interest based 
advertising). CPRA passed with an overwhelming 
margin, reflecting widespread consumer distrust of how 
companies treat their personal information.

Further, over the course of 2021, the community of 
privacy professionals has reached a consensus that this 
includes data collection by ad tech companies using 
analytics platforms to build profiles. The California 
Attorney General’s Office has signaled its intent to 
enforce CCPA accordingly.

“Given all the opportunities for ‘information 
leakage’ in this opaque and complicated setup for 
targeting ads, we wanted to make sure as a first 
principle that the consumer has control over the 
sale and sharing of his/her data (even downstream) 
once they give up that data to the company they 
are interacting with.”

Digital Advertising Unboxed
Consumer Protections

Not only can data leakage create the risk of a CCPA 
enforcement action by the California Attorney General or the  
or the California Privacy Protection Agency, or it could, under 
certain circumstances, give rise to a private lawsuit under 
the CCPA. The California OAG has published examples of 
enforcement cases to help companies learn how regulations 
may be applied.

California Office of the Attorney General

Learn More

Companies who went through the process of pain-
stakingly creating inventories of their data sales and 
sharing practices in the lead up to CCPA’s enforcement 
date may still find that they have compliance problems 
in how their service providers are using their data. 
There are a host of ways that companies’ data could 
be sold and shared without their knowledge, either 
intentionally by service providers who have chosen to 
“play in the gray” -- an unlawful sale -- or unintentionally 
by service providers who tried to get their houses 
in order but fell short -- arguably, an unlawful data 
exfiltration that could subject companies to private 
lawsuits under CCPA.

And there are no simple, intuitive tools in the market 
to help them. Because this is ultimately a technology 
problem, we believe that technology can offer a 
solution. And as a company who has spent the last five 
years building technology solutions that protect our 
customers -- and by extension, all legitimate players in 
digital advertising -- from bad actors, we have decided 
to turn our efforts toward helping companies navigate 
this complex privacy regulation landscape.

http://www.boltive.com
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.120.
https://oag.ca.gov/privacy/ccpa/enforcement
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How Can 
Technology Help?
The path forward

Technology can:

• Examine whether the companies participating in 
the industry solutions and browser-based signals 
are accurately capturing and acting on consumer 
consent choices

• Reveal where breakdowns in consent communica-
tion occur in cases of illegal retargeting

• Detect unauthorized sales and exfiltration on an 
ad-by-ad basis

This information can then be centralized in a dashboard 
that gives companies insights into what’s happening, 
and the data they need to stop problems before they 
become enforcement letters from regulators.

What you need to consider

• Are the companies participating in the industry 
solutions and browser-based signals are 
accurately capturing and acting on consumer 
consent choices?

• In cases of illegal retargeting, where are 
breakdowns in consent communication occurring?

• Where is unauthorized data collection happening?

http://www.boltive.com
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Introducing Boltive Privacy Guard™

Privacy Guard is your army of secret shoppers, created 
through the patented technology that powers Boltive’s 
Ad Lightning bad actor detection engine. Ad Lightning 
protects 100 billion ad impressions per month. 

Privacy Guard simulates your consumers’ journey 
on the web, enabling you to verify that your consent 
management platform is working correctly and that 
your partners are not sharing your data with other 
companies downstream.

The process starts with building Personas that match 
your customer set or retargeting strategy. Personas can 
be customized with location, interests, and purchase 
activity, and you can create multiple versions of the 
same Persona for multivariate testing.

Your Personas then form Synthetic Audiences, which 
surf the web and capture the ads they see, sending 
thousands of data points back to your dashboard to 
alert you to potential issues. 

We are able to identify and flag improperly retargeted 
ads, unauthorized data collection, and mistakes in 
transmitting consent signals between systems. Now you 
have the ability to audit your partners for consumer 
opt-out compliance, no matter how far downstream 
your data goes.

Privacy Guard captures and aggregates real ads being 
served to your Personas in real time, delivering to you 
the key insights you need to keep your consumer data 
-- and your company -- safe and compliant. 

Digital Advertising Unboxed
How Can Technology Help?

What you can do to protect your business

• Inventory your data use, data flows, systems, partners, 
and contracts

• Interview your internal teams who interface with digital 
advertising (ex. marketing, ad ops, etc.) to find out more 
about your data practices and partners and educate 
them on how regulations affect your business

• Engage a technology solution that automates monitoring 
-- join our early adopter program

http://www.boltive.com
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Call for Participants:
We are now recruiting a limited number of participants 
for our beta program

By joining, you get:

• Access to the first tool that will help you defend 
against fines and reputation damage caused by data 
privacy violations

• Direct input to software requirements and advance 
access to pre-release software

• Locked-in price savings when product launches

Boltive Privacy Guard protects against fines and brand 
damage by sniffing out data leakage and compliance 
problems before regulators do. Unleash intelligence to 
protect your company and your brand. Join us!

Join Our  
Early Adopter Program

Join Now!

http://boltive.com/privacy-guard
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