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Just because you have a consent management platform (CMP) in place 
doesn't mean your company is safe. Assuming CMPs are infallible could 
be detrimental to your data privacy efforts, resulting in broken 
relationships with your consumers, damaged business reputations, and 
hefty fines. All of this can be avoided by having the necessary 
processes in place to keep your consumers' data safe. Read on for a 
brief education on CMPs.
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The first step in getting consent is knowing what you can ask for. Three categories of data 
to know include:

Data Privacy and Consent: When User 
Consent is Required

Personal Data
 Information that can 

identify a specific 
person.

Part 1 of 5

Anonymous or 
Non-Personal Data

Not associated with 
any single person

Pseudonymised 
Data

Personal data that can
only be identified with 
the use of additional 

information.

Be careful about collecting information that could identify someone 
indirectly, like their place of work or the name of their school.

Consent is required for tracking and targeting that uses personal and pseudonymised data. This
includes tracking across multiple devices, as well as sharing information with third parties or other 
entities within the same company (such as a marketing team). If you engage in any of these 
activities, you must obtain explicit user consent before proceeding with the activity.



Bottomline: Any personal information passed between entities 
without explicit consent, regardless of the collection method, is in 
violation of the regulation.

Web cookies often monopolize the data privacy conversation, but they are just one form of 
gathering users’ personal data. Cookies can constitute personal data subject to GDPR, CCPA, and 
potential future regulations. Therefore, deploying a cookie banner on your website is important, but 
the compliance work for businesses cannot end there.

Under CCPA, the term “sell” is defined as making data available "for monetary or other valuable 
consideration." As of September 2022, Sephora is the first company to be fined under CCPA after 
failing to tell its customers they were selling their data, and not respecting opt-out requests. The 
company is required to pay $1.2m in penalties and is under an injunction to report back annually on 
errors processing opt-outs and steps taken to fix those errors. 

Consent Management is More Than Just 
Cookie Consent
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Consent Management Does Not Complete 
Privacy Compliance

The good news: CMP gives you some control over your data which you wouldn't have otherwise. 
The bad news: CMP is not enough on its own. If you are running programmatic retargeting 
campaigns, a CMP does not cover the minimum requirements.

When an auditing or enforcing entity examines your company’s digital properties, they will care 
about the end result, which is your ability to either comply or not. Ensure that your CMP investment 
is functioning properly and that signals are passed properly beyond your website.



3 Challenges to Be Aware of When 
Managing Your CMP
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CMP Signal Failure
37% of CMP signal routinely fail. When a 
user opts in/out, consent signals are sent 
to the CMP, which then dictates how that 
information is used moving forward. However, 
these consent signals fail over one-third of 
the time. 

These technical mistakes have implications 
beyond your own business. If a consent signal 
fails when your user opts out of cookies and 
third-party tracking, your CMP won’t log this 
action. This means you will transmit that 
personal information to your data partners 
without permission, and leave you open to 
third party skimming, putting your brand at 
risk.

Flawed Integration 
From Your CMP to 
Ad Serving Partners

One of the lesser understood challenges is 
the transmission of data from the CMP into 
the advertising ecosystem. Even if your data 
is collected accurately and stored in your 
CMP, there is additional risk when that data 
leaves the safety of your internal systems 
and is used in offsite programmatic 
advertising.  

Interest based advertising (IBA) is 
dependent on the signals provided to deliver 
targeted advertising. If the signal from your 
CMP breaks as it’s transmitted to your 
demand-side platform (DSP) or supply-side 
platform (SSP) during ad delivery, visitors 
who have opted-out, can be incorrectly
shown a retargeted ad. On the flip side, a 
user that has consented to targeted 
advertising might not be served an ad, which 
is a missed opportunity. 

Advertisers and publishers are accountable 
for ensuring that these signals stay intact, 
even if breakdowns are unintentional – 
which can be challenging given the vast 
number of technologies, auctions, and 
network requests that are required during 
the ad delivery process. 

Lack of Time and/or 
Expertise
CMPs often leave clients to design what 
users see when they visit a website. 
Businesses often cloud opt out buttons on 
cookie banners to make opting-out less 
obvious. This is called a dark pattern. 
Because they’re purposefully deceptive, it is 
a practice in direct conflict with the CCPA, 
and using them also puts you in the firing 
line of the FTC.

Users are also given too many choices that 
degrade their experience, leading to high opt 
out and abandonment rates, but too few 
choices limit the ability to legally process 
without clear consent. Without the right 
internal guidance, these mistakes can be 
problematic.



Next Steps: Audit Your Data Sharing 
Practices at 4 Vulnerable Checkpoints
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Verify Consent
Verify your CMP is handling opt-out and opt-in requests properly.

It’s typically difficult to know if your CMP is receiving/sending signals correctly, 
and therefore consumers often know before you do. This can lead to damaged 
relationships and loss of customers, affecting your brand image and bottom line.

Verify Collection
Monitor on-page data leakage

This activity is hard to detect, because without a tool like Boltive Privacy Guard™ , 
you can't keep track of how your data “hops” down the line. Our tool maximizes 
lawful collection so you can keep your consumer data as safe as possible and 
reduce the risk of errors that need fixing in the future.

Verify Vendors
Highlight vulnerabilities.

Under the CPRA, you must regularly audit data partners for unknown data leaks 
and malicious practices. This means you are responsible for how others use the 
data you’ve collected after it has left your internal systems. Business can no longer 
turn a blind eye, or rely on contract clauses, to distance themselves from the bad 
practices of partners.  

Verify Targeting
Detect mishandled retargeting.

Retargeting consumers who have opted out is a big no-no. Incorrectly sharing 
their data to a partner who then targets them with ads is an even bigger 
problem under the CCPA and new regulations. 
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If the thought of potential regulatory action and a huge fine isn’t enough to push 
data protection to the top of your priority list, perhaps the thought of regularly 
losing business and damaging your reputation will be. 

Often, consumers know before you do that their data is being used without their 
permission and, according to the 2022 Adobe Trust Report, 69% of them will 
stop buying from you.

You need a solution that does not simply tally privacy risks without mechanisms 
for remediation. Boltive Privacy Guard is the only solution on the market to audit 
your set up and alert you to third parties that aren't compliant with expected 
regulations. 

Boltive puts the power back in your hands. 
Learn more: 
www.boltive.com
hello@boltive.com

The Value in Complying with Regulations
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