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Abstract

As the use of data and artificial intelligence systems becomes crucial to core services and business, it increasingly demands
a multi-stakeholder and complex governance approach. The Information Commissioner’s Office’s ‘Guidance on the Al
auditing framework: Draft guidance for consultation’ is a move forward in Al governance. The aim of this initiative is
toward producing guidance that encompasses both technical (e.g. system impact assessments) and non-engineering (e.g.
human oversight) components to governance and represents a significant milestone in the movement towards standardising
Al governance. This paper will summarise and critically evaluate the ICO effort and try to anticipate future debates and
present some general recommendations.
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1 Introduction

As the documentary Social Dilemma [1] has been recently
shown, the use of data by artificial intelligence (AI) systems
can have nefarious effects and these effects are increasing
at the forefront of the public mind. In the ‘age of the algo-
rithm’ [2], the decisions that affect the daily lives of the
people are being made not by humans, but by mathematical
models that instead of bringing greater fairness—for exam-
ple, by being transparent and eliminating bias—are often
opaque, unregulated, and incontestable. These ‘weapons of
math destruction’ [3] need to be curtailed and the efforts of
the Information Commissioner’s Office (ICO) is to orient an
ethical use of Al

The ICO publications are part of a growing literature
concerning the governance of Al systems. Broadly, we can
interpret the literature as addressing technical (e.g. system
impact assessments) and non-technical (e.g. human over-
sight) components to governance [4]. The ICO’s work leads
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this conversation by producing guidance that encompasses
both components and represents a significant milestone in
the movement towards standardising Al governance struc-
tures. It has sparked and stimulated a critical debate and is
also likely to inform future legalisation in this area.

In addition to the authority and influence of the ICO,
it is well placed given its standardisation of Data Protec-
tion Impact Assessments (DPIA) [5]. Indeed, in the longer
term, we anticipate that that DPIA and the Al auditing and
impact assessments will be integrated. The guidance seeks
to provide “a solid methodology to audit Al applications
and ensure they process personal data fairly, lawfully and
transparently” [6, p. 5];

It is aimed at those concerned with compliance and to
technology specialists, with risk evaluated in terms of rights
and freedoms. The guidance is not a statutory code and is to
be read as complementing existing ICO resources.

It is structured according to four questions, as summa-
rised below:

e Part 1: What are the accountability and governance
implications of AI?
This draws upon the accountability principle, which
is the responsibility to comply with the data protection
principles and for demonstrating that compliance.
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e Part 2: What do we need to do to ensure lawfulness, fair-
ness, and transparency in Al systems?

Where discussion is presented regarding the lawful
bases for processing personal data in Al systems, assess-
ing and improving Al system performance and mitigating
potential discrimination to ensure fair processing.

e Part 3: How should we assess security and data minimi-
sation in AI?

Here, assessing security risks and compliance with the
data minimisation principle (identifying the minimum
amount of personal data needed to fulfil purpose, and to
only process that information, and no more) is explored.

e Part 4: How do we enable individual rights in our Al
systems?

Understanding when and how individual rights apply
to processed data and implementing effective mecha-
nisms for individuals to exercise those rights.

Welcoming the ICO’s innovative, pertinent and cru-
cial intervention, in this paper, we summarize each of
these sections and offer recommendations in each part.
We conclude with our general suggestion of what we
believe will be the fulcrum of future debate.

2 Section summaries and recommendations

2.1 1CO Guidance

The ICO’s seeks to provide ‘a solid methodology to audit Al
applications and ensure they process personal data fairly [6].
It comprises auditing tools and procedures that the ICO will
use in its own audits and investigations, including indica-
tive risk and control measures. The two principal audiences
are: (i) those with a compliance focus like Data Protection
Officers (DPOs), general counsel, risk managers and the
ICO’s own auditors; and (ii) technology specialists, such as
machine learning developers and data scientists, software
developers/engineers, and cybersecurity and IT risk manag-
ers. Risks are stated in terms of impact on rights and free-
doms and measures are thereby offered to mitigate risks that
Al systems may present within this value framework. Non-
technical responsibilities are to structure governance meas-
ures, while technical responsibilities concern the ‘controller’
for the processing. It is clearly stated that the guidance is not
a statutory code and is to be read as complementing existing
ICO resources. The most relevant UK legislation is identi-
fied as the UK Data Protection Act 2018, and internationally,
it is the General Data Protection Regulation ((EU) 2016/679
(General Data Protection Regulation) 2016).

Introducing an executive summary, and a glossary to
compile many technical terms (e.g. privacy, fairness, etc.)
outlined across the text would greatly clarify and standard-
ize the discussion. Some disambiguation may also be needed
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(e.g. accuracy—statistical accuracy or accuracy principle).
A thoroughly example of a glossary though can be found in
the European Commission’s ‘Ethics Guidelines for Trust-
worthy AI’ [7]. Additionally, the ‘risk-based approach’ [6, p.
9] also requires clarity; here, ‘decision-makers’ are referred
to in terms of ‘reconsidering risk appetite’. However, there is
no note on who ‘decision-makers’ should be or specification
of their duties. A mapping of duties and risks to responsi-
bilities/roles could clarify this issue. Finally, it is stated that
freedom of information is not considered in the guidance [6,
p. 10]; elsewhere in the guidance, it notes various issues to
do with ‘rights’, such as in the context of explainability or
proprietary issues, which fall firmly under the umbrella of
freedom of information. Clarifying the scope of the guidance
would help in this case.

2.2 What are the accountability and governance
implications of Al?

According to the guidance, accountability comprises: (i)
compliance responsibility; (ii) assessment and mitigation of
risks; and (iii) demonstrability of compliance and choices.
Compliance responsibility cannot be delegated to data sci-
entists, rather it is for the senior management to ensure this.
Importantly, governance and risk management capabilities
should be proportionate to the use of Al. The ICO is devel-
oping a general accountability toolkit, which can be built
upon an approach to Al accountability.
Accessing risk involves:

i determining how to undertake DPIAs for Al systems.

ii identifying whether one is a ‘controller’ or ‘processor’
(The guidance does not offer a clear definition of these
terms, however, in the context of DPIA, the ICO cites
the definitions from GDPR: ‘controller’ means the nat-
ural or legal person, public authority, agency or other
body which, alone or jointly with others, determines
the purposes and means of the processing of personal
data. ‘Processor’ means a natural or legal person, public
authority, agency or other body which processes per-
sonal data on behalf of the controller GDPR Regulation
(EU) 2016/679 (General Data Protection Regulation) (n
9)).

iii assessment of risk to rights and freedoms of individuals
in design and deployment.

iv method of demonstrating approach taken.

The guidance suggests that ‘algorithm impact assess-
ments’ can be undertaken in a combination with DPIAs. It is
suggested two versions of an assessment can be maintained:
(i) a thorough technical description for specialists; and (ii)
more high-level description of the processing, explaining
how the outputs impact on individuals for broader readership
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[6 p. 17]. Here, integration with data stewardship literature
would have been useful [6, p.21], by drawing parallels and
identifying differences with respect to controller/processor
relationships in data protection. Furthermore, we recom-
mend having a few worked-out reports or templates to help
gauge the minimum requirements needed for both reports.

Necessity for processing is assessed to show that pur-
poses could not be served in a less intrusive way, like in
the DPIA case where demonstration of proportionality is
required. Indeed, we welcome this emphasis on proportion-
ality, drawing on lessons from DPIA, which we believe is
crucial to ensuring that risk mitigation does not diminish
benefits [8]. A score or level should be assigned to each
risk measured against likelihood and severity of impact on
individuals. Additional mitigating measures can be included
along organisational measures already in place (e.g. train-
ing). The DPIA should conclude by noting:

i additional measures planned.

ii  whether identified risk has been eliminated, reduced, or
accepted.

iii overall level of ‘residual risk’ after measures.

iv whether the ICO needs to be consulted.

The document should be considered ‘live’ and thereby
open to updates. Responsibilities are nuanced and special
provision should be made where there are providers of Al
development tools and Al prediction services. Also, respon-
sibilities with respect to procuring Al models for local
deployment must be cognisant that compliance with data
protection law remains with the procuring organisation.

We welcome the clear three-step accountability frame-
work, namely allocation of responsibility, risk assessment
and mitigation, and demonstration of compliance, which
provides an overarching framework; however, our reading of
the guidance is such that fundamental data protection prin-
ciples are paramount. Al and its trade-offs and competing
interesting are secondary [6, p. 12, 14] — we recommend
including more on how these data protection principles can
be translated and where appropriate expanded in the context
of Al

A more general concern we have is what should be
assessed in the DPIA. We note that the guidance expresses
that considerations are best served if undertaken at the earli-
est stages of project development [6, p. 16]. The crucial ones
regard: (i) "the intended outcomes for individuals or wider
society, as well as for you"; and (ii) "an explanation of any
relevant variation or margins of error in the performance of
the system which may affect the fairness of the personal data
processing". In relation to (i) having clear foresight at the
earliest stages, before knowing the underlying aspects of the
model and the actual environment and feedback from users,
may make the technical assessment harder. Concerning, (ii),

without having first processed the data by building a few
models and trying different modelling pipelines, any dis-
cussion about margins of error in the model’s performance
would be technically challenging.

Management of Al-related trade-offs:

The guidance identifies several Al trade-offs. These are:

i Privacy vs statistical accuracy (here is important to men-
tion that the term ‘accuracy’ refers to the accuracy prin-
ciple of data protection law; and ‘statistical accuracy’
refers to the accuracy of an Al system itself).

ii  Statistical accuracy vs discrimination.

iii Explainability vs statistical accuracy.

iv  Privacy vs explainability.

With respect to (iii), it is noted that ‘black box’ mod-
els should only be used if: (i) thorough consideration of
potential impacts and risk evaluation in advance has been
conducted; and (ii) the system includes supplemental inter-
pretability tools that provide domain-appropriate levels of
explainability. Moreover, with respect to (iv), the risk of
exposure of personal data, and commercial security (reveal-
ing of proprietary information) with respect to explainabil-
ity is also explored: here, the guidance states strongly that
their own ‘research and stakeholder engagement’ indicates
that this risk is quite low and that data protection compli-
ance cannot be ‘traded away’. But the law can be restrictive,
unclear and even paradoxical concerning when the expla-
nation right can be triggered and to what extent computer
scientists should be able to design explainable responses [9].

In general, trade-offs should be managed by first identi-
fying them and then considering technical means, lines of
accountability, and regular reviews to monitor and control
the trade-offs. Documentation should be made available
regarding the methodology for identifying and assessing
the trade-offs, the Nuffield Foundation prepared a set of
examples of practical guides to mediate trade-offs in using
Al systems, mitigating the negative societal implications of
algorithms, data, and AI [10].

Indeed, such trade-off analysis is likely to be become a
critical and vibrant area of academic, policy, and law activ-
ity. Trade-off analysis is inherently practical, as such the
principal dimensions of analysis will be related to sector
specific and use-case specificity. Facial recognition can be
taken as an example of this, where fairness (i.e. how the sys-
tem performs with respect to varying demographics — such
as race and gender) may require a trade-off with the ethical
concern of privacy (i.e. the anonymisation of demographic
data). Here, the logic would be that to track the performance
in terms of potential negative biases across demographics, a
more ‘invasive’ (with respect to privacy) approach may be
appropriate. Similar trade-off can be explored when compar-
ing, for example, fairness and system accuracy, etc.
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Crucially, as noted above, the practical nature of these
problems — insofar as they are not theoretical but very much
emended in the world with real-world consequences to peo-
ple — means that best practice is likely to emerge through
experience. Notwithstanding this, the argument is not being
made that systems should simply be deployed and then retro-
spectively lessons are to be learned due to the harms, rather
the argument is that specificity of sectors and use-cases will
necessarily evolve nuances in trade-off analysis that any
trade-off schematic could demarcate.

One way in which the trade-offs can be communicated
is through visualisation where choices can be plotted on
a graph. The guidance notes that this can reveal the ‘pro-
duction-possibility frontier’ that may help decision-makers
‘understand how system design decisions may impact the
balance between different values’. In addition to commu-
nication strategies, there are mathematical approaches to
minimisation of trade-offs, like Constrained Optimisation
and Differential Privacy; however, the guide then asserts
that ‘it can be hard to meaningfully put them into practice’
[6, p. 34].

More clarification is needed regarding how a non-math-
ematical/engineering intervention might ensure certain
parameters are respected and/or trade-offs assessed. The
guidance could clarify this point. Moreover, within this con-
text of assessing trade-offs, we found the analysed example
on p. 31 unclear. The X and Y axes present numbers that
could be difficult to technically calculate, and the charts
could be described further.

We believe that good governance of Al systems will
require new skill sets and interdisciplinary expertise, as
such the call for upskilling and diversity is commendable.
However, we note that this may be challenging in a start-up
or small-to-medium enterprise — SME environment [6, p.
13]. One suggestion might be to have data scientists and
other stakeholders accredited (e.g. Royal Statistical Society
accreditation [11]) or associated to a trade/professional asso-
ciation like medical doctors and lawyers in some countries.

2.3 What do we need to do to ensure lawfulness,
fairness, and transparency in Al systems?

Three key concepts are introduced and explored in this sec-
tion: lawfulness, fairness and transparency. In the main text,
these concepts are defined as:

e Lawfulness — defined in terms of a requirement to ‘iden-
tifying the purpose of a system and how this relates to
law’.

e Fairness — defined in terms of the requirement to avoid
‘discrimination and consideration of the impact of indi-

viduals’ reasonable expectations.
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e Contrastingly, while the importance of Transparency is
asserted, it is not immediately defined [6, p. 36].

Lawfulness

With respect to lawfulness, before data processing is per-
formed, it is crucial to know which laws may be applicable
depending on the context—e.g. specific laws for recruitment,
financial services, etc. The decision should be documented,
lawful bases cannot be swapped later (without good reason)
and lawful basis should also be included in privacy notices.
Also, processing of special categories requires both a lawful
basis and an additional condition for processing.

It also distinguishes the purposes between Al develop-
ment and deployment. This is applied to cases where a sys-
tem was trained for a specific purpose but then deployed in
a different context or repurposed. This is more acute when a
system is implemented by a third party, and when processing
is undertaken for a different purpose than the one in mind
when designed.

We welcome the recommendation that legality be evalu-
ated before and at the start of the development—this will
map the legal framework for developers to be cognizant of
when they engineer and, thus move more into a legal/ethical-
by-design approach. Further, by distinguishing (in terms of
legality) development and deployment, the benefit had is
research and can be more flexible (typically conducted in the
development phase), whereas impact, i.e. deployment, can
be more concrete in terms of the mitigation of harms. This
way, while risk is mitigated, research and innovation will
not be stifled. The European Commission’s White Paper on
Artificial Intelligence reflects this balance by calling for an
ecosystem of excellence and innovation that is trustworthy
and safe [12].

The guideline then outlines some Al-related considera-
tions for each of the GDPR’s lawful bases, noting:

i Consent—freely given, unambiguous, and able to with-
draw (See, GDPR see Articles 4(11), 6(1)(a) 7, 8, 9(2)
(a) and Recitals 32, 38, 40, 42, 43, 171).

it Performance of a contract—using Al is objectively nec-
essary to deliver a contractual service.

iii Legal obligation, Public task or Vital interests—such
as for detection of a crime, public interest exercised by
public authority or emergency diagnosis of patients’
unable of providing consent.

iv Legitimate interests—requires identification of a legiti-
mate interest (the ‘purpose test’); showing the process-
ing is necessary to achieve it (the ‘necessity test’); and,
balancing against the individual’s interests, rights and
freedoms (the ‘balancing test’).

v Automated decision-making (including profiling )—con-
sideration of the impact of Article 22 of the GDPR.
Requires necessity, legal authorisation and explicit con-
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sent, and that individuals are given information about
the processing, establishing mechanisms of human inter-
vention or challenging of a decision and carrying out
regular checks.

Regarding statistical accuracy, it is noted that an Al sys-
tem need not be 100% statistically accurate to comply with
the accuracy principle. Rather, alternative measures should
be used to assess how good a system is. The guidance briefly
discusses ‘false positive/type I error’ and ‘false negative/
type II error’ and argues that a balance needs to be struck
between these two sources of errors. Key takeaways are that
those responsible are adequately trained, that prediction is
clearly labelled as inferences and is not claimed to be fac-
tual, and that reasonable expectations are managed.

Within the context of the statistical accuracy measures
mentioned [6, p. 48], we recommend that the guidance
should go beyond metrics only applicable for classification
problems, and could include notes related to common prac-
tice used to reliably estimate ’statistical accuracy’, such as
cross-validation or covariance-penalty methods. We also
point that there is an inconsistent statement [6, p. 39]. The
guidance states that ‘even if it is appropriate ground for the
use of the system, this may not be an appropriate ground
for processing personal data to train an Al system’. Some
clarification may be needed, because it is hard to develop
a statistically accurate Al system without having to train it
first, mainly if it is ML-based [13].

Fairness (bias and discrimination)

Within the UK context, the key legislation around anti-
discrimination, is the UK Equality Act 2010 that sits along-
side data protection law, applies to a wide range of organi-
sations and gives individuals protection from direct and
indirect discrimination, whether generated by a human or
an automated decision-making. There are several reasons
why an Al system may lead to discrimination, like when
building models based on imbalanced training data or when
training data reflect past discrimination. But demonstrating
that an Al system is not unlawfully discriminatory under the
EA2010 is a complex task, and is a separate and additional
obligation relating to discrimination under data protection
law. The ICO guidelines outline technical means to mitigate
such discrimination, relating only to data protection law:

i Anti-classification—fairness through exclusion of pro-
tected characteristics when making a classification or
prediction [14, p. 25].

it Qutcome/error parity—fairness through monitoring how
members of protected groups are treated comparatively
by a model.

iii Equal calibration—fairness through ensuring equal cali-
bration between model prediction and the actual likeli-
hood of the event happening.

The guidance explores processing ‘special category
data’, including race, religion or belief, and sexual orien-
tation, to assess and address discrimination in Al systems.
In cases where protected characteristics are used to assess
and improve potentially discriminatory Al, the following
should be considered: (i) whether the new purpose is com-
patible with the original purpose; and (ii) how new data
can be obtained (e.g. issues of consent). Finally, the guid-
ance asserts that profiling with the ‘intention of inferring
special category data’ should be dealt with as a ‘special
category data irrespective of whether the inferences are
incorrect’ [6, p. 60].

This surveying of a number of technical approaches to
fairness is commended because it is likely that bias and
the mitigation of it, will require significant engineering
interventions, rather than solely legalistic and broader gov-
ernance [17]. However, an additional supplement examin-
ing ’Proxy variables’ [6, p. 54], which is cursorily raised,
would be particularly helpful [18], along with more guid-
ance and further references on ‘concept drift’ [6, p. 17, 18,
49], given the importance these topics.

More concretely, clarification is needed over technical
explanations on bias and discrimination. The guidance
discusses measures to assess (e.g. statistical parity) and
mitigate bias (e.g. anti-classification), but later it informs
the reader that such metrics conflict with one another [6,
p. 55, 56]. The guidance could ‘rank’ these or provide
best practices and current legislation that back some of
the metrics sectors, like 4/5 rule in recruitment [19-21].
Another way to present these forms would be to refer-
ence academic papers and technical reports where meth-
odologies are outlined, and clear guidance is provided on
how to implement these different methodologies [22]. For
instance, the incompatibility problem of fairness defini-
tions is a well-documented issue, so an outline followed
by a reference list may have been a simpler manner to deal
with this issue [23].

Transparency

Building upon a discussion of special category data and
discrimination, the guidance explores mitigation of such
risks. The overarching theme here is the need for transpar-
ency, which is that the purposes ‘intention’ [6, p. 60] is made
clear with respect to why the system is being developed and
deployed [24]. This should be done right from the beginning
(design phase), with clear policies and good practice regard-
ing procurement and lawful processing of data, including
robust testing of any anti-discriminatory measures and moni-
toring of performance, and with senior management being
responsible for signing off the chosen approach. The guid-
ance does not provide a full section on the topic of transpar-
ency, as done for lawfulness and bias and discrimination. It
may be beneficial to develop this topic in future updates of
the guidance.
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2.4 How should we assess security and data
minimisation in AI?

Two security risks that Al can increase are:

i Data—loss or misuse of the large amounts of personal
data (unauthorised or unlawful processing, accidental
loss, destruction or damage).

ii  Software—potential for software vulnerabilities intro-
duced as a result of the introduction of new Al-related
code and infrastructure.

In this vein, the security requirements are not one size-
fits-all but should be directed by specific risks. Context is
crucial. Security in Al differs from ‘traditional’ technolo-
gies depending on:

i the way the technology is built and deployed.

ii the complexity of the organisation deploying the system.

iii the strength and maturity of the existing risk manage-
ment capabilities.

iv the nature, scope, context and purposes of the process-

ing.

Actions to be taken include recording and documenting
personal data migration (auditing), deleting when the data
are no longer needed, applying privacy-enhancing tech-
nologies (PETs), and incorporating appropriate security
measures when sharing data. Furthermore, mitigation of
security risks associated with third-party code by sepa-
rating, where possible, the ML development environment
from the rest of the IT infrastructure; this can be achieved
by ‘virtual machines’ or ‘containers’ or by deploying cod-
ing languages and libraries that are more ‘secure’.

The guidance identifies the following types of privacy
attacks: (1) model inversion attacks; (ii) membership infer-
ence attacks; (iii) black-box and white-box attacks; and
(iv) ‘invading’ models that include training data by design.
In response to these, the following needs to be noted:

i Personal data—assessing whether the training data con-
tains identifiable personal data.

i Skills—staying up to date with the state of the art in both
methods of attack and mitigation.

iii Overfitting—addressing cases where a model pays too
much attention to the details of the training data, effec-
tively almost remembering examples from the training
data rather than just the general patterns.

iv APIs—Application Programming Interface (API) would
ensure system is not be subject to white-box attacks
because the API’s users would not have direct access to
the model itself.
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v Procurement—procurement policy should have enough
information sharing between each party to perform
respective assessments as necessary.

vi Defence strategies—robustness methods need to be put in
place to protect systems against adversarial cases, where
examples are fed into a model to create misclassifica-
tion and pose risk to rights and freedoms (e.g. facial
recognition systems). Real-time monitoring techniques
(e.g. rate-limiting) are feasible forms to mitigate security
risks.

Implementing these suggestions [6, p. 74] may demand
a substantial effort to ensure that the personal data used to
train a model are not exposed to a client. This may be harder
to implement for bigger companies, and possibly for start-
ups and SMEs with small support and teams, resulting in the
stifling of innovation in smaller-scale ventures.

Data minimisation and privacy-preserving techniques
available for Supervised Learning ML systems

The minimum amount of personal data needed to ful-
fil purpose should be identified, and ‘to only process that
information, and no more’ (for relevant provisions in the
legislation see, Article 5(1)(c) and Recital 39, and Article
16 (right to rectification) and Article 17 (right to erasure) of
the GDPR). This means that the first step is to understand
and map out all the processes in which personal data may
be used, including differentiation between the training phase
and the inference phase. There is sound technical guidance
on how to perform data minimisation in the context of Al
systems [25, 26]. We suggest some clarification on this point
since the guidance hints that these steps should take place
before running some experiments internally [6, p. 77]. With-
out such knowledge on which features to use and data points
to consider, it is going to be challenging to diagnose which
parts of the dataset can be excluded.

Minimisation of personal data in the training stage
involves:

i Using a variety of standard feature selection methods to
decide useful attributes for modelling.

ii  Privacy-enhancing methods like perturbation, adding
‘noise’ and federated learning.

iii Differential privacy is mentioned but noted as being
challenging to meaningfully implement.

There are several instances [6, p. 73-74, 88—89, 91]
where the guidance mentions the deployment of models that
include training data by design (e.g. SVMs, KNNG, etc.). As
it stands, it could be harder to use these when compared to
ones that are only ’parameter-based’ (e.g. Neural Networks,
Random Forest) [27, 28]. A clear guidance concerning the
limitations of these might be welcome given the ongoing
scientific effort to research such models.
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Minimisation of personal data in the inference stage
includes:

i Converting personal data into less ‘human readable’ for-
mats.

ii Making inferences locally.

iii Privacy-preserving query approaches.

Finally, anonymisation is considered and data protection
law still applied, however, contrastingly ‘anonymous infor-
mation’ is no longer personal data; hence, data protection
law does not apply to it.

From this section, we welcome that the guidance notes
that Al introduces its own risks. As the guidance draws
heavily on data protection provisions, there is a risk that
the particular risk introduced by Al systems is overlooked.
The emphasis on how Al systems introduce new problems
is critical [29, 30].

2.5 How do we enable individual rights in our Al
systems?

As personal data are contained in the training data and, in
some situations, in the model itself or as an inference from
it, the individual rights of information, access, rectification,
erasure, and to restriction of processing, data portability,
objecting, are applicable at different stages of the Al life-
cycle. Following are described ways that personal data are
contained in models and procedures to mitigate risks:

i Bydesign (e.g. SVMs)-models should be implemented
in ways that allows for identification and easy retrieval
of such personal data.

ii Accident (e.g. leaking)—a regular and proactive evalu-
ation of the possibility of personal data being inferred
from models should be followed.

Individual rights relating to solely automated decisions
with legal or similar effect can be enabled by including the
right to (i) obtain human intervention; (ii) express their point
of view; and (iii) contest decisions and obtain explanations.
These safeguards cannot be token gestures; for a system to
qualify as not solely automated meaningful human interven-
tion is required in every decision. However, it is the case that
errors may not be easy for a human oversight to identify,
understand and fix.

When recourse is sought, the overturning of a decision
may be as a result of (i) an outlier case, where the circum-
stances are substantially different from those considered in
the training data, or (ii) the underlying design assumption
are not fit for purpose. Key steps in facilitating meaningful
human review are (i) considering it in the design phase, like
interpretability requirements and user-interface design; and

(ii) providing appropriate training and support for human
reviewers. The emphasis on the importance of human over-
sight aligns the guidance with broader calls within the lit-
erature for human-centric AI [31].

However, individuals have a right to meaningful informa-
tion about decision-making, and there may be cases where
the system is too complex to explain and thereby contest
[32]. To avoid this, and to maintain human oversight, auxil-
iary systems can be used as decision-support to aid human
decision-makers. This contrasts with ‘automated decision-
making’, where the systems make decisions automatically.
The guidance notes that there is a GDPR constraint restrict-
ing fully automated decisions to a limited lawful basis, while
there is a broader scope when systems are used to support
decisions.

Importantly, human overview must be active and partici-
patory, i.e. it cannot be a ‘rubber-stamping’ exercise—indeed
the regularity of agreement should be monitored. We wel-
come this discussion of how a system with human oversight
can become effectively solely automated when the human-
in-the-loop becomes simply a rubber-stamping exercise. To
our knowledge, this is a risk that is not well explored in
the literature [33]. More generally, the guidance notes that
controls should be in place to keep risks within targets, with
processes to swiftly assess compliance and take actions.

Additional risk factors in Al systems

i Automation bias—routine reliance on output generated by
a decision-support system (effectively rubber-stamping).
This risk can be mitigated by training and monitoring of
human oversight and design choices (for an acute exam-
ple of this danger see [34].

ii  Lack of interpretability—difficult for human reviewer to
interpret the decisions being automatically made. Distin-
guishing solely from non-solely automated Al systems
will require senior management review and sign-off.
This risk can be mitigated by considering interpretabil-
ity from the design phase and ensuring human review.
More specifically, this involves predicting how outputs
change if given different inputs, identifying the most
important inputs contributing to outputs, and identify-
ing when the output may be wrong. There are several
methods addressing low interpretability, such as ‘local’
explanations (e.g. Local Interpretable Model-agnostic
Explanation), providing an explanation of a specific
output rather than the model, and ascribing confidence
scores.

Regarding the lack of interpretability, there is the concern
about how far an input needs to be explained [6, p. 100-102].
If an input of a model is the prediction coming from another
Al system (like using multiple Al experts’ for a diagnosis or
credit checking), should we just provide a general overview

@ Springer



308

Al and Ethics (2021) 1:301-310

on how it is computed and refer to the technical document
about it, or do a thorough presentation of it in the docu-
mentation? If there are multiples of it, and they themselves
are composed of other predictions, could this high opacity
constitute an offense to the right of explanation?

Staff training for human overview should cover:

i how an Al system works and its limitations.

ii anticipating when a system may be misleading or wrong
and why.

iii fostering scepticism towards the system’s outputs [35]

iv understanding of how their own expertise should com-
plement the system.

v meaningful explanations for either rejecting or accepting
the Al system’s output.

vi how that human reviewers could override the output.

vii model monitoring and training to keep it fit for purpose
and in check.

3 Recommendations and future research

In this paper, we summarised each section of the ICO’s guid-
ance and offered critical comments and recommendations
specific to each section, in short, our general recommenda-
tions are:

i Data and Al: explicit discussion of the relationship
between data protection and the relevant regulatory/
standards associated with it and how this translates into
auditing of Al systems, i.e. whether the data protection
framework is merely applied to Al systems or whether
it needs to be adapted/amended. The GDPR framework
of rights is transferred to Al impact—the concern with
this is that it is unclear whether such a framework is
necessarily suitable, i.e. do data protection rights and Al
impact-related rights parallel one another? An assess-
ment of this would improve the guidance greatly.

ii  Case studies: templates to help DPOs, and others who
have auditing responsibilities to better complete their
reporting would be beneficial, this could be achieved
by discussion through an open forum for relevant stake-
holders helping to build up a good practices repository.

ili Risks of other machine learning systems: in addition
to the focused guidance on Supervised Learning [27,
p. 50], further guidance would be welcome about the
unique issues and risks presented in other forms of ML,
like Reinforcement [36] and Unsupervised learning [37].

iv Regression and Forecasting: beyond addressing the
classification problems, the guidance should discuss the
metrics and methods used when an Al system is used to
tackle a Regression or a Forecasting problem.

@ Springer

v Target audience: should be better specified (Data Scien-
tists, DPOs, etc.) or a framework could be created where
each group is targeted within a structure that integrates
their respective duties.

Notwithstanding, we believe the following will become
areas of future research:

i Legal Status of Algorithms: we anticipate that the legal
status of algorithms will increase in important over the
coming years. The guidance is indicative of this emerg-
ing debate and its importance, insofar as it distinguishes
between responsibilities and obligations of those devel-
oping and deploying AI. Themes, such as the nature of
legal culpability and even questions of agency and per-
sonhood, will be debatable [38].

ii  Sector-specific Standards: we anticipate that best prac-
tice and particularities of sectors will emerge within the
literature and wider calls for Al auditing. Metrics and
risk assessments will likely be context-dependent and
develop auditing frameworks that are path-dependent
upon specific sectors.

iii Integration of data protection and Al as noted in this
paper, the ICO’s guidance draws heavily from data
protection measures and frameworks. It is likely that
the relationship between data protection and Al ethics
will emerge as a contentious issue within the literature.
This is because privacy and fairness can be thought of
as in direct conflict with one another [39] and there-
fore demand an integration of data protection and Al
impact assessments through a framework of priorities,
not by conforming Al to data protection provisions but
by implementing a negotiated approach that recognizes
the fundamental tension between these two values.

Finally, given that the academic research, regulatory
approach, and industry best practice, with respect to the
auditing of Al is a nascent area, we believe that the tracking
of and comparison of various jurisdictions would be useful.
In this article, we have primarily drawn upon the UK context
and secondarily upon activity in the European Commission,
however, the seemingly ubiquitous adoption of algorithmic
systems has resulted in a vibrant debate regarding appro-
priate mitigation with respect to potential harms in many
jurisdictions. Within both the national (UK) and interna-
tional context, we have witnessed a movement away from
abstract statements of ethical and governance principles [40]
to more detailed frameworks and practical guides [41]—the
quest to achieve trustworthy Al [7] has matured to the point
where appropriate governance [42], regulation [12], impact
assessment [4] and auditability standards are being proposed
and formulated.
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Outside of the EU and UK, the Canadian context is
particularly active and relatively mature [43]. Indeed, the
Canadian Government has published an AI Impact Assess-
ment Toolkit, which offers a systematised approach to Al
Auditing through a question flow chart [44]. Although not as
advanced as their Canadian counterparts, the United States
Congress is similarly debating a proposed °‘Algorithmic
Accountability Act of 2019’ (116th Congress (2019-2020)
[45], and the Australian government’s research and survey
mention Al Audit within discussions of Australia’s Al ethics
framework [46].

Indeed, it is clear that satisfaction of a particular stand-
ard—e.g. certification, auditability, etc.—will become man-
datory (see both international [12] and national signalling
by regulatory and standard bodies [47]). As noted above, in
this respect, we anticipate that standards will be both general
and sector-specific, where the former encompasses dimen-
sions, such as privacy, explainability, safety and fairness,
and these will be set by institutions and bodies with broader
remits (for example, see the German Data Ethics Commis-
sions ‘risk-levels’ approach [48]); and the latter will address
idiosyncrasies of application (e.g. the UK’s Financial Con-
duct Authority will lead standards of Al systems in financial
services) [49], see also the Bank of France’s review docu-
ment of AI Governance in the Financial Sector [50]).

4 Conclusion

The ICO guidance here examined in detail is important when
Al involves the use of personal data, and therefore it falls
inside the remit of data protection law. Very often, Al uses
or creates personal data, for instance, when vast amounts of
personal data are used to train and test Al models, and upon
deployment, when these data are fed through the model to
make decisions about individuals, that even if they are only
prediction or inferences are themselves personal data.

Besides that, there is an explicit discussion of the rela-
tionship between data protection and how it translates into
auditing of Al systems. There is a pressing need for case
studies to serve as templates development produced through
discussion in an open forum for relevant stakeholders. Not
only supervised learning present risks, other machine learn-
ing systems bring similar and different problems, so there
is a need for additional guidance to the deployment of such
tools.

And regression and forecasting techniques need to be bet-
ter assessed in terms of metrics and methods used to ana-
lyse potential problems. And target audience need to have a
better specification (Data Scientists, DPOs, consumers, or
whomever they are) or a framework should be created where
each group is targeted within a structure that integrates their
respective duties.
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