
E-CYCLE 
PRIVACY POLICY 

 
E-Cycle has no interest in profiting from users' data; E-Cycle strictly follows the Google 
and Apple Privacy requirements. Please read our privacy policy below: 
 

- We understand and respect your choice to keep your personal information 
private. We make it a priority to protect your privacy in all of your interactions 
with us, including when you use the E-Cycle - Web3 Ride2earn Fitness-Fi and 
Social-Fi app ("App"), the E-Cycle official website ("Web"), or our social media 
channels. 

- We may be compelled to acquire your personal information in order to provide 
our services to you. Therefore, this Privacy Policy is meant to explain how we 
will collect and secure your personal information. 

- This Privacy Policy does not apply to third-party products or services, or the 
activities of organizations we do not own or control, including other companies 
you may engage with on or through our services, unless otherwise stated. 

 
1. What types of information are covered by this policy? 

 
Your personal information is protected by our Privacy Policy. "Personal information" is 
data that identifies, relates to, describes, can be used to contact, or could reasonably 
be linked directly or indirectly to you. All personal information received in the course 
of doing business with us is held in strict confidence. 
 
This policy was created in the English language. When a translated version clashes 
with the English version, the English version takes precedence. At any moment, we 
retain the right to make modifications to our Privacy Policy. We recommend that you 
review our Privacy Policy on a frequent basis to ensure that you are aware of any 
changes and how your information may be used. 
 

2. What Personal Information of User Is Collected? 
 
For the purposes of this Privacy Policy, there is no meaningful distinction between the 
terms "personal information" and "personal data". We may collect some or all of the 
following types of personal information: 
 

a. Information that you give us through your dealings with us; 
 

b. Information that we may collect from you; 
 

c. And information that we may receive from you from other third-party sources. 
 
By agreeing to this Privacy Policy, you consent to the fact that you are aware that we 
are collecting your personal information. 
  



3. How personal information is collected? 
 
You may choose not to provide some of the personal information described above. 
Please note, however, that some of our services require some personal information to 
operate, so if you choose not to provide the personal information necessary to operate 
a particular service or feature of that service, you may not be able to use that service 
or feature. 
 

4. Information that you give us 
 
We may collect your personal information directly from our contact with you. This may 
include by you: 
 

a. Completing forms or parts of our website, Social Media, App and/or other 
software and/or mobile applications; 

 
b. Contacting us via email, telephone, through Social Media and other similar 

functions either directly through our website or the App or through third party 
host websites; 

 
c. Contacting us via various marketing channels or competitions either directly 

through our website or the App or through third party host websites, and 
surveys. 

 
Any personal information that you provide to us must be accurate and up to date. We 
will assume this to be the case. 
 

5. Information that we collect about you 
 
Our website, Social Media, App and/or other software and/or mobile applications may 
automatically collect the following information about you each time you visit or 
otherwise use our website, Social Media, App and/or other software and/or mobile 
applications: 
 

a. Technical information including but not limited to the Internet Protocol Address 
used to connect your device to the internet, the internet browser and version 
that you are using when accessing our website, Social Media, App or other 
software and/or mobile applications, any additional plug-ins that you are using, 
and your device's operating system and platform. 

 
b. Technical information including but not limited to the Internet Protocol Address 

used to connect your device to the internet, the internet browser and version 
that you are using when accessing our website, Social Media, App or other 
software and/or mobile applications, any additional plug-ins that you are using, 
and your device's operating system and platform. 

 
 
 
 
 



6. Sensitive Information 
 
Throughout the course of collecting your personal information, we may collect 
sensitive information about you. Sensitive information includes: health information 
about an individual; or genetic information about an individual that is not otherwise 
health information; or biometric information that is to be used for the purpose of 
automated biometric verification or biometric identification; or biometric template. 
 
We will only collect this information with your consent and for reasons that are 
reasonably necessary or otherwise related to the provision of our services. When you 
consent to our collection of your sensitive information, you also consent to us using 
that sensitive information for the purpose/s for which it was collected. 
 

7. How we use your personal information 
 
This may include: 
 

a. Providing our services; 
 

b. Verifying your physical movement and location and issuing EE/EG tokens on 
the basis of this verified data; 

 
c. Investigating and/or preventing suspected fraud or other criminal activities or 

misuse of our services, including the collection and disclosure of user location 
and movement data for purposes in connection with our Machine Learning Anti-
Cheating System, including detailed user behavioural analysis for these 
purposes; 

 
d. We collect or disclose information that is or relates to the Internet Protocol 

Address used to connect your device to the internet, for the purpose of fraud 
detection and management of the integrity of the E-Cycle game system and 
other services. This may include detecting when users are cheating the E-Cycle 
game system, and for handling accounts we suspect are stolen or have 
otherwise been compromised. This information helps us verify whether the 
account or associated assets belong to a particular user; 

 
e. We collect information is or relates to system version information of your device, 

or the make and model of your device, for the purpose of our compatibility 
assessments with our software versions and other aspects of our services; 

 
f. Creating Marathon Leader boards of players, comprising all players or players 

meeting particular criteria; 
 

g. Creating Clubs of players; 
 

h. Investigating disputes between players; 
 

i. Communicate with you, including to inform you of updates to the App, E-Cycle 
website, our Terms of Use and/or this Privacy Policy; 

 



j. Authenticating your financial account information or processing the transfer of 
digital assets; 

 
k. Notifying you about any changes to our products, website, App and/or other 

software and/or mobile applications, brand or services offered; 
 

l. Seeking your opinion and feedback on any of our services, including for the 
purposes of product improvement and customization, website/software 
improvement and personalization and other general services;  

 
m. Analyzing the usage of, and improve our services; 

 
n. For other general services such as website/software security, maintenance, 

identification of fraud or errors, internal accounting and administration, and for 
any other purpose that we are required or permitted to do by law. 

 
8. Disclosure requirements under the law 

 
We may be required to disclose your personal information as a result of the purpose 
for which it was collected, as well as to comply with our legal obligations: 
 

a. As required by law; 
 

b. And on a confidential basis to our external service providers and advisors. 
 
The disclosure of your personal information is for the purpose or ancillary to the 
services that we or the third parties including but not limited to our business partners, 
suppliers, subcontractors, advertisers and other advertising networks, analytics and 
search engine providers, and is only for the purposes the information was originally 
collected. 
 
You agree to our company disclosing all information necessary to comply with any 
applicable reporting responsibilities (if any) under the Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006. (Cth). 
 
You fully understand that we have the authority to disclose your personal information 
to third parties if we purchase any business or assets, if we are required to disclose 
your information by law, or if we need to start an investigation into any illegal behaviour 
that we reasonably believe has or may be involved in. 
 

9. How we keep your personal information 
 
We are committed to keeping your personal information to fulfil the purposes for which 
your personal information was originally collected, at the same time, we also maintain 
technical security measures to protect your information from loss, misuse, 
unauthorized access, disclosure, alteration and destruction. 
 
Once we receive your information, we will take reasonable steps to protect your 
personal information, including storing your personal information in a physical form. If 
necessary, we may delete your information after a reasonable time and you will be 



asked to re-enter it. We will take all reasonable steps and precautions to ensure that 
any transmission of your personal information over the internet is secure. However, 
we cannot guarantee the security of any data transmitted to our website and you agree 
and acknowledge that any such transmission is at your own risk. 
 
When your financial account information or digital wallet is being transmitted to our 
services or through our services, that information is protected by cryptographic 
protocols. Except where liability cannot be excluded or limited due to applicable law, 
we are not responsible or liable for the disclosure of your information due to errors in 
transmission, unauthorized access of third parties or other causes beyond our control. 
 

10.  Cookies and other tracking technologies policy 
 
You are fully aware that our website, App, and other apps utilize "cookies" which are 
small text files that our websites and applications save on your computer, mobile 
device, or wearable device when you visit the site. These cookies let us remember 
who you are and gather information about you so that we can provide you with a better 
and more personalized experience. 
 
We may gather information such as your IP address, internet activity, and web browser 
details through cookies. Your password and other sensor information will not be 
collected or stored by us. We will consider your permission to the use of cookies and 
other technologies listed above if you have cookies enabled when accessing our 
website, Apps, and/or other mobile applications. 
 

11.  Complaints 
  
Please notify us at the email address hi@e-cycle.life if you are concerned about a 
possible invasion of your privacy or the potential misuse of your personal information. 
 
All complaints are taken extremely seriously by us. It is our policy to respond to 
complaints promptly, efficiently, fairly, and consistently. You have the right to take your 
complaint to the appropriate state authority if you are not satisfied with our response. 
 
 


