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Rethinking the
corporate network:
Bowtie Secure
Network Access

Bowtie is a distributed enterprise
edge networking solution. Bowtie
supports zero trust network access
initiatives and improves on agentless
web gateway and proxy solutions by
giving customers a full network
experience – encompassing every
protocol and use case and
unbounded by physical location.



Overview
In traditional enterprise networking, the prevailing design pattern has been to build and
concentrate privileged connectivity at every enterprise site, such as data centers, offices,
factories, and similar locations. Employees connect either in person or through a VPN, using
“concentrators” to bring remote connections into primary sites from which user traffic is
distributed. This pattern is known as the hub-and-spoke model and is a natural result of the
need for enterprises to build underlying physical infrastructure at each location.

There is a better way: Bowtie leverages both recent advancements in encryption, tunneling, and
routing as well as the core design concept of interconnection among distributed underlying
networks in the way the internet was meant to be operated.

Using Bowtie, the enterprise network is moved to the edge and:

● Exists inside each laptop, desktop, tablet, and phone used by the enterprise.
● Leverages microtunnels to take the shortest path through the internet to reach each site.
● Each connection is strongly authenticated, using enterprise identity.
● Access to private resources is restricted based on what each employee needs to

perform their duties.

To foster adoption and support organization-wide, users only interact with this network one
time, just as they would if they were connecting to a secured Wi-Fi network or their email in the
morning. It must be otherwise invisible. The user simply logs in to their device, opens a browser,
shell, or other application, and begins their work.

By reversing the traditional network architecture (building unprivileged physical networks to
power identity-driven virtual networks) and focusing the enterprise network on the edge,
employees get the in-office privileged network experience they expect from anywhere they are,
and security monitoring systems never take a break.

The way forward
Bowtie is designed to stay out of the user’s way. Most often, users are unaware that Bowtie is
operating, which is the same experience employees have always enjoyed sitting at their desks in
the office. By using single packet round trip connection establishment, the enterprise network is
ready as soon as the Wi-Fi link comes up, and stays connected as users roam between
networks.

Bowtie improves security and user experience simultaneously by:



● Using advanced techniques to ensure connectivity is always established, even across
adverse network conditions.

● Leveraging modern AEAD encryption and tunneling technologies.
● Supporting concurrent connectivity to multiple enterprise points of presence, without

conflict, using high-performance tunneling to operate as close to wire speed as possible.
● Providing an intelligent, multi-platform agent to support the device connection.

By moving the enterprise network to the edge with Bowtie, businesses build their access
policies and implement security monitoring and protection strategies just once, rather than for
each site and tech stack. Bowtie gives businesses a unified global view of their operations,
regardless of locality.

What makes Bowtie unique?
To be capable of moving the enterprise network to the edge, the number one requirement of
Bowtie is that Bowtie works – always. In the traditional in-person privileged network model,
operators and users alike depend on the network being present and giving them access to the
information and resources they need; a reliable network is a prerequisite. Bowtie provides this
seamless experience in software from anywhere the internet is accessible. Reliability is the
core requirement upon which all of our access control, visibility, and security features are built.

Trust and security are paramount at Bowtie. Security incidents are on the rise, from
sophisticated phishing campaigns to ransomware. Highly publicized incidents have
demonstrated the pitfalls of giving third parties exclusive control over your critical services.

Being forced to choose between best-of-breed software and having agency over your security
and data is a false dichotomy. Bowtie enables the ease of use offered by cloud-managed



software models while ensuring organizations retain ownership and control of their
deployments and software architectures.

To achieve this, Bowtie embraces the local-first philosophy of software engineering:

● Customer data is independent of Bowtie.
● Each site’s installations work independently through network partitions and seamlessly

synchronize when the network is available.
● Bowtie has no ability to introduce new clients into a customer network.
● Bowtie does not require routing all customer traffic through Bowtie data centers. Access

control, encryption, and availability are under exclusive customer control, where they
belong.

Try Bowtie
Bowtie is reimagining the enterprise network as a distributed mesh living at the edge, and
building it without cloud dependencies or compromises. If you’re interested in a trial or demo,
send us a note: sales@bowtie.works.

https://www.inkandswitch.com/local-first/
mailto:sales@bowtie.works

