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Privacy Notice

1. Introduction

This privacy notice (the “Privacy Notice”) describes how we collect and process
personal data in relation to the products and services which we provide and other
interactions with customers and other individuals.

For the purposes of this Privacy Notice:

(a) “EU GDPR” means the General Data Protection Regulation of the European
Union (Regulation �EU� 2016/679);

(b) “Pactio” (and “we”/“us”/“our”) means Pactio Holding Incorporated, a private
limited company incorporated in Delaware, the United States and registered
with the State of Delaware Division of Corporations under registration number
6424372 whose registered office address is at 1209 Orange Street, Wilmington,
New Castle, Delaware 19801, operating as a UK establishment under the name
Pactio Holding Inc (registered in England and Wales with UK establishment
number BR024311 whose UK establishment office address and principal place
of business is at Hamilton House, 1 Temple Avenue, Temple, London, EC4Y 0HA
(“Hamilton House”)) and its affiliates (including, without limitation, Pactio
Technologies Limited, a private limited company incorporated in England and
Wales with company registration number 13468854, whose registered office is
at Hamilton House);

(c) “personal data” means information about an identified or identifiable person,
and includes any equivalent terms under applicable data protection laws;

(d) “Platform” means Pactio’s transaction management platform;

(e) “Services” means the products and services which we offer to Users through
the Platform;

(f) “Subscriber” means a business customer using the Services pursuant to a
Subscriber Services Agreement;

(g) “Subscriber Services Agreement” means any agreement entered into from
time to time between a Subscriber and Pactio governing such Subscriber’s
access to the Services;

(h) “User” (and “you”/“your”) means any person accessing this website, using our
Services, or about whom we collect and use any personal data in the course of
providing our Services; and



(i) “Website” means the website hosted on http://www.pactio.io and affiliated
subdomains.

2. Scope and application of this Privacy Notice

This Privacy Notice applies to personal data processed through the Website, the
Services and the Platform, as well as through any interactions which you may have
with Pactio in the course of other aspects of our business.

If you have been granted access to the Platform, your personal data within the
Platform will be controlled by either Pactio or the relevant Subscriber (in which
case, the personal data will be subject to the privacy policies of the Subscriber,
and you should contact the Subscriber if you have any questions regarding their
privacy policies and/or the exercise of your legal rights in relation to the personal
data).

Subject to any applicable data protection laws and any agreements to the contrary
pursuant to a contract with a Subscriber, the controller of your personal data will
be as set out below.

Source of data Examples of personal data Data controller

Data entered into your
user profile page within
the Platform

Identity data (e.g., name, job
title, contact details) and user
data (e.g., username and
password, user settings)

Pactio

Data collected by
automated and technical
means in relation to your
use of the Platform

Technical data (e.g., IP address,
time zone and location, browser
type, operating system and
platform) and usage data

Pactio

Data entered in the
context of a Subscriber
matter within the Platform

Identity data (e.g., name, job
title, contact details) and
commercial data (e.g.,
shareholding information, bank
account details)

Subscriber

All other sources
(including course of
business interactions)

Identity data, technical data,
usage data, and marketing data
(e.g., communications
preferences)

Pactio

http://www.pactio.io


3. Our collection and use of your personal data

We may collect, use, keep and transfer different kinds of personal data about you.
We summarize below the types of personal data which we may collect, what we
may do with it and our basis for processing it, according to the following use cases:

a. visitors to pactio.io
b. individuals who contact us through pactio.io
c. business contacts
d. marketing outreach
e. using our Platform - user profiles
f. using our Platform - personal data entered by users within a workspace
g. using our Platform - data which we collect
h. recruitment activities

a. Visitors to pactio.io

What personal data do
we collect?

Data on website usage

The pages that users visit, the means which they use to
visit them (e.g., browser version, time zone, operating
system, etc.), how long visits and page views last, the
frequency of visits, and information on how users navigate
our website.

Data that identifies users

This includes (but is not limited to) a user’s IP address and
unique identifiers tied to cookies.

How do we collect
your personal data?

We collect this data by using cookies, server logs and other
automated technologies, including “real user monitoring”
through DataDog.

What do we do with
your personal data?

We use this data to optimize our website, including by
understanding how our website is accessed, how it is used
and whether users have any problems with it across
different devices and browsers.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate interest in using this data to study
how individuals use our website. This informs our website
design and, more broadly, helps us to grow our business.

Who receives your
personal data?

We provide this data to relevant personnel within the Pactio
team who have a need to access it for the purposes set out
above. We also share this data with our cloud service
providers.

How long do we keep
your personal data?

This data is retained according to cookie expiry times.



b. Individuals who contact us through pactio.io

What personal data do
we collect?

If an individual completes a contact form on our website,
we will collect identity and contact information as specified
therein, including their name, email address, phone number
and employer. We will also collect other information
provided by the individual to explain their interest in Pactio,
which may include personal data.

How do we collect
your personal data?

We collect this information from individuals via a
designated contact form on our website.

What do we do with
your personal data?

We add this data to our contact database and use it in
order to contact individuals, as specified in the contact
form on our website.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate interest in using this data to contact
individuals who have expressed an interest in hearing more
about Pactio, in order to support our business
development.

Consent

We do not generally rely on consent as a basis for
processing personal data, but we may ask for consent in
order to send out direct marketing communications going
forwards. Where we do this, we will ensure that individuals
are able to opt out at any time.

Who receives your
personal data?

We provide this data to relevant personnel within the Pactio
team who have a need to access it for the purposes set out
above.

We also share this data with our cloud service providers
and customer database providers.

How long do we keep
your personal data?

We retain personal data for as long as we think is
reasonably necessary in order to fulfil the purposes
described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and
whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.



c. Business contacts

What personal data do
we collect?

We will collect identity and contact information (e.g., name,
email address, phone number, employer and job title)
provided to us by business contacts, along with relevant
details of our interactions with those individuals (e.g.,
phone calls, email correspondence).

How do we collect
your personal data?

We gather this data directly from our business contacts,
who may (at their discretion and election) also provide us
with personal data relating to other individuals who may be
interested in Pactio.

What do we do with
your personal data?

We use this data to grow our business. We analyze this
data to understand, track, and improve how we market and
sell our services.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate interest in using this data in order to
identify potential new clients and foster business
relationships to support our business development.

Who receives your
personal data?

We provide this data to relevant personnel within the Pactio
team who have a need to access it for the purposes set out
above.

We also share this data with our cloud service providers
and customer database providers.

How long do we keep
your personal data?

We retain personal data for as long as we think is
reasonably necessary in order to fulfil the purposes
described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and
whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.



d. Marketing outreach

What personal data do
we collect?

A member of our sales team may reach out if we think that
an individual may be interested in our products and
services.

In these circumstances, we will collect identity and contact
information (e.g., name, email address, employer and job
title) along with relevant details of our interactions with
individuals (e.g., phone calls, email correspondence).

How do we collect
your personal data?

We collect this data for marketing outreach manually
through publicly available sources and search engines.

What do we do with
your personal data?

We use this data to identify potential new clients and grow
our business. We analyze this data to improve how we
market and sell our services.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate interest in using this data in order to
identify potential new clients, supporting our business
development.

Who receives your
personal data?

We provide this data to relevant personnel within the Pactio
team who have a need to access it for the purposes set out
above.

The data is centrally managed by relevant Pactio team
members through our customer database providers. We
also share this data with our cloud service providers.

How long do we keep
your personal data?

We retain personal data for as long as we think is
reasonably necessary in order to fulfil the purposes
described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and
whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.



e. Using our Platform - user profiles

What personal data do
we collect?

The manager of a workspace within our Platform (being an
individual’s employer or an affiliate or partner of their
employer) may ask us to add an individual as a participant
in one or more workspaces.

In order to do so, the manager will initially need to provide
us with certain identity and contact details about the
individual, such as their name, employer, job title, email
address and work telephone number. We will then provide
the individual with a user ID, linked to their email address,
and send them an account activation email to enable that
individual to create a user profile on our Platform and
access the relevant workspace.

When a user signs up to use our Platform, we will ask them
to create a user profile. The initial user profile will contain
the information supplied to us, but the relevant user will be
able to amend or correct their contact details at any time.

How do we collect
your personal data?

We collect this information directly from the relevant
individuals as described above.

What do we do with
your personal data?

We display this data within the relevant workspace as it is
integral to our transaction management product.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We require this information in order to grant secure access
to our services and to provide our transaction management
product to authorized users.

Performance of a contract

We will only ask individuals to provide us with this
information where we have entered into a contract with
their employer (or with an entity who has a business
relationship with their employer), or where such entity has
requested that we grant such access prior to entering into
a contract with us.

Who receives your
personal data?

This information is stored securely by our cloud service
providers and is visible to individuals with access to the
relevant workspace on our Platform, including limited
personnel at Pactio with a need to know.

How long do we keep
your personal data?

We retain personal data for as long as we think is
reasonably necessary in order to fulfil the purposes
described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and



whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.

f. Using our Platform - personal data entered by users within a workspace

What personal data do
we collect?

In the context of using our Platform for transaction
management purposes, each individual user may enter
personal data for other individuals who play a role within
the relevant transaction, such as management contacts.
This could include identity and contact details as well as,
where relevant to funds flows, share ownership information
and bank account details.

How do we collect
your personal data?

We collect this information directly from the relevant
individuals as described above.

What do we do with
your personal data?

We display this data within the relevant workspace as it is
integral to our transaction management product.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We require this information in order to provide our
transaction management product to authorized users.

Performance of a contract

We will only ask individuals to provide us with this
information where we have entered into a contract with
their employer (or with an entity who has a business
relationship with their employer), or where such entity has
requested that we grant such access prior to entering into
a contract with us.

Who receives your
personal data?

This information is stored securely by our cloud service
providers and is visible to individuals with access to the
relevant workspace on our Platform, including limited
personnel at Pactio with a need to know.

How long do we keep
your personal data?

We retain personal data for as long as we think is
reasonably necessary in order to fulfil the purposes
described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and
whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.



g. Using our Platform - data which we collect

What personal data
do we collect?

Our Platform maintains a granular log of user activities, which
includes (but is not limited to) the user’s name, IP address
and unique identifiers tied to cookies.

How do we collect
your personal data?

We collect this data by using cookies, server logs and other
automated technologies.

What do we do with
your personal data?

We use this information to provide a granular audit log of user
activities which is visible to all authorized users within a
workspace, enabling them to verify activity and restore
previous versions of the workspace through our “time
machine” functionality.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate business interest in maintaining an
accurate audit log of actions performed within a workspace,
as this is integral to the product which we offer to clients and
supports their internal filing and regulatory obligations.

Who receives your
personal data?

All authorized users within a workspace will be able to access
this data.

How long do we keep
your personal data?

We retain personal data for as long as we think is reasonably
necessary in order to fulfil the purposes described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and whether
those purposes can be achieved by other means, and any
applicable legal, regulatory, tax and accounting requirements.

h. Recruitment activities

What personal data do
we collect?

We collect identity and contact details for potential
candidates, including name and email address.

We may also collect professional or employment-related
information, such as work history, prior employer and
reference contact information.

At the sole election of the individual, we may collect
sensitive information (e.g., relating to race or ethnicity).

How do we collect
your personal data?

We collect this data directly from individuals as well as
through publicly available resources, such as LinkedIn
profiles. In addition, we use publicly available third party
search engines to obtain additional information, such as
contact details.



What do we do with
your personal data?

We use this data to identify potential candidates for job
vacancies and to contact individuals in relation to
opportunities at Pactio. We will also use this data to assess
a candidate’s suitability.

As we scale, we will use this data to improve our diversity
and inclusion programme.

What is our lawful
basis for processing
your personal data?

Legitimate interests

We have a legitimate interest in carrying out this processing
as part of our hiring process so that we can build the
strongest team for our business.

Taking steps at the request of an individual prior to
entering into a contract with them

If we advertise a job vacancy, we need to process
information shared with us by prospective candidates in
order to consider their applications.

Consent

Where a candidate has voluntarily provided sensitive
information (e.g., relating to race or ethnicity), this is on a
consent basis, and may be revoked.

Who receives your
personal data?

Within Pactio, personal information will be available to
employees carrying out hiring and recruitment functions.

Outside of Pactio, personal data will be made available on
our applicant tracking system and to any recruitment
agencies supporting our hiring process.

How long do we keep
your personal data?

We retain personal data for as long as we think is reasonably
necessary in order to fulfil the purposes described above.

To determine the appropriate retention period, we consider
the amount, nature and sensitivity of the personal data, the
potential risk of harm, the purposes for retention and
whether those purposes can be achieved by other means,
and any applicable legal, regulatory, tax and accounting
requirements.

4. How we protect your personal data

We adopt technical and organizational safeguards in order to protect the
confidentiality, integrity and availability of your personal data. If you would like
more information about these, please contact us at dataprotection@pactio.io.

We will not ordinarily transfer your personal data outside of the United Kingdom or
the European Economic Area. If we need to transfer your personal data to a third

mailto:dataprotection@pactio.io


country, we will implement appropriate safeguards, such as European Commission
adequacy decisions.

5. Third-party links

Our Website may include links to third-party websites, plug-ins and applications. If
you click on those links and/or enable the relevant connections, you may be
authorizing the relevant third parties to collect and/or share your personal data.

Please take care to review the privacy statements on the other websites which you
visit before providing any personal data to third parties. This Privacy Notice does
not apply to the privacy practices of any third parties and we assume no
responsibility for any third parties.

6. Your privacy rights

Under certain circumstances, you have rights under data protection laws in relation
to your personal data, brief details of which are set out below.

Right to be informed This is a transparency requirement, ensuring that you are
informed about the collection and use of your personal data.
We provide this information to you in our Privacy Notice and
in any other communications which we may send to you.

Right of access
(commonly known as
a “data subject
access request” or a
“SAR”)

This enables you to confirm with us whether your personal
data is being processed and, if it is, to receive a copy of the
personal data which we hold about you.

Right to rectification This enables you to have any incomplete or inaccurate data
which we hold about you be completed or corrected, as
applicable. Please note that we may need to verify the
accuracy of the new data which you provide to us.

Right to erasure
(commonly known as
the “right to be
forgotten”)

This enables you to request that we delete or remove
personal data where:

- it is no longer necessary for us to continue to process
it;

- if we are relying on legitimate interests to process
your personal data, there is no overriding legitimate
interest to continue to process it;

- you have successfully exercised your right to object to
processing (as described below);

- we are processing your data for direct marketing
purposes;

- if we are relying on consent to process your personal
data, you have withdrawn your consent;

- we may have processed your personal data unlawfully;
or



- such deletion or removal is required in order for us to
comply with applicable laws.

This is not an absolute right and we may not always be
required to comply with your request for specific legal
reasons which will be notified to you, if applicable, at the time
of your request.

Right to restrict
processing

This enables you to ask us to suspend the processing of your
personal data in any of the following circumstances:

- if you want us to establish the accuracy of the data;
- where our use of the data is unlawful but you do not

want us to erase it;
- where you need us to hold the data even if we no

longer require it as you need it to establish, exercise or
defend a legal claim; or

- when we are relying on a legitimate interest to process
your personal data, you have objected to our use of
your personal data but we need to verify whether we
still have overriding legitimate grounds to use it.

Right to object This right may apply where we are relying on a legitimate
interest in order to process your personal data. It is not an
absolute right and, in some cases, we may demonstrate that
we have compelling legitimate grounds to process your
personal data which override your rights and freedoms.

You may also have the right to object where we are
processing your personal data for direct marketing purposes.

Right to data
portability

This right only applies to personal data processed by
automated means, for which you initially provided consent for
us to use or where we used the information to perform a
contract with you.

On request, we will transfer your personal data to your
nominated recipient in a structured, commonly used,
machine-readable format.

Right to withdraw
consent

Where we are relying on consent to process your personal
data, you may withdraw such consent at any time. However,
this will not affect the lawfulness of any processing carried
out before such withdrawal.

If you withdraw your consent, we may not be able to provide
certain products or services to you, and we will let you know
if this is the case at the time you withdraw your consent.

Right to complain You have the right to lodge a complaint with the competent
data protection supervisory authority in your jurisdiction. In
the United Kingdom, this is the Information Commissioner’s
Office.



7. How to contact us

Please contact us at dataprotection@pactio.io if you have any queries or
complaints, or would like to exercise any of the legal rights set out in paragraph 6
above.

If you are an EU data subject, you may also contact Rickert
Rechtsanwaltsgesellschaft mbH in relation to matters pertaining to the EU GDPR�

● by emailing art-27-rep-pactio@rickert.law; or
● by writing to Rickert Rechtsanwaltsgesellschaft mbH �Pactio),

Colmantstraße 15, 53115 Bonn, Germany.

We have appointed Rickert Rechtsanwaltsgesellschaft mbH as our representative
in the EU pursuant to Article 27 of the EU GDPR.

8. Changes to this Privacy Notice

Please review this Privacy Notice periodically. By continuing to visit this Website
and/or use our Services, you confirm – to the fullest extent permitted by law – that
you have read, understood and agreed to the current version of this Privacy Notice.

We may change this Privacy Notice from time to time in order to reflect changes in
our practices regarding personal data. Where changes have been made, we will
post the updated Privacy Notice on our Website, indicating the date of publication.
At our discretion where material changes have been made, we may also provide
you with additional notice of the changes, for example, by posting a statement on
our Website.

9. Children’s privacy

The Website and the Services are intended for adults. If you are below the age of
18, please do not use our Website or Services, or send us your personal data.

We do not knowingly collect personal data from children below the age of 18. If you
are a parent or legal guardian and you think that your child has given us personal
data without your consent, please contact us at dataprotection@pactio.io so that
we can remove the data from our system.
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