ISO/IEC 27001:2022

TRANSITION 2 DAY COURSE

On 15 February 2022, the ISO 27002 Standard (which pro-
vides guidelines on selecting, implementing and managing
information security controls) was updated, providing some
significant changes from the ISO 27002:2013 Standard. On
24/5 October 2022, I1SO 27001:2022 was published with its
Annex A incorporating all the 27002 changes. There were also
a number of minor changes to the main management system
clauses aimed at improving the readability and bringing the
terminology in line with other annex SL standards, such as ISO
9001 and ISO 22301.

This course addresses the management system clauses, but
predominantly focuses on the changes to controls and how you
go about updating your risk assessment in order to transition to
ISO 27001:2022.

By attending this 2-day online course, you will learn:

e The key changes between ISO 27002:2013 and ISO
27002:2022
e How the approach differs
e How controls have changed (new, merged, deleted)
e What an ‘attribute’ is

e What changes have been made to the main management
system clauses and what you need to do about them, if
anything.

e What the new controls are and how to implement them

e What the significant changes are to existing and merged
controls
e Analysis of extra guidance provided

e What the purpose is of new attributes and how to manage
your controls using attributes

e What are the key challenges in implementing new controls

e How to transition to ISO 27001:2022 and what approaches
you can take to updating you risk assessment in light of the
new Annex A control set
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Day 1

e What are the key changes between ISO 27001:2013 and
ISO 27001:2022 and why have they been introduced

How Annex A controls have changed

The new groupings

Changes to controls: new, merged and updated
Understanding attributes

Potential challenges in implementing some of the new con-
trols

Day 2
e Changes to the management system clauses (inc. Clause 4
Context of the organization and Clause 6 Planning) and how
to address them
e How to successfully transition to ISO 27001:2022
e Updating your risk assessment and Statement of Applica-
bility
e Assets — Do you need to review your information and
information assets and their value
e Threats — Are there different threats you should be
considering
e Approaches to considering the new control set
e Reset — Consider a new control maturity assessment
e Migrate — Maintain the current control maturity (low-
est maturity is maintained for combined controls)
and assess the new controls only
e Bespoke — A combination of both?
e Attributes, how to use, link and present them. Considera-
tion of other attributes
e Consequences of updating your risk assessment, e.g.,
reviewing your metrics and audit schedule
e How do you know when you are transition ready?
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