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BACKGROUND0
Searchlight Security (Searchlight) was formed in 2017 and quickly established itself as a 
market leader of darknet intelligence and forensics.  Searchlight has staff based in the UK 
and the USA, and has developed the most comprehensive dark web intelligence platform 
called Cerberus and a continuous threat monitoring platform called DarkIQ, which are 
licensed to clients on a ‘software as a service’ (SaaS) basis.  Cerberus and DarkIQ were 
developed in-house and provide clients with a range of functions including insights into 
the darknet.  With a client base made up predominantly of law enforcement agencies and 
managed security service providers (MSSPs), it is imperative that Searchlight develops, 
maintains and continually improves its own framework of information security controls 
in order to protect its information assets and systems.  This commitment was clearly 
demonstrated by the organisation achieving certification to ISO/IEC 27001:2013, the 
International Standard for Information Security Management, in April 2021.
  
To further support its business objective of expanding its client base in the USA and other 
countries, Searchlight decided that it should complete an SSAE 18 SOC 2 (SOC 2) audit 
and demonstrate conformance to this Standard.  This decision was heavily influenced by 
advice from individuals (internally and externally) who understood the expectations of law 
enforcement agencies, particularly in the USA.  In order to assist it prepare for its initial 
SOC 2 audit, Searchlight engaged URM Consulting Services Ltd (URM) in November 2021.  
Within 9 months of engaging URM, Searchlight had successfully completed a SOC 2 Type 
2 audit.   
 
This case study focuses on how the organisation managed to achieve this within such a 
remarkably short time period. The case study focuses on 2 main areas:

• The key stages involved in achieving a successful SOC 2 Type 2 audit
• Key success criteria.
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KEY STAGES  
IN ACHIEVING  
A SUCCESSFUL  
SOC 2 TYPE 2 AUDIT

1

SOC 2 Scoping Meeting
The first step of Searchlight’s SOC 2 journey was 
a meeting with URM where the overall scope of 
the audit and SOC 2’s trust service criteria (TSC) 
were discussed.  With regards to the former, it was 
decided that due to the size of the organisation and 
the range of services it provides to clients, the scope 
of the SOC 2 report should be all Searchlight client 
services and supporting teams, and infrastructure.  
As Nick Savage, Head of Infrastructure, Security and 
Compliance explains, “We felt that a full business 
scope would be most appropriate from our clients’ 
perspective”.  The discussions around which TSC 
should be included in the SOC 2 report was again 
led from a client perspective and which criteria 
would be most relevant and appropriate.  URM was 
able to provide advice on the implications of the TSC 

selection based on its experience of working with 
organisations in a range of business areas with a 
wide variety of client requirements.  The selection 
of security, availability and confidentiality was, 
however, clear cut.  Whilst security is a mandatory 
criterion, it was felt that ‘availability’ would be an 
increasingly sought-after requirement due to the 
nature of Cerberus and DarkIQ being provided as 
a ‘software as a service’ (SaaS).  Also, due to the 
nature of the services Searchlight provides and 
the types of data potentially accessible via their 
systems, ‘confidentiality’ of data is naturally a key 
concern of Searchlight clients.  With regard to this 
TSC it is, for example, important that Searchlight 
has implemented appropriate information and asset 
classification and handling processes and controls 
to ensure that confidentiality is managed in a 
consistent and appropriate manner.
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SOC 2 Gap Analysis
Following on from the scoping meeting, URM 
conducted a gap analysis of Searchlight’s existing 
processes and procedures to determine how 
effectively they would meet the requirements of a 
SSAE 18 SOC 2 audit.  The gap analysis revealed 
that, following Searchlight’s certification to ISO 
27001, it had an excellent foundation with an 
implemented information security management 
system (ISMS) and a set of supporting information 
security policies and processes.  However, in 
order to satisfy the requirements of a SOC 2 audit 
(particularly a Type 2), some of the processes 
needed to be further documented and clear 
evidence of their execution recorded on an 
ongoing basis.  Various other modifications were 
also required in order to meet additional SOC 2 
conformance including formalising Searchlight’s risk 
assessment process and ensuring that proactive 
risk management can be clearly evidenced, as well 
as having a set of business objectives that are 
cascaded through the organisation.  

Type 1 or Type 2 Report
Early on in the project, Searchlight had to decide 
whether to undertake a SOC 2 Type 1 or Type 2 
assessment.  With a Type 1 assessment, a report 
is produced on security procedures and controls 
that are in place at a specific point in time, while a 
Type 2 assesses how effective the controls are over 
time by observing operations over a period of time, 
typically at least six months.  URM would usually 
only recommend a Type 1 audit as an interim step, 
where there is a specific time-based requirement 
from a client and the control framework hasn’t been 
operated for a long enough period to provide the 
necessary evidence.  As Nick Savage comments, 
“Whilst a Type 2 audit involves considerably more 
work, it is far more meaningful from our clients’ 
point of view and provides more tangible evidence 
of controls and procedures being followed on a 
continuous basis”.
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SOC 2 Preparation Phase
Following the gap analysis, there was a 3-month 
period where Searchlight started to work 
through the gap analysis findings with URM and 
understand what was needed to meet the different 
requirements of the TSC.  As Nick Savage explains, 
“URM’s Consultant produced a spreadsheet of the 
requirements, explaining what sort of evidence 
would be required and I would be presenting what 
was in place and we would then discuss what else 
we could do if there was any perceived shortfall.”  
In total, the Searchlight SOC 2 control list had 208 
lines of potential evidence, broken down into 24 
groups.  These groups were then cross-referenced 
to the TSC.
With Searchlight’s ISO 27001 certified ISMS, many 
of the required controls and processes such as 
incident management and change management 
were relatively straightforward, but some of the 
governance-related controls were more challenging.  
This is where URM’s experience was invaluable in 
interpreting the requirements and explaining what 
type of evidence would satisfy the SOC 2 auditors, 
e.g., documenting Director meetings.  The process 
was quite iterative, with Searchlight presenting 
what was currently available and URM commenting 
on its suitability and, where required, refinements 
that would increase its acceptability.  

Collecting and Submitting 
Evidence
After 3 months of preparatory work, Searchlight 
liaised with the SOC 2 auditor about submitting 
evidence to demonstrate conformance with the 
Standard.  This involved the auditor presenting a 
list of approximately 170 requests for evidence.  
Searchlight was then given approximately 6 
weeks to submit and upload the appropriate 
evidence to demonstrate how the organisation 
was meeting the different criteria.  Nick was clear 
that this phase of the project was the most intense 
and time-consuming part of the project, as he 
explains, “The biggest challenge was when the 
auditors communicated the evidence they were 

expecting to see.  There were approximately 170 
evidence items, including documents, screenshots 
and data extracts to access and upload, initially 
with a further 30 items required in response to 
auditor queries.  During this phase, URM played 
an invaluable gatekeeping role reviewing what 
we were about to submit and providing us with 
feedback on whether more or less was needed 
etc.  Having this experience and sounding board to 
call upon was really beneficial from an efficiency 
perspective, i.e., not spending lots of time sourcing 
and submitting evidence that may not be required.  

All the time, we 
were prompted 
by URM to 
keep taking the 
perspective of 
a client when 
picking up the 
end report 
and ensuring 
our responses 
made sense

URM was, for example, able to help guide us on the 
level of detail we needed to go to when submitting 
our service description for the front of the report, 
as well as identifying our applicable sub-service 
organisations.”  Nick adds, “All the time, we were 
prompted by URM to keep taking the perspective 
of a client when picking up the end report and 
ensuring our responses made sense’’.
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Searchlight was also conscious of the need to 
demonstrate that all its processes have been 
operating effectively over the entire 6-month 
reporting period.  So, taking the example of a joiners 
and leavers process, auditee organisations need to 
ensure that if the auditor was to take a sample, that 
those processes have been operating effectively for 
the whole 6 months.  If the process has only been 
operating effectively for the last month or so, it can 
be expected that an exception will be raised in the 
audit report.  In URM’s experience, exceptions are 
often raised by auditors where sampling has taken 
place and there isn’t universal conformance, e.g., 
joiners or leavers process or information security 
awareness training.  

1.1 Audit Process
Once evidence had been uploaded to the auditor’s 
portal, Searchlight found that auditors were soon 
starting to post queries and questions.  URM again 
provided invaluable support, particularly when 
assisting Searchlight to challenge the auditors at a 
time when they were looking to raise an exception.  
Appropriate evidence was provided which the 
auditors reviewed and accepted.  Once the deadline 
date for accepting evidence had passed, there was 
a four-week period before Searchlight received 
the draft report.  At that point, it was a case of 
Searchlight and URM reviewing the comments 
from the auditor to check no discrepancies had 
been made.  Searchlight, to its credit, received an 
unqualified report with no exceptions raised. 
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To achieve a successful SOC 2 report in such a 
short period was, unquestionably, an outstanding 
achievement, but what enabled Searchlight to 
achieve this?

Existing control framework 
Undoubtedly, one of the key factors behind 
Searchlight’s successful SOC 2 Type 2 report 
was already having a control framework in 
place.  Having achieved ISO 27001 certification, 
Searchlight had already established a structure, 
set of policies, processes and controls that it could 
call on.  And, yes, whilst there were a number 
of extra pieces of evidence needed for its SOC2 
Type 2 report, (e.g., organisational governance and 
communication processes, recruitment procedures 
and the procedures for periodic staff performance 
assessments), the foundation was already in place. 

Dedicated champion
The role played by Nick Savage as the internal 
SOC Champion was critical to the success of the 
project, as it is imperative there is one person 
driving the project through.  Having to understand 

SUCCESS 
CRITERIA

2

Through URM, 
we were able 
to achieve 
that optimum 
balance when 
submitting 
evidence
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the requirements of SOC 2, along with collecting 
significant amounts of evidence from multiple 
points, such as Senior Management, IT, HR and 
Facilities, demands a dedicated and focused 
individual.  URM was very impressed, not only by 
Nick’s commitment, but also his detailed knowledge 
of Searchlight’s control framework and his ability 
to identify the key documents, screen shots or 
reports that would meet the auditor’s evidence 
requirements.
Nick also acknowledges the role played by his 
Administration Team and the responsiveness of 
departments, such as HR, to his various time-critical 
requests.  “I had two good administrators. I also 
had someone who was very good from my HR and 
onboarding side”.

Decisiveness in early stages  
of project
URM believed a key factor in enabling the project 
to run smoothly and efficiently was strong decision 
making by Searchlight early in the project viz-a-viz 
the scope of the report, the TSC to be included, and 
commitment to a Type 2 report.

Subject matter expertise  
and experience
URM’s experience of the SOC 2 audit process was 
critical at various stages of the project including 
scoping, gap analysis, interpreting the requirements 
and challenging the findings of the assessor.  A key 
aspect of URM’s role is ensuring that clients don’t 
waste time in sourcing and submitting unnecessary 

information and focus on the critical areas, i.e., 
deliver the evidence that’s required in as an effective 
and efficient manner as possible.  As Nick explains, 
“URM was able to help us navigate our way through 
the process by providing pragmatic advice and 
interpreting the requirements of SOC2.  Through 
URM, we were able to achieve that optimum 
balance when submitting evidence’’.  

Size and maturity of 
organisation
Whilst having an existing framework in place is a 
massive advantage, almost conversely there is a 
significant benefit to be gained in being a smaller 
organisation with systems that are not diverse and 
not having ingrained antiquated systems.  The other 
advantage is that smaller organisations have greater 
agility in being able to introduce or adapt policies, 
processes and practices to meet requirements 
of SOC 2.  Introducing change is lot easier in an 
organisation with less people.

Senior management 
commitment and engagement
One of the key differences between ISO 27001 
and SOC 2 is the latter’s additional requirements 
in the space of organisational governance and 
communication processes.  This is where the 
engagement of Searchlight’s Board played an 
important role in ensuring these requirements were 
met, as well as naturally committing resources to 
the project.   

The engagement of Searchlight’s 
Board played an important role in 
ensuring requirements were met
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In summary, Nick comments, “Achieving a SOC 2 
Type 2 report provides our current clients with the 
assurance of the level of maturity of our systems in 
protecting their data. It also provides reassurance 
to potential clients of the dedication we commit 
to the continuous improvement of our systems 
and processes; from our technical systems to our 
organisational governance.  This has also helped 
provide potential clients with the information that 
they need to conduct appropriate due diligence as a 
part of their vendor approval process.”

SUMMARY3

Achieving a 
SOC 2 Type 2 
report provides 
our current 
clients with 
the assurance 
of the level 
of maturity of 
our systems in 
protecting their 
data
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