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Executive Summary

Executive Summary

Multiple initiatives aiming to accelerate climate action have one core challenge. 
Carbon accounting, digital product passports, and ESG reporting — all struggle 
with access to granular and up-to-date primary data, such as consistent climate- 
relevant data on product and material level within and across value chains.  
Current solutions rely on insufficient third-party data focusing on averages, 
cumulated values, and estimates. 

What is required are interoperable and secure cross-industry standards for 
data exchange: the Data Commons. Building on examples and use cases from 
the field, this paper introduces the fundamental Values and Building Blocks  
of Data Commons and outlines its benefits: high data quality, fast implemen- 
tation speed, and general scalability — especially in complex settings with many 
stakeholders. By integrating the concept of Data Commons in their digital and 
sustainability strategies, businesses can meet upcoming explicit, implicit, legal, 
and financial sustainability demands and turn the challenges into immediate 
value creation opportunities, such as procurement optimization, supply chain 
coordination, and enhanced financing conditions. Beyond the benefits to in- 
dividual companies and decision-makers, a Data Commons approach has the 
potential to accelerate the decarbonization of our economy and maintain our
climate within safe limits for humanity.
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Data Commons for Sustainability

A different approach is necessary and inevitable. As climate change is progressing, 
even the modest goals of the Paris agreement seem out of reach. The projected 
emissions from the current country targets make it likely that warming will exceed 
1.5°C after 2030 (IPCC 2022).

As the window of opportunity is rapidly closing, governments introduce new policies 
like the Green Deal or the Corporate Sustainability Reporting Directive (CSRD),  
including sector-specific regulations and measures supporting the shift towards a  
circular economy. Additionally, the financial sector is increasing the pressure for  
the necessary transformation. Access to capital for corporations will be increasingly 
bound to credible sustainability strategies and measurable outcomes. Investors  
begin to support and reward concrete moves toward sustainability and fine non- 
sustainable behavior, creating an implicit regulation on a microeconomic level.  
Meeting these explicit and implicit regulations, businesses of all sizes need to know 
and manage their entire value chains end-to-end and their products cradle-to-cradle.1

This in turn requires cross-sector data collection and cross-sector data exchanges. 
Yet, current data solutions rely on insufficient third-party sources, focusing on 
averages, cumulated values, and estimates. The required access to high-quality 
primary data is a challenge for two main reasons:  
  

1.)  Many stakeholders with different incentives and use cases apply inconsistent         
     methods and standards working with isolated IT solutions without interoperability.

2.) Many firms are wary of lock-ins by the main software providers. They are hesitant  
      to entrust their data to walled gardens and lose control over sensitive information 
      that might be competitively relevant.

Introduction

White Paper

Free and secure flow of 
data between interoperable 
solutions leading to full 
transparency across whole 
value chain.

Data locked in siloed and 
isolated islands within 
complex value chains; high 
transaction costs for cross-
company data sharing.

Inconsistency in existing 
methods and standards.

Missing interoperability of 
technology solutions. 

Risk of exposing sensitive 
data. 

Challenges TomorrowToday

1 In short, cradle-to-cradle means that a product can be fully recycled, e.g., products that are composed of  
  materials that either biodegrade or can be re-used in a circular way.
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A solution for complex environments: The Data Commons

Neither states nor their respective markets have been successful in providing a  
solution to those challenges yet. Rather than a single platform, the solution lies in  
an interoperable and secure cross-industry standard for data exchange and data 
analyses — enabling the creation of Data Commons. We turned to Elinor Ostrom, 
the first woman to win the Nobel prize in Economics, and used her seminal design 
principles, amended them to the special circumstances of data sharing, and added 
specific values that need to be incorporated. Data Commons is centered around 
three core values:  

All connections among stakeholders within a particular Data Commons need to rely 
on reciprocal relationships and mutual benefits. Stakeholders need to have a clear 
incentive to participate. A measurable and specific business value ensures that in-
centives for all stakeholders can be aligned.
 
To decrease transaction costs of data sharing, reducing the effort for all stakehol-
ders, the Commons may provide cryptographic measures to ensure that the data 
is secure when being exchanged and worked on within a Data Commons. Latest 
innovations in cryptography allow computation or analysis of combined data with-
out the different parties revealing their private input.2 Sensitive data must not be 
exposed at any time. 

Open and interoperable software systems decrease the effort for new members to 
join and for existing members to »vote with their feet« and leave (via data portability), 
leading to more scalability of the network. It is an empowering and sovereignty- 
enabling property of Data Commons.

Reciprocity: 

Security:

Openness:

White Paper

Data Commons

2 For more information, see: https://sine.foundation/library/002-smpc
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The design of the technical core components of the Data Commons depends on the 
nature of the use case. They can range from centralized software architecture to 
decentralized Blockchain solutions or fully distributed peer-to-peer networks. When 
building a Data Commons, the creators need to keep in mind that centralized or  
decentralized Blockchain solutions might impact the degree of openness, influencing 
interoperability and data portability. Fully distributed networks focusing on recipro-
cal, secure, and open relationships provide the best foundation for high data quality, 
fast implementation speed, and general scalability in all domains necessary. 

As building a shared data ecosystem is not an end in itself, a Data Commons always 
starts with a common vision: a clear business case of what to do with the data. Exem-
plary use cases already exist or are in their late development stages, going from 
product-level to ecosystem applications. At the same time, new possible use cases 
and scenarios emerge that greatly benefit from primary data exchange. That would 
be, for example, minimizing Scope 3 emissions through optimized supplier selection 
in the procurement process. In the following, we give examples of how the Values and 
Building Blocks for Data Commons can be turned into successful use cases.

PACT

3 https://www.wbcsd.org/Programs/Climate-and-Energy/Climate/SOS-1.5/News/Carbon-Transparency-
  Partnership-publishes-new-guidance-to-enhance-consistency-of-emissions-data

White Paper

Scope 1 emissions are direct emissions 
from owned or controlled sources. 

What are Scope 3 Emissions?
The Corporate Value Chain Standard of 
the Greenhouse Gas Protocol splits a 
company’s direct and indirect Greenhouse 
Gas emissions into three »scopes«:

Scope 2 emissions are indirect emissions 
from the generation of purchased energy 
consumed by the reporting company.

Scope 3 emissions are all other indirect 
emissions that occur in a company’s 
value chain.

A lean and open approach delivering first results: 
The Partnership for Carbon Transparency (PACT)

»Your emissions are my liability« — this statement describes the situation of many 
companies quite well since Scope 3 is the main emission driver for most compa-
nies. Scope 3 emissions are all indirect emissions that occur in the value chain of a 
company, including both upstream and downstream emissions. Full transparency 
on Scope 3 emissions throughout complex global value chains cannot be solved 
by individual companies. Therefore, on COP26, the PACT, consisting of 60 leading 
companies from industry and the broader decarbonization ecosystem, launched an 
aligned, coordinated, and open approach to calculate full product carbon footprints 
(PCFs).3 Led by the World Business Council for Sustainable Development (WBCSD), 
PACT is centered around a set of values that are in strong agreement with the values 
of the Data Commons: equality and inclusivity (i. e., reciprocal), data confidentiality 
and sovereignty (i. e., secure) and openness — allowing for interoperability and sca-
lability (i. e., open).
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The partnership achieved two major contributions. First, the Pathfinder Framework 
is a methodology to harmonize and define standards for calculating PCFs by remo-
ving the need and the space for interpretation and inconsistencies in existing meth-
ods. It also defines rules for the data exchange and includes a quality-assurance and 
verification scheme. 

Second, together with the independent SINE Foundation, the partnership launched 
the Pathfinder Network based on open-source technology, open standards, and a 
strong commitment to interoperability. Open-source technology has the major ad- 
vantage that it removes lock-in risks for the data owners. A decentralized approach 
combined with strong encryption protects their data sovereignty. To exchange  
product-level footprint information, the network is open and interoperable, connect-
ing different technology solutions used by companies across the value chain. 

To ensure more accurate PCFs, businesses aim to calculate their PCF based on pri- 
mary data. Therefore, the network introduced a novel KPI to measure and promote 
higher data quality standards within the network — the Primary Data Share (PDS). 
Businesses need to disclose the PDS within their calculations for every data exchange. 
To monitor progress, the network keeps close track of the PDS and aims to increase 
the KPI as close to 100 % as possible.  

Given the complexity and numbers of stakeholders involved, such a challenge would 
usually take many years. Instead, the partnership uses a collaborative process in 
which corporations and software providers develop technical core components of 
the network together. With such a lean and agile approach, the Pathfinder Network 
already exchanged the first PCF data across different software solutions a few  
months after its launch.4 The collaborative spirit of all participating companies and 
their strong commitment to PACT’s core values in alignment with the Data Commons 
are the main drivers for the unprecedented speed and scalability of the initiative.

The foundation of a circular economy: Digital Product Passports
 
Besides carbon transparency, insights into supply chains and product lifecycles are  
a core prerequisite of a sustainable and more circular economy: Digital product and 
material passports (DPPs) are an emerging solution to provide reliable product- 
related data and to offer a transparent, standardized, and cost-efficient method of 
observation and analysis. Full DPPs involve the whole value chain. They document 
the source of the inputs as well as the production and use phase until the product’s 
end of life. Aside from data on material origin and composition of products, DPPs 
also include performance and environmental impact metrics.

Both sustainability-focused policies and practitioners are currently laying the ground 
for broad DPP implementation. The EU Green Deal and Circular Economy Action 
Plan, especially the latest revision of the Ecodesign Directive published in March, 
aim to »make products more durable, reliable, reusable, upgradable, reparable, easier 
to maintain, refurbish and recycle, and energy and resource efficient.« 5 It explicitly 
emphasizes the need for product passports. As proposed through the EU battery 
regulation, the Battery Passport will be the first official DPP mandated for all large 
batteries in the EU starting in 2026.6

4 https://www.wbcsd.org/Programs/Climate-and-Energy/Climate/SOS-1.5/News/Partnership-for-Carbon-
  Transparency-PACT-leads-first-exchange-of-emissions-data-across-different-tech-solutions

5 https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2013

6 https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2312

White Paper

DPPs
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At the same time, entrepreneurial innovators and industry alliances are developing 
solutions for several industries, such as textiles and fashion, mobility, consumer 
electronics, construction, or plastics and packaging. Although most solutions are still 
in emerging stages, they are already able to unlock value and open up a wide range 
of use cases to build and enable more circular material systems. Digital product and 
material passports can create value on three distinct levels:

1.) Enable reporting and steering of products and companies by providing reliable 
information about the origin of products, material composition, or content. In the 
plastics and packaging sector, for example, DPPs allow companies to optimize 
reporting to Extended Producer Responsibility (EPR) schemes and fulfill CSRD 
requirements, but also to create material transparency and performance data.

2.) Drive process optimization and manageability of material flows in the manufac-
turing stage, use phase, and end of life management. In the consumer electronics 
industry, such transparency along the product lifecycle eases repair or remanu- 
facturing processes and improves waste sortation at the end of life, thereby in- 
creasing the quality and value of resource value flows.

3.) Unlock new circular or performance-based business models that create customer
benefits and open new value pools. In the mobility system, a battery passport 
mentioned above would not only enable full recollection or second life applications, 
but also create the data transparency needed to support resource productivity 
measures like smart charging networks and to build »as-a-Service models«, where 
the consumers pay per use.

Similarly to Scope 3 emissions, to unfold their full potential, several technical and  
»system challenges«, relating to how actors connect and interact, must be addressed.
  
Especially between the actors that provide data and those who use it. As described 
above, the principle of reciprocity has the potential to align incentives — actors can 
only access data if they also provide data or if the increased value pool is distributed 
fairly. This induces a flywheel effect that fosters data integrity and unlocks signifi-
cant network effects, creating more value as more actors partake. Using the above 
example of the consumer electronics sector, producers can utilize repair and ma-
nufacturing data for WEEE EPR7 reporting, resulting in lower rates as their products 
remain longer in the markets — the incentive to partake and provide data increases.

Particularly addressing the concerns of disclosing sensitive data that affects the 
companies’ IP or allows inferences on sales, economics, or competitive positioning. 
Modern cryptography, such as zero-knowledge proofs, and sophisticated access 
rights management can address these shortcomings and lower the barriers to entry 
and participation. In the plastics and packaging sector, companies would be able to 
disclose the presence of certain chemicals that impact the recyclability without dis-
closing the general material composition.

In particular, content and technical standards that facilitate data exchange between 
companies and industries at low transaction complexity. Utilizing globally unique, 
decentralized, scalable identifiers may be important to establish verifiable information 
and group boundaries. In the mobility system, developing a comprehensive end-to-
end traceability solution for batteries requires diverse product and performance data 
from a diverse range of actors in the battery value chain and beyond to be brought 
together (e. g., mining, insurance, logistics). 

7 WEEE: Waste Electrical and Electronic Equipment, EPR: Extended Producer Responsibility

White Paper

Align incentives 
to share data: 

Improve data security, 
anonymity and access:

Strengthen interoperability 
 and standards:
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While digital product passports are making headway in building solutions for critical 
use cases, they reveal the practical challenges along the outlined dimensions and  
beyond (e. g., stakeholder onboarding and alignment). The technology and governance 
mechanisms of Data Commons can address these concerns — and may enable the 
data security, sovereignty, and integrity needed to bring stakeholders together in the 
first place for building new partnerships and value creation.

8 https://www.eba.europa.eu/eba-publishes-binding-standards-pillar-3-disclosures-esg-risks

White Paper

A complex data challenge looking for a solution: 
ESG reporting in the financial sector 

To strengthen the European Commission’s action plan on financing sustainable 
growth, the European Banking Authority (EBA) prepared necessary steps to incor-
porate Environmental, Social, and Governance (ESG) data into the regulatory and 
supervisory framework of EU credit institutions. Setting up strict reporting rules  
for lenders, the EBA hopes to »address shortcomings of institutions’ current ESG 
disclosures at EU level by setting mandatory and consistent disclosure require-
ments, including granular templates, tables and associated instructions.« 8

In a nutshell, Banks will have to report ESG-relevant information within their dis- 
closures. At the same time, the proposed framework does not require all customers 
to report the necessary data. While large corporations need to disclose some of  
the required information publicly, the relevant data from SMEs remain unknown. 
Some of them do not have the relevant information at hand, some of them lack the  
IT requirements, resources, and knowledge to gather the appropriate data. 

Even if these challenges are met, SMEs are particularly hesitant when it comes to 
sharing sensitive information. With climate stress-tests under way, managing climate- 
risk will have indirect and later potentially direct capital implications for banks and 
therefore will influence credit decisions in terms of capital pricing and allocation. To 
this end, Data Commons has an advantage over proprietary solutions within com- 
plex settings with a wide range of stakeholders with different interests. 

ESG

Moving towards a more sustainable economy

A secure framework for comprehensive data collection, data exchange, and analysis 
will provide unprecedented insights into the workings of value chains, system-wide 
value creation whilst making new tools, products, and services possible. We need a 
systemic perspective including data exchange frameworks for product passports, 
supply chain mapping, or carbon accounting systems. Ultimately, ESG considerations 
will become an integral part of corporate decision-making.

The widespread implementation and application of Data Commons will require fo- 
cused policies and public funding. For businesses with a far-sighted digital strategy 
and ambitious development plans, however, there are immediate opportunities on  
the business and value chain level. 

Outlook
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First, realizing their potential starts with a thorough look at the company’s value 
chain, its stakeholders, and their approach to data. Within your value chain, where do 
you as a company face information asymmetry? Where would you need access to 
data from other companies to move to a more sustainable process? This will already 
reveal potential use cases — problems to solve, capabilities to scale up, and partners 
to collaborate with. 

Second, as the success of the Partnership for Carbon Transparency has shown, a 
collaborative development process in which solution providers and industry actors 
work together can quickly deliver results in very complex settings. 

Third, in developing use cases and setting up pilot projects, all partners will discover, 
train, and implement new collaborative modes of working together and realizing 
mutual gains. We want to develop the concept further, learn from the implementa- 
tion of use cases, and fuel initiatives for a more sustainable economy with the  
required high-quality primary data. The authors welcome feedback and exchange 
with interested parties and potential collaborators. 
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SINE designs and implements the foundation for lasting data collaboration — 
delivered as ready-to-use governance tools and Open-Source software. 
The neutral non-profit foundation supports global organizations to identify, 
initiate and maintain use cases for data collaboration within complex multi-
stakeholder environments. 

Main Authors: Aurel Stenzel, Tell Münzing
Contact: aurel@sine.foundation
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and a global network. 
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ruptive businesses that will scale new solutions across the energy, nature,  
and materials systems.
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TLGG Consulting is a strategy consultancy for the digital age, created in 
2018 and spun off from the digital and creative agency TLGG with loca-
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Our guiding principle is a technology-supported, people-oriented society 
and the conviction that unique business models require unique solutions.
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