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INTERNATIONAL

DATA TRANSFERS

Some privacy laws include restrictions on transferring 
data to another country.

A COMMON SITUATION
A company with offices in Europe shares data with a company in the 
US.  How does the company sharing data deal with this?

Under the General Data Protection Regulation (GDPR), the 
default rule is that you can’t transfer data out of Europe 
without a legal mechanism in place.

Under the GDPR, there are 5 main legal mechanisms for cross border 
transfers:

LEGAL MECHANISMS FOR CROSS BORDER TRANSFERS

“STANDARD CONTRACTUAL CLAUSES”                                                  
(say “SCCs” to score a few points)
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Companies put these contract terms - approved by the 
European Commission -  into a contract between the 
entities in Europe and the US.  



A FEW EXCEPTIONS
If the transfer is necessary and not repetitive, a company can 
rely on an individual’s consent to the transfer of data outside 
of Europe.

A company may transfer personal data where it is necessary to 
defend a legal claim.

ADEQUACY DECISION                                                                                              
This means the European Commission has decided that 
certain countries provide adequate safeguards for data - so 
you can safely transfer data to those places. 
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Kind of like a visa waiver for that data!

BINDING CORPORATE RULES                                                                                        
These are agreements within a company that set out 
safeguards for data - how it is going to be kept safe - that 
have to be approved by a data protection regulator. 
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ADDITIONAL LIMITATIONS ON DATA TRANSFERS
Some countries are starting to create limitations on international 
data transfers.  For example, China, Brazil, and Russia have some 
restrictions on cross border data transfer.


