
HEALTHCARE  
CYBERSECURITY EGUIDE:
Backup, Recovery and Encrypted File 
Sharing Are Crucial Aspects of Your 
Cybersecurity Strategy. Here’s Why.
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The healthcare sector is often a top target for 
data breaches due to its information-intensive 
nature. According to a Cyber Peace Institute 
report, between January 2020 – November 2021, 
cyberattackers breached more than 18 million 
healthcare records. Close to 268 million records 
have been compromised in the past ten years.

The most common types of cybersecurity 
threats are ransomware and phishing attacks, 
which pose consistent challenges to medical 
practices. In addition, 95% of cyberattacks 
are caused by human error. For example, 20% 
of employees click on phishing emails, with 
67% going as far as keying in their credentials. 
And this is not entirely their fault – most 
medical practitioners do not have the technical 
expertise to detect potential threats. 

The Health Insurance Portability and 
Accountability Act (HIPAA) provides 
comprehensive guidelines for securing 
private health information (PHI) and ensures 
healthcare institutions prioritize safety 
whenever they handle sensitive patient data. 

To protect their data assets from exploitation, 
medical practices need to implement strong 
healthcare cybersecurity programs that 
include file encrypting, backup and recovery. 

On the following pages, we outline medical 
cybersecurity measures, employee 
training guidelines and software solutions 
necessary for the success of your 
healthcare and cybersecurity strategy.

Introduction

https://cit.cyberpeaceinstitute.org/explore
https://cit.cyberpeaceinstitute.org/explore
https://www.hipaajournal.com/healthcare-data-breach-statistics/
https://www.wsj.com/articles/human-error-often-the-culprit-in-cloud-data-breaches-11566898203
https://expertinsights.com/insights/50-phishing-stats-you-should-know/
https://expertinsights.com/insights/50-phishing-stats-you-should-know/
https://www.centraldatastorage.com/encrypted-file-sharing
https://www.centraldatastorage.com/data-backup-recovery
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Healthcare Cybersecurity Statistics
Let’s kick off by highlighting a few more statistics to paint a complete picture of the 
environment healthcare professionals are currently operating in. According to the HIPAA 
Journal, an average of 3.7 million records are compromised every month.

The global cost incurred from cyberattacks among healthcare companies amounted to 
$6 trillion in 2020, marking a stark rise from $3 trillion in 2017. This further underscores 
the need for a robust data backup, encryption and recovery program. 

(Image source: hipaajournal.com)

https://www.hipaajournal.com/july-2021-healthcare-data-breach-report/


• Hospitals account for 30% of 
all large data breaches. 

• More than 2100 healthcare 
data breaches have been 
reported in the US since 2009. 

• 18% of teaching hospitals 
reported that they had 
experienced a data breach. 

• 6% of pedatric hospitals 
reported data breaches. 

• There is a 75.6% chance of a 
breach of at least five million 
records in the next year. 

• 34% of healthcare data 
breaches come from 
unauthorized access or disclosure. 

• By the end of 2020, security 
breaches cost $6 trillion dollars 
for healthcare companies.
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Phishing and ransomware are the leading causes 
of data breaches in the healthcare industry:

(Image source: cpomagazine.com)

(Data source: techjury.net)

https://www.cpomagazine.com/cyber-security/rise-in-healthcare-data-breaches-driven-by-ransomware-attacks/
https://techjury.net/blog/healthcare-data-breaches-statistics/#gref
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With daily email volumes set to increase to over 376.4 billion by 2025, we 
can expect a commensurate rise in healthcare cybersecurity risks. 

Healthcare data breaches will continue to rise as the ecosystem becomes more cloud-
based and decentralized. As a result, organizations must rethink their cybersecurity 
strategies to ensure continuous, updated and effective data security measures.

(Image source: statista.com)

https://www.statista.com/statistics/456500/daily-number-of-e-mails-worldwide/#:~:text=With the internet becoming increasingly,billion daily mails by 2025.
https://www.statista.com/statistics/456500/daily-number-of-e-mails-worldwide/


Healthcare Cybersecurity eGuide 7

Why Is Cybersecurity 
Important in Healthcare? 
As cyberattacks become more costly and sophisticated, healthcare practitioners need to expand their 
cybersecurity programs. It can no longer be business as usual where cyber risks are treated as technical 
issues. Instead, healthcare companies must incorporate their IT security strategy into their overall strategy. 
Adopting a holistic mindset ensures everyone understands the risks and can identify potential breaches. 

Why do hospitals and healthcare organizations, in general, need a cybersecurity strategy? The healthcare 
sector is one of the most targeted and vulnerable sectors because they process sensitive data with 
high-monetary value. Attackers know that they can extort and manipulate patients and hospitals to 
pay to protect their identity and dignity. Also, patient data often includes non-medical information 
such as bank accounts and social security numbers which can be hacked for monetary gain. 



As for healthcare institutions, intellectual property 

such as medical research or new drug patents are 

highly sought after even by government-sponsored 

attackers. We saw this when attackers targeted 

Pfizer’s COVID-19 vaccine documentation to try and 

profit off their sensitive intellectual property.

Cybersecurity in the healthcare industry should 

not just be an afterthought. Instead, adequate 

cybersecurity should be a series of daily measures 

that every employee, third-party vendor and 

business associate should undertake to protect 

the integrity of a health institution. 

Medical cybersecurity practices also ensure your 

organization delivers round-the-clock services with 

minimal downtime. Furthermore, procedures should 

be in place to safeguard your daily operations by 

adopting proper backup and recovery strategies 

so that your institution’s systems are not held 

hostage in case of a successful security breach. 
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https://threatpost.com/pfizer-covid-19-vaccine-cyberattack/162170/
https://www.centraldatastorage.com/medical
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HIPAA Cybersecurity 
What’s the government’s stand on protecting 
personal health information?

The US Department of Health and Human Services (HHS) 
developed the Health Insurance Portability and Accountability Act 
(HIPAA) to guide and standardize medical cybersecurity practices 
and provide a legal framework for handling non-compliance. 

In particular, the HHS published the HIPAA Privacy Rule and 
HIPAA Security Rule. The Privacy Rule enforces national standards 
that protect private health information, while the Security Rule 
established federal guidelines for protecting health information 
transmitted, managed and stored by electronic means. 

This means that healthcare institutions must implement 
appropriate electronic management systems and 
procedures to protect electronic Personal Health Information 
(ePHI), specifically in line with the Security Rule.

What does the Security Rule entail and expect from you?



The HIPAA Security Rule applies to all 
HIPAA covered entities – i.e., health plans, 
healthcare providers and clearinghouses – 
as well any business associates that handle 
protected health information. Data protected 
under the HIPAA Security Rule includes:

• Name

• Dates – birth dates, date of death, 
admission or discharge dates and 
age for persons older than 89.

• Contact information – telephone number, 
email address, physical address, fax number.

• Identification information - Social security 
number, license plate number, serial numbers

• Bank account information

• IP addresses and web URLs

• Biometric data – fingerprints, voice 
recognition data, facial recognition, heart rate 
sensors and iris recognition information.

Healthcare Cybersecurity eGuide 10



Covered entities are directly responsible for protecting ePHI. An 
ideal HIPAA compliance checklist includes the mandates below:

• Guarantee the integrity, safety, confidentiality and availability of ePHI 
in their custody or managed by their third-party service providers.

• Safeguard against potential medical cybersecurity threats to ePHI.

• Prevent authorized access or disclosure of ePHI.

• Ensure HIPAA compliance for all their employees, service 
providers and business partners who handle ePHI.

• Conduct regular risk analyses to identify potential threats to their 
ePHI and implement appropriate measures to reduce vulnerabilities. 

• Document the healthcare and cybersecurity measures, either 
procedures or policies for the workforce to implement.

• These policies must outline the procedures for handling ePHI properly.

• The same policies must demonstrate the procedure for transferring, 
removing, disposing and re-using devices containing ePHI.

• Implement technical, audit and integrity 
controls to manage ePHI access.

• Implement IT security healthcare measures to 
protect against attacks and data breaches. 
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Achieving this level of compliance requires consistent efforts that 
most institutions don’t have the capacity for or may find too time-
consuming. Additionally, you’d need a solution that eliminates 
errors and data malpractices that could result in HIPAA penalties. 

Central Data Storage developed a HIPAA 
compliant messaging platform that encrypts 
your data transmission and communication 
processes to safeguard your network 
from cybersecurity health attacks. 

In addition, our cloud-based data backup 
and recovery program stores all your data 
security and can get your systems back up 
and running in 2 hours in case of a breach, 
with a full data restore complete within 24 
hours. The CDS solution is highly secure – our beyond-military-
grade 448-bit encryption system completely safeguards all your 
en-route and at rest files in our HIPAA compliant cloud storage.

https://www.centraldatastorage.com/encrypted-file-sharing
https://www.centraldatastorage.com/encrypted-file-sharing
https://www.centraldatastorage.com/data-backup-recovery
https://www.centraldatastorage.com/data-backup-recovery
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How Can 
Healthcare 
Cybersecurity 
Be Improved?
Staying ahead of attackers requires 
a concerted and unified strategy. 
On the following pages are a few 
measures you can apply to improve 
your organization’s data security.
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1. Establish a Culture of 
Security Compliance

The concept of healthcare cybersecurity is not 
just about technology – it’s how your company’s 
workforce perceives cybersecurity through their 
actions, attitudes, knowledge, values and assumptions. 
These factors combined shape how your company 
responds to perceived and actual threats. 

To start implementing effective cybersecurity 
measures, you need to bake in a security-first culture 
into business goals, policies and work processes, 
with leadership driving the agenda. A security-first 
culture can drive your overall business strategy by 
translating secure systems and processes into a 
differentiating competitive factor. Additionally, you 
draw in more audiences and retain customers when 
they know your company’s culture values security.
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2. Protect Healthcare Endpoints

Endpoints consist of all your devices that can communicate and 
transmit data over the internet and intranet. As more healthcare 
practitioners go mobile and paperless, you need a comprehensive 
and continuous endpoint security plan to prevent ePHI breaches. 
Companies can facilitate good endpoint security through: 

• Consistently updating software and installing security patches. 
Companies in the healthcare industry often operate old software, 
which exposes their operations to potential hacks. Regular 
updates are one way to capture and rectify security loopholes.

• Gaining and maintaining visibility over your entire 
network. Plenty of endpoint management software gives you 
visibility over all your devices from a centralized interface.

• Implement malware and medical device protection software such 
as anti-virus programs. Medical devices also need an additional 
layer of protection due to the sensitivity of data handles. This is done 
through customized security for each device, encrypted file sharing, 
additional data backup, firewall protection, among other solutions.
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3. Align Your Data Processes 
to HIPAA Standards

HIPAA is not just a regulatory requirement – it’s an 
excellent standardization tool that ensures all your 
data management processes and systems align 
with your overall security goals. When you have a 
single source of truth, it becomes easier to scale 
your cybersecurity efforts into multiple scenarios.

HIPAA also improves your data management and 
transfer procedures. For example, healthcare 
practitioners can easily send documents 
whenever a patient switches their provider and 
access the patient’s complete health history. 
Before HIPAA implementation, there was no rule 
requiring healthcare organizations to release 
patient information, which affected patient data 
documentation and history-based diagnosis.
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Patients are allowed under HIPAA 
to communicate and obtain medical 
data electronically. As such, it is the 
responsibility of healthcare organizations 
to facilitate HIPAA compliant file sharing. 
This includes having the following 
HIPAA compliant tools and services:

• HIPAA compliant messaging app

• HIPAA compliant phone apps

• HIPAA compliant texting apps

• HIPAA secure email service

• Encrypted file sharing for business

• HIPAA text messaging policy

More healthcare practices are going 
digital and remote, meaning data backup 
and sharing happens in the cloud. Cloud 
service providers fall under the Business 
Associates category, so ensure that 
you work with HIPAA compliant cloud 
storage, whose services are tailored 
towards the healthcare industry and 
their healthcare cybersecurity solutions 
understand the sensitivity of your data.  

Ensure You Have a HIPAA 
Cloud Service Provider:

HIPAA Compliant  
Communication: 

Among the key components you need to check to ensure 
your organization is HIPAA compliant are:

https://blog.centraldatastorage.com/ultimate-guide-hipaa-compliant-texting-for-therapists
https://www.centraldatastorage.com/data-backup-recovery
https://www.centraldatastorage.com/data-backup-recovery
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4. Healthcare  
Security Training

There are multiple certification courses for 
healthcare training that your organization 
can consider for the workforce. A good 
training program combines security 
best practices and cybersecurity skills 
to empower employees in recognizing 
and reporting security threats.

Your cloud service provider is also a useful 
source of training materials for your 
employees. They understand the inner 
workings of your system, vulnerabilities 
and potential threats facing your 
organization. Pair your cloud provider 
with a verified cybersecurity trainer to 
create a custom training program that 
matches your goals and business strategy.
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Healthcare Cybersecurity Challenges
In addition to phishing and ransomware attacks, the healthcare industry faces 
additional challenges. Therefore, healthcare practitioners need to understand them 
to develop appropriate countermeasures. These challenges include:

• Insider Threats: Threats within organizations are just as dangerous as those from without, 
due to intellectual property exposure and the attacker knowing all your vulnerable points. 

• Denial of Service (DDoS) Attacks: DDoS attacks flood your healthcare systems 
and networks with unusual traffic with attempts to slow down performance and 
deny access to users. This form of attack is harmful because patients cannot 
access critical health information that could be a matter of life and death. 

• Outdated Legacy Systems: A 2020 report highlighted that 83% of US healthcare organizations 
operate on outdated and insecure software. Healthcare institutions need to be ahead of 
cyber attackers who often launch their attacks with sophisticated and modern software. 



    

Getting Started with HIPAA 
Compliant Healthcare 

Cybersecurity
A good cybersecurity program starts with assessing your current databases 
to identify loopholes and non-compliant instances. At Central Data Storage, 
we conduct a free and remote assessment to know your pain points, then 

recommend a practical solution tailored to your medical practice. 

BOOK A FREE DATA ASSESSMENT HERE

Toll Free +1 888-907-1227

info@centraldatastorage.com

www.centraldatastorage.com

Contact us

https://www.facebook.com/centraldata/
https://twitter.com/cdsBackup
https://www.linkedin.com/company/central-data-storage/
https://www.centraldatastorage.com/free-data-assessment
mailto:https://encrypted-file-sharing.com/EncryptedSharing
https://www.centraldatastorage.com/partners

