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Introduction
More and more healthcare organizations and other 
HIPAA covered entities are recognizing that they 
need robust cloud backup services to keep their 
data safe, ensure business continuity in the event of 
a disaster and comply with industry regulations. 

HIPAA covered entities are duty-bound by law to 
ensure the adequate protection of sensitive patient 
data and protected health information (PHI). 
Backups are paramount to this protection. Put 
simply, backups ensure that should your primary 
data storage facility succumb to a cyberattack, suffer 

damage from a natural disaster, or be left vulnerable 
due to an employee error, your data is always 100% 
recoverable. 

For full protection, the most effective approach is 
known as the 3-2-1 backup method:

• You create three (3) copies of your data

• Two (2) of which are located on different 
devices (external hard drives, etc.)

• With one (1) of those copies located off-site
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The key to this methodology is 
offsite backup.

Onsite initial backup is useful for 
ensuring you have quick access to 
your data in the event of a small 
matter, such as your computer 
crashing – while your computer 
is repaired, you can quickly plug 
in your extra hard drive and get 
your data back without too much 
disruption. 

Offsite backup, meanwhile, protects 
your organization against more 
impactful catastrophes – such as 
cyberattacks and natural disasters. 
In addition, a robust offsite backup 
plan is the only way to ensure 
compliance with HIPAA. 

Cloud Backup  
and HIPAA
Data backup is not optional under HIPAA. 

As the legislation states, all covered entities must 
“Establish and implement procedures to create 
and maintain retrievable exact copies of electronic 
Protected Health Information” (CFR 164.308(7)(ii)(A)).

In addition, a disaster recovery plan is also required 
to “restore any loss of data” (CFR 164.308(7)(ii)(B)) in 
the event of a breach, system outage, or damage to 
computers/servers where PHI is stored.

Practitioners must also “Implement policies 
and procedures to prevent, detect, contain and 
correct security violations” (CFR 164.308 (1) (i)) and 
“Implement procedures for periodic testing and 
revision of contingency plans” (CFR 164.308(7)(ii)(D)).

As required by the HIPAA Security Rule, backup 
copies of data must be stored offsite (CFR 164.308(a)
(1)). This way, your data exists in two physical 
locations – so, if anything happens to your data at  
the office, it can be quickly recovered from its  
remote storage.

https://www.law.cornell.edu/cfr/text/45/164.308
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What Is Cloud Backup?
The cloud is the most effective, efficient and secure 
destination for off-site backup, as it eliminates  
the need to buy, manage, maintain and frequently 
update and replace your own off-site data storage 
infrastructure – all of which is extremely time-
consuming and costly (often prohibitively so  
for SMBs). 

Put simply, cloud backup is a data storage strategy 
designed to create identical copies of your 
information and store them on an off-site server 
where they are perpetually protected from localized 
threats, including natural disasters, employee errors 
(such as the accidental deletion of files)  
and cyberattacks. 

The cloud storage provider is responsible for 
purchasing, managing, maintaining and upgrading 
the necessary infrastructure – both hardware and 
software – as well as managing capacity, security and 
durability to ensure your data is safe and accessible 
no matter where you are in the world.  

With cloud backup, no matter what happens to your 
primary onsite data storage facilities, your data is 
always 100% recoverable from any location with an 
internet connection.
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Why Is Cloud Backup Important? 
Utilizing cloud-based online backup services from a 
HIPAA compliant specialist like Central Data Storage 
delivers a multitude of benefits for healthcare 
organizations. These include: 

• Ease of use – backups and the hardware they’re 
stored on are fully maintained by the service 
provider

• Heightened security – specialist providers use 
sophisticated cybersecurity and beyond-military-
grade encryption technology to keep your data 
safe

• Fast and effortless recoverability – your entire 
file history, including all file versions, is always 
protected and can be recovered quickly to any 
device when you need it

• Automatic file syncing – protect files on laptops, 
desktops, servers, databases and mobile devices 
with automated backups

• Accessible from anywhere – cloud-based 
backups can be accessed by anyone with the right 
permissions on any device with an  
internet connection

• Scalability – with no cap on storage limits, as 
your data grows, cloud-based storage space 
grows with it

• Full disaster recovery – whether it’s accidentally 
deleted files, a cyberattack, or physical hardware 
damage, easily recover the latest version  
of your files

• Ability to test backups – easily run tests on your 
backups to ensure your files are 100% recoverable 
100% of the time 

• Stay compliant – peace of mind that you’re 
always meeting data retention and security 
requirements 
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Recent figures from market research and advisory 
firm Technavio reveal that the global market for 
cloud technologies in the healthcare industry 
is expected to grow $25.54 billion between 
2020 and 2024. As the report notes, “Deploying 
cloud computing in healthcare ecosystem offers 
various advantages, including cost savings, 
enhanced flexibility and system scalability to the 
organizations.” 

However, there are hundreds of online backup cloud 
storage platforms out there – so, how do you go 
about picking the one that’s right for your business?

Not all online backup service providers are 
created equal – and the fact is that controlling 
costs when utilizing cloud backup services can get 

very complicated very quickly. From hidden costs 
to opaque pricing structures, security risks and 
compliance issues – there are a number of issues 
that can cause cost overruns and increase your bill in 
the cloud. 

Selecting the right partner to ensure the safety 
and accessibility of your data is critically important 
for safeguarding your patients, your practice and 
complying with industry regulations. It’s also crucial 
for keeping your cloud backup strategy cost effective 
for your business. 

In this paper, we’ll walk you through how to avoid the 
hidden costs of cloud backup.

Image source: businesswire.com

https://www.businesswire.com/news/home/20200703005270/en/COVID-19-Impact-Recovery-Analysis--Global-Healthcare-Cloud
https://www.businesswire.com/news/home/20200703005270/en/COVID-19-Impact-Recovery-Analysis--Global-Healthcare-Cloud
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Navigating Opaque  
Pricing Structures 
On the surface, the touted pay-as-you-go pricing 
model of large public cloud backup services – such 
as those provided by Amazon (Amazon Web Services 
(AWS)) and Google – seems simple enough. You 
select the services and resources you need and at 
the end of the month, the bill arrives. 

However, the truth is that trying to figure out 
exactly what you’re going to be charged for when 
utilizing the services of these large-scale vendors 
can be extremely difficult – and it’s not unusual for 
organizations to suddenly find their cloud backup 
costs spiraling out of control. 

According to Flexera’s 2021 State of the Cloud 
Report, optimizing spend is the top cloud initiative 
for organizations for the fifth year running, citied by 
61% of respondents. 

https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=PPC&utm_source=google&utm_medium=cpc&utm_campaign=NB-State-Of-Cloud&campaignid=10760212027&adgroupid=125385947491&utm_term=2021%20state%20of%20the%20cloud%20report&gclid=CjwKCAjwhMmEBhBwEiwAXwFoEcVN71DRiqsDEyvqNsBTWSbWAu1ZhLN0EkXp9uzyml4lS5MGw4AtYhoCdDkQAvD_BwE
https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=PPC&utm_source=google&utm_medium=cpc&utm_campaign=NB-State-Of-Cloud&campaignid=10760212027&adgroupid=125385947491&utm_term=2021%20state%20of%20the%20cloud%20report&gclid=CjwKCAjwhMmEBhBwEiwAXwFoEcVN71DRiqsDEyvqNsBTWSbWAu1ZhLN0EkXp9uzyml4lS5MGw4AtYhoCdDkQAvD_BwE
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Image source: flexera.com

https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=PPC&utm_source=google&utm_medium=cpc&utm_campaign=NB-State-Of-Cloud&campaignid=10760212027&adgroupid=125385947491&utm_term=2021%20state%20of%20the%20cloud%20report&gclid=CjwKCAjwhMmEBhBwEiwAXwFoEcVN71DRiqsDEyvqNsBTWSbWAu1ZhLN0EkXp9uzyml4lS5MGw4AtYhoCdDkQAvD_BwE
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Large cloud vendors offer what 
can be a confusing variety of 
package types and configurations 
for general purpose, compute, 
memory, storage and other 
services in an assortment of sizes. 

Selecting the right option – i.e., 
the one that means you only pay 
for the precise services you need 
for the exact amount of data you 
store – can be a minefield, resulting 
in many organizations needlessly 
pouring money away. 
 
In fact, according to the Flexera 
survey, respondents self-estimate 
that their organizations waste 
30% of cloud spend. However, in 
working with those organizations 
to identify waste, Flexera reckons 
most underestimate the amount 
of waste – with the true figure 
averaging 35% or even higher. 

Image source: flexera.com

https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=PPC&utm_source=google&utm_medium=cpc&utm_campaign=NB-State-Of-Cloud&campaignid=10760212027&adgroupid=125385947491&utm_term=2021%20state%20of%20the%20cloud%20report&gclid=CjwKCAjwhMmEBhBwEiwAXwFoEcVN71DRiqsDEyvqNsBTWSbWAu1ZhLN0EkXp9uzyml4lS5MGw4AtYhoCdDkQAvD_BwE
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Amazon Cloud Backup Costs
To get started with AWS’s cloud storage service and 
management service Amazon S3, there are six cost 
components you need to consider. These are: 

Within each category, there are then further options 
to navigate.

Looking at the first category only – backup storage 
– the rate you’re charged for storage usage and to 
backup data depends on the size of each data object 
you want to store, how long you store your objects 
over the course of the month and storage class. With 
Amazon S3 storage, there are six storage classes to 
choose from: S3 Standard; S3 Intelligent – Tiering; 
S3 Standard – Infrequent Access; S3 One Zone – 
Infrequent Access; S3 Glacier; and S3 Glacier  
Deep Archive. 

Similarly, there are further pricing complications 
for the remaining categories, including additional 
payments for requests and retrievals and the 
bandwidth into and out of Amazon S3.

• Backup storage costs

• Request and data retrieval costs

• Data transfer and transfer  
acceleration costs

• Data management and analytics costs

• Replication costs 

• The costs of procvessing your data with 
S3 Object Lambada 

https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
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Google Cloud Backup Costs
It’s a similar scenario when it comes to Google’s 
Cloud Storage solution. 

The storage costs of using the Google Cloud service 
for online storage is based on the following four 
components:

• Data storage – the amount of data stored in your 
buckets (basic containers that hold your data). 
Storage rates vary depending on the storage class 
of your data and location of your buckets. 

• Network usage – the amount of data read from 
or moved between your buckets. 

• Operations usage – the actions you take in 
Cloud Storage, such as listing the objects in your 
buckets. 

• Retrieval and early deletion fees – applicable 
for data stored in the Nearline Storage, Coldline 
Storage and Archive Storage classes. 

With so many choices and variables to consider 
across both Google and AWS, simply selecting the 
most cost-effective option for the precise amount 
of storage for your backup, disaster recovery and 
compliance needs is extremely complicated to say 
the least – and makes actual spend unpredictable. 

True, both Amazon and Google provide calculator 
tools to help you try and predict monthly 
cloud costs. However, accurate forecasts can’t 
be guaranteed – users need to enter precise 
information to get precise estimates. As such, the 
act of simply predicting your cloud backup costs – 
which are dependent on a huge number of variables 
– with either provider can burn up a lot of time and 
resources in itself and you may not even end up with 
a precise calculation at the end of your endeavors.

As a result, it’s certainly not unusual for 
organizations to end up with a nasty surprise at the 
end of the month when the cloud bill arrives from 
a major cloud vendor.

https://cloud.google.com/storage/pricing
https://cloud.google.com/storage/pricing
https://www.oracle.com/a/ocom/docs/dc/em/dao-research-aws-cost-surprises-white-paper.pdf?
https://www.oracle.com/a/ocom/docs/dc/em/dao-research-aws-cost-surprises-white-paper.pdf?
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Hidden Costs of Cloud Backup
As you can see from the complex pricing structures 
of AWS and Google listed above, there are a lot of 
places for additional cloud backup costs to hide 
when utilizing these services. The challenge of 
understanding the actual costs of cloud storage is an 
extremely complicated one. 

The situation is compounded even further for 
healthcare organizations with HIPAA compliance to 
contend with. Failure to configure your cloud backup 
solution correctly can result in a violation of HIPAA 
Rules. In addition, you need a service that ensures 
you are able to get your business back up and 
running the same day as a data disaster occurs to 
ensure minimal impact and cost to your business.

Let’s consider the top five hidden costs of cloud 
backup to look out for. 
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Retrieval Costs
Many large-scale cloud backup providers – including 
Google and AWS – are designed as cold storage. This 
simply means that they are intended for storing data 
that does not need to be accessed very often. 

It also means, however, that these providers charge 
a retrieval fee every time a user needs to access their 
data. Though these fees may appear small at first 
glance, they will soon add up over the course of a 
year if you need to access your data multiple times – 
for example, to recover from a cyberattack or other 
disaster, to restore a lost system, or to test your 
disaster recovery plan as all HIPAA covered entities 
must do frequently to comply with the legislation. 

Though often overlooked, the truth is that data 
retrieval costs can often outstrip upfront storage 
costs – this is all part and parcel of major cloud 
vendors’ business models.  

At Central Data Storage, we are a specialist cloud 
storage company that understands the specialized 
needs of HIPAA covered entities. As part of our 
service, we have simplified the cloud backup 
process and, crucially, do not charge additional 
fees for retrieving your data. That’s all included in 
our simple, affordable, monthly package price. 
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Compounding Storage Costs
Retaining multiple backup copies of your data is 
paramount to the success of your business, the 
safety of your patient’s sensitive information and for 
compliance with stringent HIPAA regulations.   

However, what’s often overlooked is the fact the 
storage requirements needed to maintain multiple 
copies of your backups can be substantially greater 
than the original source data. 

For solid protection and watertight HIPAA 
compliance, you need to create a lot of backup 
copies of your data in a set of daily, weekly, monthly 
and yearly backup cycles to ensure you always retain 
“retrievable exact copies” of your data should a 
disaster strike. 

Consequently, as your backups grow, so too does 
your cloud storage bill – even if the size of your 
original data set remains static.

With Central Data Storage, our cloud backup 
solutions provide fully transparent and predictable 
billing. With our free data assessment, we will 
determine the size of your storage needs based 
on the amount of data you need to keep safe. This 
means that your bill doesn’t grow and grow the 
longer you store your files. Unless your original 
data set grows in size, your monthly or yearly price 
remains exactly the same. 

https://www.centraldatastorage.com/free-data-assessment
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Cost of Support – Or Lack of It
You might think that paying ongoing monthly fees 
for storage, plus additional fees for access, retrieval, 
network usage, management and everything else 
would qualify you for free support. 

You’d be wrong. In fact, Amazon will charge you up 
to 10% of monthly AWS charges for ongoing business 
support, while Google will charge you an additional 
monthly fee plus 3% of net spend on top. 

Will you need support? Well, in the event of a data 
disaster you will definitely require technical support 
to help you respond to the incident – meaning there 
is little option but to pay for the additional service. 

You may also require support to ensure your 
cloud environment is configured in line with HIPAA 
requirements. 

Neither AWS nor Google Cloud are HIPAA compliant 
by default and offer little (or nothing) in the way 
of out-of-the-box support for their clients when it 
comes to setting up the system to comply with the 
legislation. 
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Ultimately, the onus falls on you, as the client, to 
configure things like sharing permissions, two-factor 
authentication and regularly monitor user accounts 
and devices to ensure unauthorized individuals are 
not accessing PHI – all of which you may need help 
with if architecting cloud backup environments is not 
your specialty. 

AWS misconfigurations are common. 

As reported in the HIPAA Journal, “On numerous 
occasions, security researchers have discovered 
unprotected AWS S3 buckets and have alerted 
healthcare organizations that PHI has been left 
unprotected. However, security researchers are not 
the only ones checking for unsecured data. Hackers 
are always on the prowl. It is far easier for a hacker 
to steal data from cloud storage services that have 
had all protections removed than it is to attack 
organizations in other ways.”

The report adds that Amazon has even had to email 
users who had potentially misconfigured their S3 
buckets to warn them that data could be accessed 
by anyone. 

With Central Data Storage, we make client support a 
top priority – and it’s included in your monthly price. 
Not only are our HIPAA-compliant-by-design cloud 
backup and recovery solutions second to none in 
the industry, we make it our mission to form true 
working partnerships with our clients. We ensure 
your systems are configured correctly and help you 
develop policies, procedures, training programs and 
disaster recovery plans so you can be sure your whole 
business is in full compliance with HIPAA and always 
fully recoverable in the event of a data disaster.

https://www.hipaajournal.com/aws-hipaa-compliant/
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Fines for HIPAA Violations
One of the biggest dangers of cloud backup 
misconfigurations is leaving your organization 
open to fines from HHS’s Office for Civil Rights 
(OCR). 

The OCR collects millions of dollars in penalties 
every year from healthcare organizations that 
are found to be in violation of HIPAA Rules. $13.5 
million in fines were issued in 2020 and the figure 
already stands at over $5.5 million so far in 2021. 

HIPAA covered entities are required to implement 
technical, physical and administrative safeguards 
of PHI in order to maintain HIPAA compliance. 
Failure to do so can lead to huge penalties – up 
to $50,000 per violation and a maximum of $1.5 
million for identical violations per year.

https://compliancy-group.com/hipaa-fines-directory-year/
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Image source: hipaajournal.com

At Central Data Storage, we’re 
more than cloud backup 
providers – we work hand in 
hand with our clients to make 
sure they meet regulatory 
requirements and avoid HIPAA 
violations.

As part of our service, we 
provide you with ongoing 
actionable insights on how to 
improve your data security 
processes, recommend 
solutions and provide advice 
for how to implement policies 
and procedures within your 
organization to help meet all 
your compliance needs. 

https://www.hipaajournal.com/what-are-the-penalties-for-hipaa-violations-7096/
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Costs of Downtime Following  
a Data Disaster
Make no mistake about it. Disasters can strike at 
any time.

From the growing risk of cyberattacks (attacks on 
healthcare organizations more than doubled in 
2020, with ransomware accounting for 28% of all 
attacks), to system failures andv natural disasters – 
organizational data is always at risk. 

There is also the human element to contend with. 
90% of data breaches are caused by human error, 
such as inadequate password hygiene or busy 
employees failing to screen emails and attachments 
for malicious links. 

Computers crash and network and hardware 
systems also fail from time to time. 

In addition, employees can forget to save their work 
– or they might lose their laptop, have it stolen, or 
spill a cup of coffee on it. 

For this reason, it is imperative you are the utilizing 
cloud backup services of a provider than can 
guarantee to get you back up and running within 24 
hours. 

93% of companies without a robust cloud 
backup and disaster recovery plan who suffer a 
major disaster are out of business within a year. 
Conversely, 96% of companies that work with a 
trusted backup and disaster recovery provider are 
able to survive ransomware attacks that would 
otherwise put them out of business. 

https://healthitsecurity.com/news/healthcare-cyberattacks-doubled-in-2020-with-28-tied-to-ransomware
https://healthitsecurity.com/news/healthcare-cyberattacks-doubled-in-2020-with-28-tied-to-ransomware
https://www.techradar.com/uk/news/90-percent-of-data-breaches-are-caused-by-human-error
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Are you prepared for a data disaster?

93 % of companies 50 % of companies 96 % of companies 
Without Disaster Recovery 

whi suffer a major data 
disaster are aout of business 

within a year.

experienced a downtime 
event in the past five years 

that lasted longer than a full 
worday.

with a trusted backup and 
disaster recovery plan were 
able to survive sansomware 

attacks.

At Central Data Storage, our solution is designed 
to get your business fully operational in less than a 
day. We know that every minute of downtime costs 
you money and customers. That’s why we designed 
our cloud backup and recovery solution to get your 
business back on its feet in just 2 hours, with a 
full data restore complete within 24 hours. That’s 
because your entire file history – every version – is 
always protected and can be recovered quickly to 
any device when you need it.
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Central Data Storage – Affordable, 
Transparent, HIPAA Compliant Cloud 
Storage at Your Fingertips
Central Data Storage – Affordable, Transparent, 
HIPAA Compliant Cloud Storage at Your Fingertips

Choose the wrong vendor and you’ll soon find that 
there are many hidden costs involved with cloud 
backup – costs that no business should have to pay. 

With Central Data Storage, you only ever pay for the 
amount of data you want to protect and there are 
no additional fees to access and use your own data. 

Friendly, ongoing support is part of the package 
and with our beyond-military-grade 448-bit end-
to-end encryption, your data is fully secure in a 
solution designed for watertight HIPAA compliance. 

See for yourself. Try Central Data Storage’s Backup 
+ Recovery product free for 100% confidence 
of our HIPAA compliance capabilities and our 
commitment to affordable, transparent cloud 
backup costs.  

https://unison-bdr.com/CDSFreeTrial?planName=2&__hstc=69438543.281383ab9929c2d0a551c8c7ff8a4d64.1622112765074.1622468491103.1622472926101.10&__hssc=69438543.1.1622478698969&__hsfp=3931306244&hsCtaTracking=cb07095b-fb3b-4215-bb48-f43d1af6c078%7Cbb9185ca-82f2-4614-b41a-7976667ab15a
https://unison-bdr.com/CDSFreeTrial?planName=2&__hstc=69438543.281383ab9929c2d0a551c8c7ff8a4d64.1622112765074.1622468491103.1622472926101.10&__hssc=69438543.1.1622478698969&__hsfp=3931306244&hsCtaTracking=cb07095b-fb3b-4215-bb48-f43d1af6c078%7Cbb9185ca-82f2-4614-b41a-7976667ab15a
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Toll-free +1-888-907-1227info@centraldatastorage.com

Contact Us

www.centraldatastorage.com

https://www.centraldatastorage.com/
https://www.facebook.com/centraldata/
https://twitter.com/cdsBackup/status/1008360622113939456
https://www.linkedin.com/company/central-data-storage/
https://www.centraldatastorage.com/

