
All businesses will face some sort of data loss at a point, so it's essential you have a robust disaster 
recovery plan in place that can be actioned at a moment's notice.

With as much as 90% of data loss being attributed to human error, the ability to recover your critical business 
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and patient data quickly is something every business needs to be able to do.

Step 1: Assign responsibility
Decide who will be responsible for overseeing both primary data storage and backup:

F Notify these people, clarify their roles and establish expectations.

F Communicate changes to all employees.

F Decide which data disasters are most likely to affect your business and which will do the most harm. 

F Take action to mitigate these threats pre-emptively. 

Step 2: Seek a provider that offers data encryption and is compliant with government regulations (HIPAA, HITECH etc.) 

F Create a shortlist and choose a provider who meets your data encryption, backup and recovery requirements and complies with 

government regulations. Establish a relationship.

Step 3: Document key contacts and information

F Create a contact list of all critical vendors, suppliers, partners, key clients, and employees.

F Determine alternate communication channels (cell phone, two-way radio, etc.). 

F Document your hardware, software and licensing information.

Step 4: Create a recovery procedure with steps to remedy a data interruption

F Decide which machines you will backup and which data is essential for your business to function.

F Backup all data to a secure offsite data center. 

F Decide how long you can operate without your business-critical systems.

F Create a plan to restore your essential data in a timeframe that meets your recovery time objective.

F Set regular backup times that meet your response point objective and monitor backup status.

F Test your backup regularly and make sure it’s restoring data accurately and in a timely manner.

F Keep multiple copies of backup media onsite for additional redundancy.

Our Backup + Recovery solution can get you back up and running with today's data in 2 hours and in less than 
24 hours, we can recover all your data. Try it free for one month.
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