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Introduction
In business, it seems you’ve either lost your data or will lose it. Every day can bring new technical horrors 
in the form of outages, downtime, human error, and data loss. When a data disaster strikes, not only is your 
business put on halt but your customers can lose confidence in you. If you’re not prepared for disaster 
recovery, getting back on your feet can take some time and effort.

No matter the cause of your data dilemma, a successful business has a disaster recovery plan (DRP) in place 
to ensure continuous operations. A disaster recovery plan is an organized approach to responding to an 
incident. The plan should be comprehensive, simple to follow, and tested regularly. 

Your goal is to achieve seamless workflow during legal, social, or naturally occurring delays. Whether your 
business has a plan in place, or you want to create a new one, this 5-Step Disaster Recovery Plan will help!



1. Gather Infrastructure Documentation
When you send out your teams for recovery procedures, it’s important that they know 
exactly what to do. Even if you’re confident in their ability to move your operations to a 
recovery site, you need proper infrastructure documentation to ensure the job’s done right.

When a data disaster strikes, it puts a lot of pressure on your business. Pressure can 
cause errors. That’s why even the best teams prefer line-by-line documentation when 
performing a recovery. Just remember to keep a hard copy in the event of a power outage!

 F A complete list of your mapped network connections  
with all connected devices and configurations

 F Your entire system setup, Operating System (OS), applications  
and data, and cloud templates your business uses

 F Which installation/recovery process your business uses

 F How and where your data is saved

 F How your backups are restored

 F How your data is vetted for accuracy

 F Stakeholder register and communication plan

 F Anything IT related that is business-critical

 F Record of previous disasters and lessons learned

There are likely a lot of people affected by your business’ data disaster, and it’s up to you to 
let them know. In addition to those involved in the recovery (engineers, support, executives, 
etc.), there may be others that need to be notified (public relations, marketing, vendors, 
suppliers, key customers, etc.). 

It might be helpful to keep a record of your stakeholders in your official documentation. 
At a minimum, keep a list of the most important people to inform in the case of a data 
disaster. It’s important to know exactly who is handling each task, how to reach them, and 
how they are performing. You’ll want to establish a chain of command that involves certain 
executives, support contacts, and individuals from your network, systems, database, and 
storage teams.

You need to decide which communication channels you will use to spread the news; 
whether it’s an onsite “roundtable”, online instant messaging service, or even a 
survival radio.



2. Back it Up
In general, backup is defined as replicating your files, folders, settings, applications or 
servers, and storing them to another location for redundancy. Backup software ensures 
your business can get the files back even if the original data or version disappears.

You need to decide if you will backup individual workstations, entire servers, or both. 
Workstations typically contain information that your business uses every day, and servers 
typically store business-critical information. Considering roughly 60% of a business’ data is 
on employee devices, maybe you will choose to utilize a hybrid cloud approach and backup 
both workstations and servers with a combination of onsite local backups and offsite 
cloud storage.

Once you’ve decided which devices to back up, you need to decide which type of hardware 
and software you will use for certain files and applications. Backups typically are sorted 
into two main categories, image-based and file-level. Deciding between them is a matter 
of what your business needs.

Image-Based Backup: 
The most detailed backup, best used for servers and complex systems. Everything on your 
operating system at the time of the backup will be snapshotted and replicated. These 
can be active or deleted files, applications, servers, settings, and databases. If you want 
to start from scratch with a bare metal restore (BMR), an image-based backup can return 
your system to the way it was before the disaster, even on a brand new machine. Backing 
up and recovering your files with an image-based backup can take longer than a file-level 
backup because it involves copying your entire operating system rather than individual files.

File-Level Backup: 
More simple and speedy but less thorough than image-based backups. Best utilized for 
backing up mobile workstations, tablets, and laptops. Files or folders on a machine are 
replicated for redundancy to combat user error or accidental deletion. Anything that isn’t 
business-critical, like family photos or music downloads should be backed up this way.

During the business continuity planning process, you may consider a combination of the 
image-based and file level backups for greater flexibility. It’s a good idea to have one 
backup for files that may be accidentally deleted, one for your databases and apps, and 
another for recovering your entire system after a disaster.
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3. Store it Safely
Now that you know how and what you’re going to back up, it’s time to determine 
where to put it. Data can be stored a lot of different hardware and software including, 
but not limited to:

• Tape (LTO)

• Hard Drive Disk (HDD)

• Solid State Drive (SSD)

• Network Attached Storage (NAS) 

• Storage Area Network (SAN)

• Private and Public Cloud

Up front, there seems to be a lot of backup options, but they can be grouped into 
two main categories: 

Onsite backups: 
Onsite backups stay at your business on a local drive. They recover data more quickly than 
offsite backups but are susceptible to the same threats as your business environment, such 
as fire and flooding. Examples: Tape (LTO), HDD, SDD, NAS, SAN

Offsite backups: 
Offsite backups give your business multi-location data redundancy, protecting you from 
local disasters that would otherwise wipe out your onsite backups. These backups are 
usually on the cloud or involve transporting tapes or disks to a controlled offsite data center, 
and therefore take longer to restore than local backups. Examples: Private and Public Cloud



4. Define Recovery Objectives
The goal of disaster recovery plan is to keep your business up-and-running as much as 
possible. To do this, you must first determine which IT services have the most business 
impact. After that, you can determine which recovery methods are necessary by 
defining your:

Recovery Time Objective (RTO):  
How much downtime your business can handle, how much money is lost during recovery, 
and what you need to do to get back on your feet after a disaster.

Recovery Point Objective (RPO):  
How frequently business-critical data changes at your business, how often backups should 
run, and how much space is allotted for storage.

Your business’ RTO and RPO will determine your recovery strategy and what executing that 
strategy will cost. The more aggressive the recovery, the higher the cost. To keep the cost 
to a minimum, consider ranking your IT applications into multiple levels such as:

• Business-critical applications that require the fastest RTO and RPO 

• Applications that need less a stringent RTO 

• Applications that hold data for the long term

You can reduce your RTO by using a combination of cloud and local backups. If you need 
a near-instant recovery, use your local backup. If you lose your local backup to a disaster, 
use the multi-location data redundancy of the cloud.



5. Test and Assess
Now that you’ve worked through your entire disaster recovery plan, from basic concepts to 
backup solutions, it’s time to get it rolling! Start by going over all of your settings, features, 
necessities, and goals for your plan. Write them all down in a strategy document.

Have all the major players at your business look over the disaster recovery plan, add 
their edits, and establish strategy-reviewing methods going forward. When it comes to 
data threats, hackers and cyber-attackers aren’t your business’ only worry. Rather it’s 
innocent employee mistakes, like accidentally deleting a file, that could initiate your entire 
disaster recovery plan. So make sure your plan doesn’t only make sense to you, but your 
entire office.

Once that’s done, test, test, and test some more! With your IT team, create a backup and 
restore evaluation that can repeatedly and accurately assess your entire plan. You need 
to decide:

• Who handles testing

• Which restores are tested

• When will testing happen

• How will backups be restored

• Does the restore meet your RTO 
and RPO

Plan on putting your backup strategy through the paces at least once a quarter to make 
sure backups are running and protecting the proper data. This way you can catch errors 
and report them before they become serious data dilemmas. If there is a hiccup, find out 
what caused it and note necessary changes. 

Your goal should be to build a data disaster recovery plan that is silently, constantly, 
automatically, and effectively working in the background of your business processes.  
If you can do this, you’re setting your business up for a bright future!
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Conclusion
Need help with your disaster recovery planning? Central Data Storage’s expert support team is ready!  
Just call 1-888-907-1227 or email info@centraldatastorage.com and let’s get planning!

Have data you need to move to the cloud today? Try CDS’ Backup + Recovery solution for 30-days for FREE.
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