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Introduction 
Grexx Platform is the latest low-code high-productivity application platform as a service 
(hpaPaaS) solution by Grexx. Where Grexx has over a decade of experience with low-code 
cloud software application platforms, under the name Grexxboxx, the Grexx Platform is the 
latest in line. With the introduction of Grexx Platform, we also created a completely new 
architecture. New emerging technologies urged for a totally new codebase while keeping the 
underlying concepts. The concepts were (and are!) strong, decent and understandable. In 
this document we will outline those concepts and the architecture that followed and has 
been implemented. 

Base concepts 

Everyting is a case 
The concept that we put on the basis of everything is our representation of a “thing”, an 
“object”, a “process”. Because of our background in business processes, we have labeled 
this a “case”, even though that label still doesn’t cover it all and comes with certain 
expectations of restrictions that we do not have. We have done this ever since the first 
Grexxboxx implementation in 2007 and although the concept has evolved over time, the 
basics are still in place. 

As we say: “everything is a case”. We tend to take that very far and consider everything in our 
application models that we can prefix with “the” as a case. Not only “order”, “customer” or 
“stock item” in our customer’s applications, but also “user”, “homepage” or “menu item”. 
This has many advantages, as we will describe below. 

We do not believe that you have to choose between Object Oriented, Service Oriented or any 
other traditional orientation. The case orientation offers all the benefits in a overseeable 
package. 

A case is our representation of the combination of the following: 

• An object 
• A (cloud) GUI 
• A comprehensive role-based access control (RBAC) model 
• An audit trail 
• An interface 

As each case is an object, it has fields (we call them attributes), it has methods (activities) 
and it has a definition of its class (casetype) which makes it possible to aggregate over 
multiple cases from the same casetype. 

 
As each case has a GUI, you can reach the case over the web via your regular browser. In the 
casetype definition, you define views and widgets that make up the case GUI and define 
what users can see and interact with when on your case. 
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Each case, or actually the casetype, has a comprehensive role-based access control model 
to work with. Whether you want two roles (“users” and “administrators”) through your entire 
application, or prefer to create roles with a specific designated employee per order, or any 
combination of it and everything in between, the Grexx Platform can provide it. And as users 
are represented by cases as well, each action on a case is executed by another case. 
Whether that case is a user or an external web service or even another case on the Grexx 
Platform: as long as it has the rights to execute the action, it can execute it. 

Because we are in origin a business-process minded application platform, an audit trail has 
always been an important aspect of our design. Each action is recorded with exact timings, 
actor and data going in and out. All this information is available via audit trails and can be 
viewed in every case. And as everything is a case, you have an audit trail throughout every 
big and small corner of your application. 
 
As each case has an interface, you can interact with it via standardized methods. We of 
course provide JSON-based APIs to interact with cases, but especially cases can very easily 
interact with each other. Using the extensive possibilities of our RBAC model, cases can 
extent each other the right to execute actions and interact with each other. Of course the 
most obvious example is an end user interacting by executing tasks, but an order item case 
triggering the update of an order case to update the order totals, and also triggering the 
update of the stock item to update the stock amount, is all done through the same methods. 

Environment 
An environment is merely a large set of cases. Each case belongs to one environment. That 
environment is usually customer-specific, so the “Acme Corp” environment and the “Duff 
Beer” environment. In some cases, a multi-tenant environment is created (which in turn is 
usually exploited by a single company) or a customer has multiple environments to divide 
separate units or functional applications. 
 
Each environment is backed by its own database, which is usually the reason to distinguish 
multiple environments. Apart from that, each environment has its own hostname, a security 
base level (can be extended per case), a default landing page (can be set per user), a default 
language etcetera. 

Collaboration in your network: the Grexx Cloud 
Interaction between cases on the same environment is easy. Because they are located in the 
same customer’s environment, most software vendors and application builders can offer 
some kind of interaction. At Grexx we go a step further. All cases on each environment that 
we host can communicate with each other, as long as they give each other the rights to do 
so. And granting a right to a case from a completely different environment is just as easy as 
granting it to users on your own environment. In this way, suppliers, customers, customers, 
patients and employees of different departments can easily collaborate. We offer the ideal 
combination of ownership and flexibility. A case is owned by a environment, but by being 
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able to distribute rights and roles across environments, users can easily perform tasks on 
this case from their own environment. Moreover, the authorization system can be relayed to 
a different environment to a greater or lesser extent. 

Consider, for example, a patient record on the environment of a general practitioner. The 
doctor can give a doctor in the hospital (on the hospital environment) access. The GP can 
also choose to relay the role "treating physician" completely to the hospital environment. 
This gives the hospital environment complete control over the implementation of this role 
and who has the right to view the patient file on the GP's environment. It is even better if the 
patient has the file on his own personal environment and hands out the roles...! 

All cases in the entire network are uniquely recognizable based on their case ID. This is a 
combination of three numbers separated by colons, for example "1:123:456". This specific 
caseid refers to case number 456 on environment 123 in network 1. We have given 
ourselves network ID 1, but are open to other similar networks to connect using open APIs 
and our view on case orientation. 

This makes the Grexx Platform the perfect platform to support all forms of collaboration 
within networks and ecosystems. 

Low-code (no-code) platform 
Seeing everything as a case has provided us with a lot of flexibility over the past decade and 
given us the opportunities to develop cloud applications fast, agile and cost efficiently. Our 
consultants, who have developed those applications, are besides business-savvy also 
technical geniuses. They know their way around SQL, Javascript, HTML and CSS to provide 
for everything the platform does not offer. And although we highly value our allround 
employees, we believe that the world is running towards a situation where it should be 
possible for anyone with business process expertise to develop a decent software 
application without having to write a single line of code. For the Grexx Platform, this meant 
taking the low-code platform that we already offered a few steps further.  

We don’t believe in offering a 100% no-code platform. That would restrict you to using the UI 
and functionality that we or any of our partners offer. We believe that it should be possible to 
build a very comprehensive application that can do anything you like without having to enter 
a single line of code. But if you want to connect to your existing software systems having a 
proprietary interface or if you want specific user interface elements that are not part of our 
extensive library, it will always be possible to create your own plugins and extensions.  

Studio 
The development, or as we call it: configuration, of your application is done in the Studio. 
The Studio offers all the tools to create your environment. The special feature of our Studio 
is that it is an Grexx Platform environment in itself. So not only are all the orders, customers 
and products represented by cases on your environment, the Studio concepts as casetype, 
activity, widget and role are cases as well. This gives countless benefits over a dedicated 
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development environment. The Studio has a familiar look if you have used other applications 
on the Grexx Platform, and development of new Studio features is no harder than 
implementing a customer application. Also, all the improvements that we make to our 
platform are automatically also available for configurators of applications. Interaction 
between cases is accounted for, role-based access is a piece of cake, and every single 
action that is done in a Studio is registered in the Studio case’s audit trail. 

Marketplace 
As everything is a case, also in each Studio, and as each Studio is built on the same 
casetypes and building blocks, it’s quite easy to offer reuse. A casetype with activities for 
Warehouse Stock management can easily be exported and imported into another Studio. No 
need to reinvent the wheel. We believe that in a network of low-code platforms, reuse is the 
best way to grow your network. If you know that a decent Warehouse Stock management 
casetype has been developed before and you can easily import it to use and adapt it in your 
own application, it can save both time and money. So we decided to facilitate it by 
introducing the Grexx Marketplace. This is again an Grexx Platform application where each 
Studio is connected to automatically. If a Studio user (an application configurator) decides 
that he/she wants to offer their application for reuse, they can easily export it to the 
marketplace and offer it to others. Of course you can keep as much or little control over the 
applications you offer, ranging from publicly offering it (comparable to opensource) to 
offering it only to (a group of) others that you specify for a pay-per-use price. As a Studio 
user it’s also easy to browse the marketplace for components you can use in your 
application. Components on offer can be as big or as small as you wish; from a specific 
form field checking the validity of a bank account number to an entire application to manage 
your entire warehouse. If you can configure it, you can share it. 
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Architecture 
When building an application platform based on the concepts described before, it’s 
necessary to pick your architecture right. A lot of thought has gone into this, which resulted 
in the architectural choices described in this chapter. Note that all this is about the software 
underlying the platform that offers all the possibilities described before. 

Starting points 
Apart from implementing all our base concepts, our architecture had some more starting 
points: 

• 100% cloud-based; no concessions 
• Built “from scratch”: no legacy 
• Using state of the art technology (when applicable) 
• Built for performance, scalability, reuse 
• Use open standards and protocols where possible and applicable 
• Use open source software where it fits 
• Don’t reinvent the wheel, especially when it’s not core business - use third-party 

libraries that have proven their usefulness 
• Completely load-balanced - no single points of failure in the architecture 
• Separation of concerns - let each component do what it’s good at, and vice versa: 

make sure each component specializes in a specific area and is the best in doing it 

Four layers 
The most important architectural choice was to create four distinct layers. Each of these 
layers should be interchangeable in the future and communication between the layers is 
restricted to the direct neighbours (1 <> 2 <> 3 <> 4, but not 1 <> 3) and communication 
should be done using open protocols and standards where possible. 

This has resulted in the following four layers. 

L1: Database 
The primary bottom layer is, as usual, the data(base) layer. All data is stored in databases. 
We manage multiple MariaDB clusters (master-slave) for the primary case data, we have 
MongoDB clusters for session data and Elasticsearch for logging. Each clustered, scalable, 
and configured to tailor our specific needs. 

L2: Backend 
The backend, entirely written in Java 8, is responsible for all the business logic that resides 
in a backend. It is the only layer that can create cases and it is responsible for translating 
frontend requests to database queries and translating the results into comprehensible 
output. The backend is clustered over multiple servers and can be scaled horizontally. 



 

7 
 

L3: Frontend server-side 
The server-side frontend is a Node.js application that receives the browser requests. 
Depending on the type of request, it can handle the request itself or do a backend request to 
retrieve more data. The frontend is responsible for session control, server-side templating, 
error handling etcetera. 

L4: Frontend client-side 
A client browser is very capable of executing tasks and running software. Much of the 
templating and GUI layouting can be done client-side with pointers and data from the server. 
The vast amount of code sent to the client for fast and interactive processing of UI elements, 
and therefore the client’s browser is what we call layer 4. 

Communication L4 (browser) ⇔ L3: websockets 
The client browser and the L3 servers communicate over Websockets. Compared to for 
example AJAX, this has the advantage that connections need to be setup only once per 
session and a continuous bidirectional connection is operational. This offers flexibility in UI 
interaction and user session control. Messages are exchanged in JSON format. 

All latest versions of the major browsers are supported on a multitude of devices and 
operating systems. Of course all our applications use HTTPS. Running an application on a 
custom hostname with own certificates is available upon request. 

Communication L3 ⇔ L2: AMQP 
L3 and L2 communicate with each other via queues and use AMQP as the message 
protocol. The advantage of using queues is that L3 and L2 do not need to know of each 
other’s existence (no IP addresses or direct data connections needed) and that request 
throttling and load balancing can be achieved by using the queueing advantages. A 
RabbitMQ cluster is in place to provide the queues and handle the messaging. All messages 
are in JSON format. 

API: RESTful JSON 
Each environment has its own API endpoints available for several actions to be done. These 
API endpoints are RESTful and use the JSON data format. Authentication is done through 
unique keys and additional IP whitelisting. 

  



 

8 
 

Cloud advantages 
The fact that Grexx Platform is a 100% cloud-based environment and is offered as a PaaS 
solution, has many advantages for our customers. Built upon those advantages, we have 
developed some streamlined processes for deployment and operations, resulting in even 
more features to make managing your applications a piece of cake. 

Flexible deployment 
Creating new environment is done with a click of the mouse. Whether you want to create a 
staging environment, an extra test environment or multiple production environments with the 
same processes, it’s just a matter of clicking. 

No hardware or software investments 
We manage all hardware and software in our cloud. There is no hardware required on the 
customer’s end other than any device with a web browser. There is no need for hiring extra 
system administrators to manage the Grexx Platform environment. 

Security 
All your data is stored in Dutch data centers that conform to the highest security standards. 
Both the data centers and Grexx are Dutch legal entities that conform to the ISO 27001, NEN 
7510 and ISAE 3402 standards to ensure the highest security for your data. We are hosted in 
multiple data centers to ensure minimal downtime. 

Unlimited storage of files 
Each environment gets its own object storage. This object storage can be used to store any 
type of file and is linked directly to the Grexx Platform applications. This allows for easy 
storage and retrieval of any type of document, image or other file that is used in the 
application. We provide virus scanning of all uploaded files to make sure no harmful files 
can exist in the application. All files are stored redundantly to prevent data loss in case of a 
failure. 

Accessible worldwide 
Each application is accessible through the world wide web. Given that the correct credentials 
are supplied and the client conforms to security requirements, access to the application is 
granted. Of course this can be as coarse or fine-grained as required; for example the usage 
of IP filters is possible to restrict usage from office locations only. 

Single sign-on 
Integral part of the Grexx Platform is our single sign-on solution XXID. This solution 
connects with a multitude of providers to identify users. Next to regular username/password 
users can also identify themselves using Google, Facebook or eHerkenning (Dutch business 
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identity). Connections with customers Active Directory or third-party SAML providers are 
also available. 

 

 

 

 

 

 


	Base concepts
	Everyting is a case
	Environment
	Collaboration in your network: the Grexx Cloud
	Low-code (no-code) platform
	Studio
	Marketplace

	Architecture
	Starting points
	Four layers
	L1: Database
	L2: Backend
	L3: Frontend server-side
	L4: Frontend client-side
	Communication L4 (browser) ⇔ L3: websockets
	Communication L3 ⇔ L2: AMQP
	API: RESTful JSON

	Cloud advantages
	Flexible deployment
	No hardware or software investments
	Security
	Unlimited storage of files
	Accessible worldwide
	Single sign-on



