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Uskudar University, founded in 2011, is one of 
leading educational institutions in the field of 
healthcare. It is part of the NP Health Group chain, 
which has been contributing to society in the 
disciplines of mental health and neurology for more 
than 20 years. In August 2018, UNESCO designated 
Uskudar University as a 'Center of Excellence' for its 
work in the fields of human behavior, neuroscience, 
and mental health. 

Uskudar University has established hospitals 
focusing on the field of neuropsychiatry and the 
brain, which have gradually expanded their service 
areas in practice centers. Uskudar University's 
healthcare services are in Cologne, where they are 
currently running a brain center since 2016.
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The university's mission is to be a universal brain 
center that delivers excellent qualified individuals 
while also making substantial contributions to 
society. Uskudar University continues to make 
confident accomplishments in this direction. 

Uskudar University now has more than 22,000 
students from all over the world and presently 
employs almost 600 academics. The university has 
around 78 research laboratories in total, with over 
$6.8 million in project funding alone. It currently has 
around 1,500 computers, smart boards in 
classrooms, smart televisions, smart refrigerators, 
CCTV cameras, and Internet of Things (IoT) devices, 
that can be connected to the internet and are part of 
the network. 

Uskudar University
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In this regard, the university's IT team 
established that the malicious content that 
students bring from their own computers to the 
smart boards via USB sticks, is then spread to 
corporate PCs in the internal network via USB 
sticks by academic staff. 

Because of the university's rapid growth and 
enrollment of 20,000 students in a short period 
of time, there has been a tremendous rise in 
internet and data traffic.

Serkan Coskun, System and Network Security 
Manager at Uskudar University, stated that the 
users generated numerous irrelevant domain 
requests and a large amount of traffic, making it 
more difficult to detect malicious software on 
internal network equipment.

Cybersecurity is critical for Uskudar University, 
which conducts major research in a variety of 
sectors and hence possesses incredibly 
sensitive data. 

With the rising number of students, smart 
devices, and academic staff, there has become 
a larger audience using the university network. 

As a result, students and academic staff 
frequently utilized the same smart devices and 
were connected to the same network thus 
significantly increasing the university's chance 
of a security vulnerability.

Problem

DNS log analysis in SIEM solutions is critical for 
detecting malicious traffic and activity. In other 
words, the fact that the university does not 
receive these DNS data just for cost savings 
poses a significant disadvantage when it comes 
to detecting malware. 

They noticed that the EPS counts in the 
university's log CM products increased 
following this traffic, and Coskun stated that 
they were exploring for measures to prevent 
requests that could create harmful traffic on the 
DNS side.

Because of the lack of DNS layer analysis, 
detecting malicious traffic may take longer than 
it should in terms of security, but this traffic can 
be identified directly with a DNS layer analysis.
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Only malicious DNS traffic that may cause a 
vulnerability is reported by DNSSense filter-
based SIEM integration.

It was necessary to prevent all these queries 
from being forwarded to SIEM while also 
performing security analyses at the DNS level 
because of the significantly increased EPS 
(Event Per Second) counts with the DNS 
queries, 

To address these requirements, Uskudar 
University chose DNSSense's DNS & Security 
Gap Visibility solution over others. The key 
reason for this was that the DNS and Security 
Gap Visibility tool did more than just prevent 
DNS level queries and reduce costs. At the 
same time, there was no need to make a security 
compromise. Furthermore, the DNS log analysis 
provided enriched and meaningful data as part 
of the DNS & Security Gap Visibility product.

Solution

SIEM Integration With the DNS & Security Gap Visibility 
Product:

Ÿ All enriched and meaningful data will be sent 
using filter-based SIEM integration, reducing 
EPS and hence the SIEM cost.

Ÿ All infected devices in the network can be 
detected.

Ÿ SIEM cost will be significantly reduced 
because of the reduced EPS count.

Ÿ DNS logs will continue to be received by 
SIEM.

Ÿ S i g n i fi c a n t  a c h i e v e m e n t s  w i l l  b e 
accomplished in DNS traffic and network 
security analysis by doing log analysis.
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"During the product selection process, we 
also tr ied various global products. 
DNSSense detected malicious traf�c that 
slip past other security products. The 
DNSSense team provided a Security Gap 
Assessment report outlining which security 
products were unable to detect this 
malicious traf�c," said Coskun.

Uskudar University aimed to get the best 
domain classification products and compare 
DNSSense to others, during their Proof of 
Concept (PoC) stage. Malicious traffic that 
slipped past other products was reported 
thanks to DNSSense's Security Gap feature. In 
other words, DNSSense detected and reported 
malicious traffic that other products did not. In 
addition, DNSSense included in their analysis all 
the threat factors for the ful l  domain 
classification. Therefore, the Security Gap 
Assessment report proved why Uskudar 
University should use DNSSense. 

Solution

Security Gap

The fact that domains that are visited for the first 
time are classified in less than 10 minutes, whilst 
other products fail to do this classification even 
after longer periods of time, was the most 
crucial driving reason in Uskudar University's 
decision to choose DNSSense. Positive Security 
Model, DNSSense's sustainable, dynamic, and 
quick protection against Zero-Day attacks, was 
demonstrated using real-time DNS traffic 
reports. 

The most significant and fundamental feature of 
DNSSense is the use of AI engines to provide 
domain score and classification services. The 
artificial intelligence checks over 850 features 
(including MX Record, TTL, Domain, how old, 
CTI, Crawler, HTTPS, SSL, and so on) using its 
deep learning technology.

'Firstly Seen' domain detection plays a vital role 
in reducing or completely preventing damage 
when faced with first-time attacks and malware. 
In this way, the user remains safe against 
unknown and unseen attacks.

Firstly Seen Domain Categorisation
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DNS and Security Gap Visibility forwards 
malicious DNS traffic that could be a threat to 
the network and end-user security only within 
the framework of certain rules to the SIEM 
product, thanks to the rule-based SIEM 
integration module.

Due to fi lter-based SIEM integrat ion, 
approximately 95% of DNS traffic logs will be 
filtered, and it will help to reduce EPS count to 
1/1000.

Furthermore, the DNS and Security Gap 
Visibility solution collects Microsoft DNS logs, 
which are difficult to understand. While these 
logs are useless and meaningless on their own, 
DNSSense makes them readable and delivers 
them to teams as a report by correlating them 
with crucial security information.

Result

Uskudar University's System and Network 
Security unit was presented with critical 
information such as the detection of devices 
infected by malicious traffic in the network, the 
Destination IPs of malicious domains, when and 
how many times any given user's devices made 
requests to these domains, the country where a 
domain is located, the Source IP, and network 
logs.

Uskudar University continues to util ize 
DNSSense's DNS & Security Gap Visibility 
product to prevent various types of possible 
cyber-attacks. 

Coskun summarizes their accomplishments as follows:

DNSSense operates without using an agent, causing no disruptions to current systems. Finally, we 
get a simple and easy-to-understand reporting interface.

We believe we have number of bene�ts after we started working with DNSSense team. It was 
exciting for us because it reduced the EPS count in the logging utilized by our CM, reducing the 
cost value by minimizing unnecessary requests.
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