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AUDIT SUMMARY

This report was written for Fiero in order to find flaws and vulnerabilities

in the Fiero project's source code, as well as any contract dependencies

that weren't part of an officially recognized library.

A comprehensive examination has been performed, utilizing Static

Analysis, Manual Review, and Fiero Deployment techniques. The

auditing process pays special attention to the following considerations:

❖ Testing the smart contracts against both common and uncommon

attack vectors

❖Assessing the codebase to ensure compliance with current best

practices and industry standards

❖ Ensuring contract logic meets the specifications and intentions of

the client

❖Cross referencing contract structure and implementation against

similar smart contracts produced by industry leaders

❖ Through line-by-line manual review of the entire codebase by

industry expert
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AUDIT OVERVIEW

PROJECT SUMMARY

Project name Fiero

Description …

Platform BNB Smart Chain

Language Solidity

Codebase https://bscscan.com/token/0x4209c2a4a379
1B449c3660e012C385A794791a37

FINDINGS SUMMARY

Vulnerability Total

● Critical 0

● Major 0

● Medium 0

● Minor 0

● Informational 4
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AUDIT FINDINGS

Code Title Severity

DEF-1 Define the SPDX License ● Informational

MAX-1 _max_cap can be set to a constant
variable

● Informational

SUPP-1 Improve the readable of
_max_cap and minted supply

● Informational

GAS-1 Gas could be optimized with
Solmate ERC20 at cost of
delegated burn

● Informational
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DEF-1 | Define the SPDX License

Description

It is recommended to specify a license for the contract to reduce

licensing errors and associated risks. As the contract mainly implements

standards from Open Zeppelin, it would be recommended to set the

license to open source i.e. MIT. However, if you do not want to specify

the license or the code is not open source then the license should be

kept as UNLICENSED or GLP-2.0. More information about SPDX licenses

can be found at the SPDX website: https://spdx.dev/ids/#how

Recommendation

Define the SPDX license for the contract to reduce licensing risks.
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MAX-1 | _max_cap can be set to a constant variable

Description
The value for _max_cap is hard coded as 500e18 and there is no logic in

the contract to change the max cap after contract deployment. To

improve gas efficiency, it would be recommended to define the variable

with the keyword constant.

Recommendation
Define _max_cap with the keyword constant:

uint256 private constant _max_cap = 500e18
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SUPP-1 | Improve the readable of _max_cap and minted
supply

Description

The values used to set _max_cap and the supply minted in the

constructor can be adjusted to improve readability and reduce the risk of

error from incorrect denomination. The value for a uint can be defined

using underscores to clearly break up the zeroes used or alternatively the

notation of eN can be used e.g. 200e18 would signify 200 * 10 ** 18

(the value currently used to set the initial supply in the mint function).

Recommendation

Improve the readability of the values for _max_cap and minted supply by

using underscores of eN notation. Both approaches are shown below:

uint256 private constant _max_cap = 500e18;

uint256 private _max_cap = 500_000_000_000_000_000_000_000_000;

_mint(msg.sender, 200e18)

_mint(msg.sender, 200_000_000_000_000_000_000_000_000)
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GAS-1 | Gas could be optimized with Solmate ERC20 at cost
of delegated burn

Description

The ERC20 standard created by OpenZeppelin is used for the contract,

which seems to be for the purpose of ERC20Burnable’s delegated burn

functionality. If delegated burn is not a core piece of functionality that is

required for the contract then the ERC20 standard from Solmate would

be recommended instead for gas optimisation purposes. However, it is

worth clarifying that by adopting ERC20 by Solmate, tokens would be

burnable by owners but they would no longer be burnable by accounts

that have a delegated allowance.

Recommendation

Adopt Solmate ERC20 standard to optimize gas usage of the contract if

delegated burn is not a core piece of functionality. Steps to do this:

1. Use npm install @rari-capital/solmate

2. Import {ERC20} from "@rari-capital/solmate/src/tokens/ERC20.sol";

3. Inherit and initialize ERC20
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DISCLAIMER

This report is subject to the terms and conditions (including

without limitation, description of services, confidentiality,

disclaimer and limitation of liability) set forth in the Services

Agreement, or the scope of services, and terms and

conditions provided to the Company in connection with

the Agreement.

This report provided in connection with the Services set

forth in the Agreement shall be used by the Company only

to the extent permitted under the terms and conditions set

forth in the Agreement.

This report may not be transmitted, disclosed, referred to

or relied upon by any person for any purposes without

StaySAFU's prior written consent.This report is not, nor

should be considered, an “endorsement” or “disapproval”

of any particular project or team. This report is not, nor

should be considered, an indication of the economics or

value of any “product” or “asset” created by any team or

project that contracts StaySAFU to perform a security

assessment.

This report does not provide any warranty or guarantee

regarding the absolute bug-free nature of the technology

analyzed, nor do they provide any indication of the

technologies proprietors, business, business model or

legal compliance. This report should not be used in any way
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to make decisions around investment or involvement with

any particular project.

This report in no way provides investment advice, nor

should be leveraged as investment advice of any sort. This

report represents an extensive assessing process intending

to help our customers increase the quality of their code

while reducing the high level of risk presented by

cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a

high level of ongoing risk.

StaySAFU's position is that each company and individual

are responsible for their own due diligence and continuous

security. StaySAFU's goal is to help reduce the attack

vectors and the high level of variance associated with

utilizing new and consistently changing technologies, and

in no way claims any guarantee of security or fun.
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