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XO Armor Technologies, LLC 
Privacy Policy 

Effective Date: January 19, 2022 

Last Updated on: January 19, 2022 

XO Armor Technologies, LLC ("XO Armor" or "we") respect your privacy and are committed to protecting 
it through our compliance with this policy.   

This Privacy Policy (the "Policy") describes the types of information we may collect from you or that you 
may provide to us when you visit www.xoarmortech.com (our "Website"); download, install, use, or 
access the XO Armor mobile application (our "App"); or when you communicate with us electronic 
through the Website or App.  This Policy also describes our practices for collecting, using, maintaining, 
protecting, and disclosing that information. The Website and App are collectively referred to herein as 
our "Services." 

This Policy applies to information we collect through the Services and from electronic messages 
between you and the Services. This Policy does not apply to information collected offline or from third 
parties.  

The Services and this Policy are intended only for use by users in the United States. By downloading the 
App, using the Website, or utilizing XO Armor’s services through its Website or App, you agree that you 
reside in the United States. If you reside outside of the United States, please do not use the Services.  

Please read this Policy carefully to understand our policies and practices regarding your information.  If 
you do not agree with our policies and practices as stated in this Policy, your choice is not to use our 
Services.  By accessing or using the Services, you agree to this Policy.  

Information We Collect 

We collect information that identifies, relates to, describes, references, is reasonably capable of being 
associated with, or could reasonably be linked, directly or indirectly, with a particular consumer, 
household, or device ("personal information"). Personal information does not include publicly available 
information from government records or de-identified or aggregated information.  

In particular, we have collected the following categories of personal information from consumers within 
the last twelve (12) months:  

 
Category Examples 

Identifiers 
A real name, alias, postal address, telephone number, unique personal 
identifier, online identifier, Internet Protocol address, email address, 

geographic identifier, or other similar identifiers. 

Protected classification 
characteristics  

None 

Commercial information Bank account information, credit card information, products or services 
purchased, obtained, or considered 

Biometric information 3D scans of body, precise geometric information 

Internet or other similar Information on your interaction with our Services or marketing materials (such 
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network activity as emails or event invitations or announcements) 

Geolocation data None 

Sensory data None 

Professional or employment-
related information 

None 

Non-public education 
information (per the Family 

Educational Rights and Privacy 
Act (20 U.S.C. Section 1232g, 

34 C.F.R. Part 99)) 

None 

Inferences drawn from other 
personal information 

None 

In conjunction with the use of our App, we may request access or permission to certain features from 
your mobile device, including your mobile device’s Bluetooth, calendar, camera, contacts, microphone, 
reminders, sensors, SMS messages, social media accounts, storage, and other features. If you wish to 
change our access or permissions, you may do so in your device’s settings. We may also request to send 
you push notifications regarding your account or the Application. If you wish to opt-out from receiving 
these types of communications, you may turn them off in your device’s settings. 

Collection of TrueDepth Data 

The XO Armor App uses TrueDepth API to make 3D scans for printing custom tailored protective gear. 
The TrueDepth API is used to capture 3D depth maps, per-vertex color information, and texture maps.  
The 3D scan data obtained from TrueDepth API is securely stored in the cloud, processed, and used for 
printing protective gear ordered by the customer using the app. Only XO Armor team members have 
access to the stored scan data. The resulting 3D scan data from the TrueDepth API is used solely for 
designing and printing the ordered protective gear. 

Collection of Financial Data 

We store your financial information solely for the amount of time needed to process your transaction. 
Thereafter, we do not retain your financial information. Generally, we use QuickBooks to invoice our 
customers, and customers pay such invoices via check. We do not store copies of checks after they are 
deposited, and we do not accept credit card payments over the phone. Some customers may use our 
payment processor, Stripe. Stripe may store customers’ financial information, and you are encouraged 
to review their privacy policy and contact them directly for responses to your questions.  

How We Collect Information 

We obtain the categories of personal information listed above from the following sources: 

• Directly from you. For example, from forms you complete or products and services you purchase 
via electronic communications with us (other than legal services). 
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• Indirectly from you. For example, from observing your actions on our Services or pulling your 
contact information from an electronic communication you send through our Services. 

As you navigate through and interact with our Services, we may use automatic data collection 
technologies to collect certain information about your equipment, browsing actions, and patterns, 
including: 

• Details of your visits to our Website or use of our App, including traffic data, location data, logs, 
and other communication data and the resources that you access and use while using the 
Services. 

• Information about your computer, mobile phone and/or internet connection, including the 
device's or computer's unique device identifier, IP address, operating system, browser 
type, mobile network information, and the device's telephone number. 

• Metadata and other information associated with other files stored on your device, which may 
include, for example, photographs, audio and video clips, personal contacts, and address book 
information. 

• Information about the types of marketing communications that you open and/or to which you 
respond. 

• Real-time information about the location of your device. 

We also may use these technologies to collect information about your online activities over time and 
across third-party websites or other online services (behavioral tracking). Some browsers allow users to 
select "DO NOT TRACK" as an option to tell website owners you do not wish to have your information 
tracked.  Our Services operate no differently if you have activated this option in your browser.   

The information we collect automatically does not include personal information, but we may maintain it 
or associate it with personal information we collect in other ways or receive from third parties. It helps 
us to improve our Services and to deliver a better and more personalized service, including by enabling 
us to: 

• Estimate our audience size and usage patterns. 

• Store information about your preferences, allowing us to customize our Services according to 
your individual interests. 

• Speed up your searches. 

• Recognize you when you return to our Services. 

The technologies we use for this automatic data collection may include: 

• Cookies. A cookie is a small file placed on the hard drive of your computer or smartphone. You 
may refuse to accept browser cookies by activating the appropriate setting on your browser. 
You may refuse to accept mobile cookies by activating the appropriate setting on your 
smartphone. However, if you select this setting you may be unable to access certain parts of our 
Services. Unless you have adjusted your browser or mobile settings so that it will refuse cookies, 
our system will issue cookies when you direct your browser to our Services or use the App.  

• Flash Cookies. Certain features of our Services may use local stored objects (or Flash cookies) to 
collect and store information about your preferences and navigation to, from, and on our 
Services. Flash cookies are not managed by the same browser settings as are used for browser 
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cookies. For information about managing your privacy and security settings for Flash cookies, 
see Choices About How We Use and Disclose Your Information. 

• Web Beacons. Pages of our the Services and our e-mails may contain small electronic files 
known as web beacons (also referred to as clear gifs, pixel tags, and single-pixel gifs) that permit 
XO Armor, for example, to count users who have visited those pages or opened an email and for 
other related website statistics (for example, recording the popularity of certain Website or App 
content and verifying system and server integrity).  

Third-Party Information Collection 

When you use the App or its content, certain third parties may use automatic information collection 
technologies to collect information about you or your device. These third parties may include: 

• Your mobile device manufacturer. 

• Your mobile service provider. 

These third parties may use tracking technologies to collect information about you when you use 
this App. The information they collect may be associated with your personal information or they may 
collect information, including personal information, about your online activities over time and across 
different websites, apps, and other online services websites. They may use this information to provide 
you with interest-based (behavioral) advertising or other targeted content. 

We do not control these third parties' tracking technologies or how they may be used. If you have any 
questions about an advertisement or other targeted content, you should contact the responsible 
provider directly.  

Third-Party Websites 

The Services may contain links to third-party websites and applications of interest, including 
advertisements and external services, that are not affiliated with us. Once you have used these links to 
leave the Website or our mobile application, any information you provide to these third parties is not 
covered by this Policy, and we cannot guarantee the safety and privacy of your information. Before 
visiting and providing any information to any third-party websites, you should inform yourself of the 
privacy policies and practices (if any) of the third party responsible for that website, and should take 
those steps necessary to, in your discretion, protect the privacy of your information. We are not 
responsible for the content or privacy and security practices and policies of any third parties, including 
other sites, services or applications that may be linked to or from the Website or our mobile application. 

Use of Personal Information 

We may use or disclose the personal information we collect for one or more of the following purposes:  

• To comply with our legal, professional, and regulatory obligations.  

• To fulfill or meet the reason you provided the information. For example, if you share your name 
and contact information to request information or ask a question about our services, we will use 
that personal information to respond to your inquiry. We may also save your information to 
facilitate responses to your future inquiries.  

• To provide, support, personalize, and further develop our Services. 
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• Notify you when App updates are available, and of changes to any products or services we offer 
or provide though it. 

• To process your requests. 

• To administer sweepstakes, promotions, and contests.  

• To provide you with support and to respond to your inquiries, including to investigate and 
address your concerns and monitor and improve our responses. 

• To process payments and refunds.  

• To personalize your experience with our Services and to deliver content and service offerings 
relevant to your interests, and via email or text message (with your consent, where required by 
law). 

• To help maintain the safety, security, and integrity of our Services, databases and other 
technology assets, and business. 

• For testing, research, analysis, and product development, including to develop and improve our 
Services. 

• To respond to law enforcement requests and as required by applicable law, court order, or 
governmental regulations. 

• As described to you when collecting your personal information. 

• For our legitimate interests or those of a third party.  

• To evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution, or other 
sale or transfer of some or all of our assets, whether as a going concern or as part of bankruptcy, 
liquidation, or similar proceeding, in which personal information held by us about our users is 
among the assets transferred. 

• Where you consent.  

A legitimate interest is when we have a business or commercial reason to use your information, so long 
as this is not overridden by your own rights and interests. We will not collect additional categories of 
personal information or use the personal information we collected for materially different, unrelated, or 
incompatible purposes without providing you notice. 

Promotional Communications  

We may use your personal information to send you newsletters, marketing or promotional materials, or 
updates about our services.  We have a legitimate interest in processing your personal information for 
promotional purposes.  This means we do not usually need your consent to send you promotional 
communications; however, where consent is needed, we will ask for this consent separately and clearly.   

You have a right to opt-out of receiving promotional communications at any time by:  

• Contacting us at info@xoarmortech.com; or  

• Using the "unsubscribe" link in emails. 

If you instruct us to provide further services in the future, make additional request, or if there are 
change in the law, regulation, or the structure of our business, we may ask you to confirm or update 
your preferences regarding promotional communications.  
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Sharing Personal Information 

We do not sell personal information. 

We may share your personal information by disclosing it to a third party for a business purpose. 
Currently, and in the preceding 12 months, we have uploaded your personal data, including biometric 
data, in the form of 3D scans to Amazon Web Services (“AWS”). Such data is de-identified after XO 
Armor converts scans into 3D models to that are used in the final stages of providing services to you. We 
only allow our service providers to handle your personal information if we are satisfied that they take 
appropriate measures to protect your personal information. We also impose contractual obligations on 
service providers requiring them to use your personal information only to provide services to us and to 
you and to maintain your personal information as confidential.  

Storing Your Information 

The information we collect from you will be stored at the offices of our service providers and agents.   

How Long Your Information Will Be Kept 

Unless you instruct us to delete your personal information (See Your Rights and Choices), we will retain 
your personal information for as long as we are using it to provide services to you, for as long as we are 
communicating with you, or for as long as required by law. When it is no longer necessary for us to 
retain your personal information we will delete or anonymize it. 

Your Rights and Choices  

Tracking Technologies 
You can set your browser to refuse all or some browser cookies, or to alert you when cookies are being 
sent. If you disable or refuse cookies, please note that some parts of our Services may be inaccessible or 
not function properly. 

Location Information 

You can choose whether or not to allow the App to collect and use real-time information about your 
device's location through the device's privacy settings. If you block the use of location information, some 
parts of the App may become inaccessible or not function properly. 

Disclosure for Third Party Advertising  
If you do not want us to share your personal information with unaffiliated or non-agent third parties for 
promotional purposes, you can opt-out by checking the relevant box located on the form on which we 
collect your data, or emailing us at info@xoarmortech.com. When sending your request you must 
identify yourself and provide sufficient information for us to address your request.  

Promotional Offers  
If you do not wish to receive promotional message from us regarding our own services or third party 
products or services, you can opt-out by checking the relevant box located on the form on which we 
collect your data, or emailing us at info@xoarmortech.com. If we have sent you a promotional email, 
you may send us a return email asking to be omitted from future email distributions. When sending your 
request you must identify yourself and provide sufficient information for us to address your request. 
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Children 

Our Services are not intended for children under the age of majority.  We do not knowingly collect 
personal information from children under 13. If you are under 13, do not use or provide any information 
on, to or through our Services or any of its features.  If we learn we have collected or received personal 
information from a child under 13 without verification of parental consent, we will delete that 
information. If you believe we might have any information about a child under 13, please contact us at 
info@xoarmortech.com.  

Data Security 

Where we have given you (or where you have chosen) a password for access to certain parts of our App, 
you are responsible for keeping this password confidential. We ask you not to share your password with 
anyone. We urge you to be careful about giving out information in public areas of the App like message 
boards. The information you share in public areas may be viewed by any user of the App. 

Unfortunately, the transmission of information via the internet and mobile platforms is not completely 
secure. Although we do our best to protect your personal information, we cannot guarantee the security 
of your personal information transmitted through our App. Any transmission of personal information is 
at your own risk. We are not responsible for circumvention of any privacy settings or security measures 
we provide. 

Changes to Our Privacy Policy 

We reserve the right to update this Policy at our discretion and at any time. When we update this Policy, 
we will post the updated notice on the Services and update the notice's effective date. Your continued 
use of our Services following the posting of updates constitutes your acceptance of such changes. 

Contact Information 

If you have any questions or comments about this notice, the ways in which we collect and use your 
information, or your choices and rights regarding such use; or you wish to exercise your rights under this 
Policy or applicable laws, please contact us at: 

Email: info@xoarmortech.com 

Postal Address:  

XO Armor Technologies, LLC 

Attn: Jimmy Zabala 

540 Devall Drive 

Suite 101 

Auburn, AL 36832 
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