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Access control solutions are often perceived 
as an essential security and safety 
component for successful physical security. 

However, it’s only one aspect of a bigger, layered approach to security 
management, going beyond controlling people’s access within the 
building.

Access control systems also enable businesses and organisations to 
control vehicles entering and leaving their premises. A robust vehicle 
access solution will not only increase the security of your premises, 
but it will also improve your car park efficiency, customer experience, 
reduce costs and simplify the fleet management, and more.

So, what are the main components of vehicle access control? In most 
cases, automatic vehicle access control includes the following key 
components:

Vehicle detection and identification – inductive loop detectors, 
long-range readers, ANPR, etc.

Physical Barrier to the premises – sliding gates, barriers, bollards 
etc.

Access Control Management – controllers, system management 
software

Access Control Credentials – pin numbers, ID cards, windscreen 
tags, window buttons, smartphones, etc.

When combined together, all these components provide a flawless 
experience for the vehicles entering and exiting the premises. For 
businesses, this type of security system improves security, whilst also 
cutting down on needless costs and helps to manage vehicle access 
in a more efficient and streamlined way.

Overview of Automatic 
Vehicle Access Control 
Components
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As the world of access control grows the 
technology used within the systems does too. 
Within the AVI area of the market there are two 
major types of technology driving the industry 
forward, RFID and ANPR.

RFID (UHF and Long-Range Technology)

What is RFID?
Radio Frequency Identification (RFID) uses electromagnetic fields to 
identify and track different objects. RFID is used in a range of industries 
and its applications are fairly broad.

The majority of RFID systems will use a microchip with a short antenna, 
or ‘tag’, a reader with an antenna and the access control system.

There are two different types of tags: Active Tags, and Passive Tags. 
The major difference between the two is batteries. Passive Tags do not 
include batteries whereas Active Tags have their own battery which can 
transmit data to the reader directly.

Technology Development 
Driving the AVI Market 

Active RFID Passive RFID
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How RFID is Used
In terms of vehicle access solutions, RFID tags can be used from 
everything to taxis, to buses, to staffs’ cars. The tags are read by 
a scanner and allow automatic identification for the vehicles granting 
them access to various locations or different routes.

Unlike other types of access control technology, RFID is long-range so 
does not require the user to tap or be in close proximity to the reader. The 
read range varies depending on a few factors such as the frequency and 
tag type.

RFID technology 
market revenue 
worldwide from 
2014 to 2025 
(in billion U.S. dollars)
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Low 
Frequency (LF)

These operate around 130 
kilohertz which translates 
to a slower data transfer 
rate compared to other 
options.

High 
Frequency (HF)

High Frequency tags 
offer a best of both 
worlds approach, and 
have a range of uses. 
They operate at 13.56 
megahertz (1356 
kilohertz). The data 
transfer rate makes it 
acceptable in a wide 
variety of industries and 
fields.

Ultra-High 
Frequency (UHF)

Most UHF frequency 
tags operate around 900 
megahertz. Their read 
distance is normally 
meters, which makes 
them great for quick-
moving objects and fast 
identification at distance.
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ANPR
(Automatic Number Plate Recognition) 

What is ANPR?
The use of ANPR is becoming more prevalent in the 
security industry and is part of the reason we are 
seeing a larger uptick in these types of systems in 
places we go.

This accurate system reads vehicle number plates 
approaching and converts the number plate 
information into Wiegand ID numbers. This data is 
passed onto the access control system that then 
determines whether the vehicle is granted or denied 
access. 

ANPR systems offer different solutions than 
RFIDs, and can be used for vehicle access control, 
managing visitors, automatic tolls, and places 
where issuing RFID tags would not work or be 
viable.

AA 111 1

ANPR Number plate
recognotion

Wiegand ID 
numbers

Access control 
system
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How ANPR is Used
One of the more common applications for 
Automatic Number Plate Recognition is in car 
parks but, despite its effectiveness, can often 
be overlooked for more rudimentary and basic 
methods.

Systems such as manned gates and pay-and-
display are commonly seen, but are often 
ineffective. Having an approved number plate list 
makes managing car parks much simpler, whether 
it is for residents or staff. 

This is especially effective if you need to provide 
24-hour access to your facility, the automated 
system can grant or reject entry around the clock. 
When a pre-authorized vehicle shows up the 
barrier will open, keeping traffic free-flowing. 

ANPR also allows easy and quick removal of 
vehicles, making the management of this system 
incredibly straightforward and efficient.

ANPR market 
expected growth 
worldwide from 
2020 to 2025 
(in billion U.S. dollars)
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Each company will have their own unique 
applications, uses, and benefits when 
implementing an AVI system. With this being 
said, there are a few benefits that are more 
universal and will help improve the business, 
here are a few examples:

Integrated People and Vehicle Access Control
Contrary to what the name might suggest, an Automatic Vehicle 
Identification system can be used for people too. Giving the ability to 
limit or grant access to people on foot or when they are driving a vehicle 
further improves the effectiveness and applications of the system.

To put this into context, an ID card could be used to access both 
the vehicle entrance, and the pedestrian entrance using short-range 
technology such as tapping the ID on a reader.

Technically speaking they are different layers of the same system, meaning 
control is still firmly in the hands of the security or the IT department. But 
gives multiple avenues to improve entrance/exit flow and reduce issues.

High Traffic Throughput 
Unlike its manual counterparts, using an Automatic Vehicle Access 
solution is incredibly efficient and is not constrained by time of day, short 
staffing, or arduous check-in procedures.

Reducing the dependency on manual checks or manned gatehouses 
has a plethora of benefits outside of the aforementioned. The ability to 
increase the volume of traffic throughput is one of the most important for 
any business.

Benefits 
of AVI
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Lowering the risk of holdups, traffic jams, and potential dangerous, 
avoidable situations all comes as part of having high traffic throughput 
with an AVI system.

Improved Operational Efficiency
Implementing AVI as part of a wider access control and security system 
can also bring operational advances and efficiencies. 

Having an automated entry and exit process allows security professionals 
to have more time for other tasks and be more vigilant to other threats 
and potential issues.

With fewer staff needed at the entrance, costs can not only be saved, 
but put towards other areas. Digitalising vehicle access grants higher 
efficiency, less support, lower maintenance, and in turn additional cost 
savings.

Data Source 
The ability to capture information and data allows quick and easy 
access to and from gated locations. There is a whole host of uses and 
applications of this data from planning security shifts around peak times, 
to organising visitors and stakeholders, to reducing external threats.

Having data that would traditionally be more manual or simplistic also 
allows for optimisation of the whole process, which in turn brings its own 
benefits.
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Border Caravan Storage, a family run business that 
offers storage for 170 caravans, motor homes and 
trailers has been operated by Keith, Alison and Helen 
Rogers for over 15 years. 

Case Study 

CHALLENGE
The site used an access control system 
to control access to the site, but there 
wasn’t an ideal method of tracking which 
units were on site at any given time. 
The management team had been using 
a manually operated display board that was 
prone to error, so they decided to look for 
a reliable automatic method of identifying 
which units were on site.

THE SOLUTION
The existing drivers’ access control fobs are 
used alongside uPASS RFID tags, which are 
placed in the side window of the caravans 
for detection by the uPASS long-range RFID 
reader. If a caravan passes through the 
first gate, the second gate will only open if 
the uPASS tag and the driver's fob are both 
detected and provide a valid match. The 
information is also relayed to a specially 
designed asset management system that 
keeps a real-time log of all units on and off 
the site.

BENEFITS
• Simple and reliable means of monitoring 

the movement of caravans on and off the 
site

• Reliable long-range tag detection avoids 
manual intervention and reduces running 
costs

• Enhanced security reduces insurance 
costs for caravan owners

Now that we understand all the different 
forms that vehicle access solutions come 
into play, it’s time to face some of the key 
challenges that will have an impact on 
vehicle access control in 2020 and beyond.
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VEHICLE THEFT

GROWING DEMAND FOR CASHLESS PAYMENTS 

Vehicle theft is becoming an increasing issue in both developing and developed countries, 
and with time this issue is only getting worse. The number of cars that have been stolen in the 
UK only, increased by 50% between 2013-2019. In addition to that, vehicle thefts have almost 
doubled in the last five years as a result of keyless car crime.

The number of vans that have been stolen in the UK in the last 4 years has increased by 45% 

This calls for new, advanced safety features and systems that can control any unauthorised 
access to the premises. There are also growing security requirements at the entry gates of 
commercial and residential buildings. As a result, manufacturers and integrators have to 
provide new solutions for increasing the security levels and find ways to prevent vehicle theft 
going forward.

Nowadays you will rarely see people carrying a bunch of change or cash. As the payment's 
methods are constantly evolving, customers now expect to see a variety of payment options 
that suit their needs.

Key Challenges 
in Vehicle Access Control

Rise of the number 
of cars that have 
been stolen
UK only, 2013-2019

50%
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The parking industry is following suit by accepting card payments and online payments 
through mobile phones. Therefore, vehicle access control technology will have to adapt to this 
growing demand and provide solutions that allow premises to offer various payment options 
for its visitors. It is especially relevant for applications like airports and hotels, as that’s closely 
connected to their customer experience and satisfaction rates, all of which have an impact on 
their businesses ROI.

As the payment's methods are constantly evolving, customers now expect to see a variety of 
payment options that suit their needs.

45%
Rise of the number 
of vans that have 
been stolen
UK only, 2014-202045%
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AUTOMATION

Automation plays a big role in both customer satisfaction and business ROI, as it cuts 
unnecessary costs and makes the whole process of entering and exiting the premises that 
much easier and flawless. 

There are still companies that have manned vehicle entry stations, which is slowing down the 
process and making it less cost-effective. Therefore, in order to cut down on costs and improve 
customer satisfaction rate companies will have to switch to an automated entry and exit 
stations. 

In fact, the survey conducted by the IPI revealed that 59% of the respondents mentioned 
the need of “more innovative technologies to improve parking access control and payment 
automation”, and noted that it is a number one trend that is having the greatest effect on the 
parking industry. 

Maintaining an efficient vehicle system for large premises is not easy, and having a manned 
gatehouse has its own drawbacks. 

Manually identifying and granting access for each vehicle can cost precious time, which can 
lead to more congestion and angry visitors.

Respondents in 
need of innovative 
technologies
to improve parking access control 
and payment automation

59%
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Then there are also all the additional costs related to hiring gate operators and guards, and 
managing them.

Therefore, unmanned gatehouses with a robust automated system can significantly lower 
these expenses, avoid the risks associated with human error, speed up the vehicle flow entering 
and exiting the facility, whilst also providing all the visitors’ data needed to manage security 
and safety of the premises. 59% of the respondents mentioned the need of more innovative 
technologies to improve parking access control and payment automation.

Automation doesn’t stop at the entry point, with a growing demand for parking management 
systems to help improve the flow of vehicles once in the premises. 

Many companies, universities, hospitals etc. have their parking facilities distributed over 
several car parks or compounds around their premises, which can be confusing for motorists 
when they arrive and need to find a parking space. 

This has led to a growing requirement for vehicle access control systems to be able to integrate 
seamlessly with car park count management systems in order to improve the parking space 
management. 

Single

Multiple
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Access Control 

Smart Parking 

More and more cities are looking to improve 
the ageing infrastructure by introducing 
smart city projects; an urban area that 
utilises electronic Internet of Things (IoT) 
sensors to gather and analyse data that 
could then be used to manage assets, 
resources and services more efficiently. 

This insight is then used to monitor and 
manage traffic and transportation systems, 
power plants, utilities, water supply 
networks, waste management, crime 
detection, information systems, schools, 
libraries, hospitals, and other community 
services.

 

As more cities are adopting this initiative, smart 
parking starts to pop up globally to improve 
people's lives. The latest report form IoT 
Analytics noted that as much as 11% of parking 
spaces globally are now smart, and this number 
is expected to increase to 16% by 2023.

UK Future of Mobility Minister, Michael Ellis 
commented:

Trends 
in Vehicle Access Control 

Expected smart 
parking spaces
Globally, by 2023

16%

“We are on the brink of a revolution for 
the future of transport, with ground-
breaking technologies creating huge 
opportunities for cleaner, cheaper, 
safer and more reliable journeys.

We now need to ensure the 
infrastructure surrounding these 
technologies is in place and can 
accommodate these innovations. The 
new parking data standards will bring 
government, private organisations 
and technologies together to ensure 
a smoother parking experience for 
drivers”

So, what does smart parking technology 
consists of? There are already different types 
of smart parking products available out there 
that when compiled together, can offer a 
complete end-to-end smart parking solution.

These products include but are not limited 
to vehicle detection sensors, ANPR, smart 
parking meters, smart payment for parking, 
digital signage and navigation apps for 
parking assistance. 

As technology is evolving at a fast rate, 
these technologies will evolve into a more 
advanced and complex solution. Therefore, 
this is a trend that can't be ignored.
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SMARTPHONE 
KEYS AND TAGS

To fight the growing rates of vehicle 
theft, companies are considering the 
transition to smartphone keys. With digital 
keys, companies will be able to manage 
and revoke access to cars anytime and 
anywhere. 

This trend goes hand in hand with mobile 
access control, which offers a smarter 
solution to secure access to companies' 
vehicles. 

The benefit of mobile access control is that it 
only grants access to people that are on the 
company’s approved database. It can also 
restrict usage time, and manage access for 
different drivers at different locations. 

Companies can integrate smartphone keys 
into this mobile access control technology. 
However, this technology is still in its 
infancy. 

There is a need for efficient hardware 
solutions that can robustly tackle this, as 
well as finding a way to easily integrate 
these technologies into existing software. 

Considering all the benefits that this solution 
offers to businesses, we can expect this 
trend to increase in popularity in 2021 and 
beyond.

AUTONOMOUS & 
ELECTRIC VEHICLES

There was a time when we could only 
witness self-driving cars in sci-fi movies, but 
it’s no longer a fantasy as we start to see 
more and more car manufacturers releasing 
autonomous car models. Most of these 
manufacturers are predicting that we will 
see some form of self-driving vehicle on the 
roads by 2025. 

Granted, it's still a work in progress as 
autonomous cars require new regulations, 
safety-related updates, and the technology 
that goes into these cars will have to be 
very complex and sophisticated to imitate 
human's driving behaviours. 

However, it seems unlikely that this trend 
will go away, and the existing network of 
interlinked companies built up over years 
will need to be updated and developed to 
help maintain driverless vehicles, including 
vehicle access control and parking 
management technology.
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Electric vehicles are another trend that is 
growing much faster than the autonomous 
vehicles, as the global transition to zero-
emission vehicles takes place. In fact, the 
UK's government announced that they are 
planning to ban all new non-electric cars 
from sale by 2035 at the latest. 

So how does this affect parking 
management and vehicle access?

In order to provide the best customer 
experience, businesses will now have to 
consider providing charging stations at their 
facility. According to statistics provided 
by EV charging site Zap- Map.com, the 
number of charging stations around the UK 
increased by about 50% in 2020. However, 
there are still noticeable gaps in provision, 
therefore private parking facilities and 
businesses offering parking spaces will have 
to fill in those gaps. 

AI AND 
VEHICLE ACCESS

Artificial Intelligence (AI) has been in the 
news for quite a while now, so much so 
that it’s now becoming a household term. 
Machine learning technology has been 
proven to be best at going through a huge 
amount of data to offer deeper insights and 
help individuals make informed decisions 
more quickly and efficiently. 

Therefore, it has great potential in the 
security sector. This technology can boost 
existing ANPR systems and make them even 
more robust than ever. In addition to that, we 
may see facial recognition technology being 
integrated into vehicle access solutions as 
a way to identify visitors approaching the 
site and tracking their movements within the 
parking space.

50%50%
Rise of the number 
of charging stations

UK only, by 2020
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EXPERT OPINION 

The growth of automatic vehicle identification (AVI) is starting to accelerate as 
businesses look to increase automation to reduce costs and boost security. 
The increasing prevalence of IoT in our day-to-day lives coupled with a trend 
towards vehicle automation and smart parking means that it this area is only 
going to develop further. 

As it grows, we see the development of 3 main products to serve different 
security requirements. For applications where high security is paramount, it is 
important to have E2E encryption with the long-range readers, hence Transit is 
becoming the preferred technology.

Alongside this is the growing need for a new protocol OSDP between reader 
and controller which I think we’ll see becoming the new norm. ANPR is 
typically serving the market where convenience is prioritised over security, 
with the added benefit of not having to manage tags. 

Sitting in between those are medium security applications where user 
convenience is important, in which case we’re seeing uPASS becoming the 
standard. 

AMER HAFIZ 
Technical Director 
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ABOUT 
NORTECH 

NORTECH DESIGNS, MANUFACTURES 
AND DISTRIBUTES PEOPLE AND 
VEHICLE ACCESS CONTROL SYSTEMS.
Our in-house design team has extensive experience in all areas of 
product development, including hardware, firmware and software. We 
work closely with our chosen technology partners to provide first class 
solutions for our customers, and we are always looking to incorporate 
new ideas and technologies.

Our planned and disciplined approach to product engineering ensures 
quality and reliability in both our product and services. We value our 
IS09001 quality standard certification and strive to maintain that 
standard. As a full member of the BSIA, we are an established and 
respected manufacturer in the British security industry.

We are proud of the long term relationships that we have developed 
with stakeholders throughout our industry, and we look forward to 
supporting them for many years to come.

www.nortechcontrol.com

TWITTER  Facebook  LINKEDIN-IN

https://twitter.com/NortechControl
https://www.facebook.com/NortechControlSystems/
https://www.linkedin.com/company/nortech-control-systems-ltd-/

