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archive folder which you can easily create. 
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1 OVERVIEW AND GENERAL INFORMATION 

1.1 Overview 

This is the Business Continuity Plan for Company XYZ (XYZ). Information in this plan is intended to 

guide the company during natural and manmade disasters that impact our ability to conduct normal 

operations. Section one includes general information on the purpose, scope, objectives, and 

assumptions used in the development of the remainder of the plan. Section two contains critical 

business information. Section three contains disruption and event specific pre-plans. Section four 

contains the protocols for maintaining and managing this plan. 

 

1.2 Confidentiality Statement 

The Company XYZ Business Continuity Plan (BCP) should be strictly controlled. This plan may 

include private customer and personnel data, proprietary patents and designs, and marketing 

information. The information in this plan is distributed only to Company XYZ employees with a 

“need to know” and with the understanding that they will hold this information confidential and will 

not disclose any information in this plan to third parties without the prior written consent of the 
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President or CEO, or the filing by the third party of a binding non-disclosure statement that has 

been vetted by legal representation. 

1.3 About the company 

Company XYZ. is a wonderful company providing wonderful services in the glorious state of Delaware. 

Headquarters address: 123 main st, Wilmington, DE 19803 

Website: www.tempestrisk.com 

# of locations: 2  

Sqft of business space: DE location is approx. 7000sqft. PA location is approx. 3000sqft 

# of employees: 26 full time, 6 part time, @50 contractors which can range from full time to part time 

 

1.4 Business Continuity Policy 

Company policy is to maintain the business continuity plan and program to be in a state of 

readiness at all times. 

1.5 Cyber Security Policy 

All employees must follow the cyber security policy outlined below. Failure to follow basic 

IT/Cyber security hygiene practices may result in disciplinary action 

1. Strong passwords – Passwords must be at least 10 characters and use a combination of 
lowercase and uppercase letters, numbers and special characters 

2. Password rotation – Passwords must be changed every 90 days for critical and data sensitive 
systems 

3. Multi factor authentication – whenever available, enable multi factor authentication for access to 
systems or services. 

4. Never share passwords. If a password must be shared in an emergency, gain permission from 
your immediate supervisor first and change the password immediately following the emergency. 

5. Never access company systems via public internet. Always use private, secured internet access. 
6. Never click on suspicious links received via email or found on the internet. 
7. Never download or open files from unconfirmed or unexpected sources. 
8. Always check email and names for suspicious content. Look for inconsistencies, poor grammar, 

strong/threatening call to action such as clicking on a link to login to a bank account. 
9. Acceptable Use – Company systems, equipment and internet access is only to be used for 

legitimate company business purposes.  
10. Installation of hardware, software or cloud based API’s must be approved by the IT department or 

your immediate supervisor before being placed into service. 
11. Always lock all devices (computers, phones, etc) when not in use. 
12. Ensure recipients of data are properly authorized people or organizations with adequate security 

policies and proper legal agreements in place. 
13. Report any cyber security concerns immediately to IT or your immediate supervisor including: 

a. Potential security breach by you or another employee 
b. Out of date anti-virus/malware software 
c. Out of date browsers, operating systems or other software requiring updates 
d. Compromised username or password 
e. Targeted phishing (fake emails) smishing (fake text messages) or any suspected attempt 

at social engineering 
More information on cyber security practices can be found at 

https://americassbdc.org/cybersecurity  

https://americassbdc.org/cybersecurity
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1.6 Scope 

The Business Continuity Plan is limited in scope to recovery and business continuance from a 

serious disruption in activities due to non-availability of our company’s facilities, operations and IT 

infrastructure. This plan identifies physical, digital, financial and personnel resources that can be 

dispatched and utilized during the various phases of emergency management including readiness 

and preparedness, activation, continuity operations, and recovery to effectively manage crises. 

This plan is separate from our IT Disaster Recovery Plan, which focuses on the recovery of 

technology facilities and platforms, such as critical applications, databases, servers, telecom or 

other required technology infrastructure (see Assumptions). Unless otherwise modified, this plan 

does not address temporary interruptions of duration less than the time frames determined to be 

critical to business operations (approx. 2 hours).  

1.7 Planning Assumptions 

1. This BCP is designed to address worst case scenarios including the temporary or permanent 

loss or inaccessibility of the company office, staff, supplies, suppliers, inventory, research data, 

customer data or proprietary information. 

2. All critical business functions occur at the company headquarters. 

3. Key Business Continuity employees are available to support the recovery efforts. However, you 

should always plan for one or more key employee being unavailable. 

4. Most office replacement equipment and supplies can be acquired from any main stream 

supplier. 

5. All sales, customer service, financial and back office operations can be performed virtually. 

6. Information technology recovery assets and protocols are contained separately in an IT 

Disaster Recovery plan. 

7. This plan will be properly maintained and updated as required. 

8. Each department has their own hard copy of the Business Continuity Plan. 

9. The functions and roles referenced in this plan do not have to previously exist within an 

organization; they can be assigned to one or more individuals as new responsibilities, or 

delegated to an external third party if funding for such services can be arranged and allocated. 

1.8 Objectives 

1. To ensure the safety of all personnel and assets within the capabilities of the company. 

2. Protect the digital assets and operations of the company with strong cyber security 

infrastructure, policies and procedures. 

3. To have documented plans and procedures with assigned tasks, to ensure the quick, effective 

execution of recovery strategies for critical business functions including facilities, operations, 

customer and proprietary data in the event of a business disruption. 

1.9 Definitions and Acronyms 

• Continuity Assets - Assets, plans and procedures already in place to support business 

continuity. 

• BCC – Business Continuity Coordinator 

• BCP – Business Continuity Plan 

• BCT – Business Continuity Team 

• Business Impact Analysis - A systematic process to determine and evaluate the potential 

effects of an interruption to critical business operations as a result of a disaster, accident or 

emergency. 

• Business impact – Impact to the business if the critical function is disrupted beyond the 

Recovery Time Objective. 
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• Crisis – a business disruption that will cause critical functions to be down longer than its 

Recovery Time Objective 

• Incident – a business disruption that is quickly resolved without any function being down 

longer than its Recovery Time Objective 

• Recovery Time Objective – Amount of time function can be unavailable before major 

business impact (determines if an incident can be handled BAU or escalate to a crisis). 

• Critical Business Function – A business function is a task or group of tasks performed that 

are critical to business operations. Generally, a critical function is any function that cannot 

be disrupted for more than 24 hours. 

• Non-Critical Business Function – Functions that can be disrupted for more than 24 hours 

without significant impact to the business. 

• Critical assets – Assets required for full business function operation. Information on critical 

assets can be found in section 2.3.1. 

2 BUSINESS IMPACT ANALYSIS 

2.1 Continuity Assets  

Asset Yes/No/NA Description 

Backup power Yes Standby diesel generator and battery backups 

Backup internet/ISP Yes Comcast and Verizon 

IT Data backup service Yes Carbonite 

IT disaster recovery plan No 
Infrastructure is in place but formal document not yet 
created.  

Employee emergency 
communications (text group, 
email list, phone tree, etc.) 

Yes Email primary, text/phone call tree secondary 

Virtual operations plan NA 
Company is already virtual so BAU operations are 
sufficient 

Leadership succession plan No  

Company org chart Yes  

SOPs for critical functions No  

Disaster preparedness kit NA  

Fire suppression/detection 
systems 

Yes 
Standard required fire detection and suppression in 
place for commercial office space in both locations  

Facility evacuation plan (fire 
plan) 

Yes 
In existence and tested yearly per legal facility 
requirements 

Shelter in place/active shooter 
plan or training 

No  

Emergency phone re-routing 
plan 

No Would just use cell phones 

Business disruption insurance No  
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2.2 Business function assessment 

List of business functions, rated by criticality. 5=critical, 1=not-critical. Critical assets are listed for 

criticality 4 and 5 functions only. 

 

Business Functions Criticality (1-5) 

Recovery 
Time 
Objective 
(RTO) 

Critical assets needed for critical 
functions (4 or 5 in 2nd column) 

Customer service 5 2 hours Internet 
Teams 
BYOD computers 
BYOD cell phones 
Access to teams and monday 

Businss continuity team 5 2 hours BYOD cell phones 
Access to cloud network and storage 

Leadership day to day 3 2 days   

marketing 2 2-3 weeks   

billing 2 1 week   

IT 2 2 weeks   

sales 2 1 week   

 

 

2.2.1 Critical assets (supplies/software/hardware) 

Asset Inventory Used for (description) Replacement source 

VOIP phone system 1 internal communications backup phone switch 

Website na customer communications and training Carbonite backup 

BYOD computers na client training and company operations big box retailers 

BYOD cell phones na 
company operations and backup for 
customer service big box retailers 

Monday Cloud Client management Excel 

    

  

2.2.2 Critical suppliers 

Supplier What do they supply? 
Contact information (name, 
phone #, email, website?) Alternate supplier 

Monday Client data www.monday.com Excel or hubspot 

Best buy PC parts www.bestbuy.com  staples 

Teams communications www.teams.com Gotomeeting 

Google Ads ads.google.com bing 

  

http://www.monday.com/
http://www.bestbuy.com/
http://www.teams.com/
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3 INCIDENT MANAGEMENT PLANS 

 

3.1 Emergency Operations Contacts (EOC) 

Headquarters Location: 123 main st rd, Wilmington, DE 19803 

Landlord: CBRE, www.cbre.us 302-661-6700 

Emergency Operation 

Center (EOC) Virtual 

Location 

Virtual on Teams 

 

3.2 Secondary Site Location 

Alternate Site Company personnell can operate virtually. All company data is 

backed up via carbonte 

Alternate point of contact Na 

Contact  Na 

 

3.3 Business Continuity Team (BCT) 

Name Position/Role Phone Email 

James T kirk Captain 302-222-5555 jkirk@xyz.com 

Mr spock CEO ? spock@XYZ.com 

Mr sulu IT Director ? sulu@XYZ.com 

Uhura Sales manager ? uhura@xyz.com 

 

  

http://www.cbre.us/
mailto:jkirk@xyz.com
mailto:spock@XYZ.com
mailto:sulu@XYZ.com
mailto:uhura@xyz.com
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3.4 Incident Response Plan 

Task Description 
Person 
responsible Timeline  

Incident detected Incidents should be reported to the business 
continuity coordinator (BCC) 

All company 
personnell 

Beginning of 
incident 

Engage BCT Call or email all members of BCT to gather in 
conference room, conference call or virtual meeting 

BCC engages 
BCT 

Within 15 
minutes 

Documentation BCC documents incident including times, impacts and 
names of all involved (Incident Management Report 
template in Appendix B) 

BCC Within 30 min 

BCT meeting Discuss incident, impact/damage assessment, next 
steps and assignments. This initial meeting should 
not exceed 30 min 

BCC and team 30-60 min 

Damage 
assessment 

Determines if an incident (short term, functions 
recovered within RTO) or crisis (long term, will not 
recover within RTO) 

  

Critical function 
status 

Review status of critical functions. Begin secondary 
recovery activities if needed. 

BCT Within 60 min 

Client/customer 
impact 

Determine client customer impacts  Within 60 min 

INITIATE 
RECOVERY AND 
RESTORATION 

This is a key component of the plan. If operations, or 
personnel are interrupted, initiate restoration and 
recovery. If there are separate recovery and 
restoration plans for specific functions, teams or sites, 
active those plans at this time. If not, continue with 
this standard response and management plan 

  

Begin response 
actions 

Begin executing on actions determined in previous 
step 

BCT Within 60 min 

Communications Communicate to: 
- Employees 
- Clients/Customers 
- Website message 
- Phone message 

Assigned by 
BCC 

Within 90 min 

IT Disaster 
Recovery 

If incident is related to data loss or ransomware, begin 
data recovery and redeployment from backup 

BCC + IT Within 90 min 

Outside agency If incident required outside authorities (ie fire/rescue, 
police, hazmat, FBI, homeland security, legal council, 
etc) assign engagement team and execute 
engagement 

BCC Within 2 hours 

Facility impacts If facility is compromised, determine if relocation to 
secondary facility is required/imminent. If so, develop 
relocation plan and begin execution ASAP. 

BCT Within 24 
hours 

Hourly/Daily touch 
points 

Re-engage BCT as often as necessary but at least 
daily until incident/crisis is under control. Continue 
meeting until restoration of BAU activities and incident 
can be declared over by BCT 

BCC + BCT Every 24 
hours 

Declaration of full 
restoration 

This is the point where normal operations are 
declared to be restored and the incident is over 

BCT TBF 

After action review A full after action review should be scheduled no later 
than 1 week following restoration and should include 
the BCT and other employees/team leads involved 
and impacted. Consider inviting clients/customers to 
participate. 

BCT Within 1 week 
following 
restoration 
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3.5 Scenario pre-plans 

Response plans for HIGH level threats identified in section 2.2 in addition to executing the tasks listed in the 

BCT Standard Response Plan in section 2.2. 

Scenario Pre-plan steps 

Loss of key personnell • Identify and document successors to each critical position in the company in a 

formal succession plan. 

• Document SOP’s for each critical position and cross train 1-2 other staff members 

in each position. 

• When key personnell is suddenly unable to perform their duties, BCT will engage 

to confirm their temporary successor and immediately communicate it to all 

personnell and key clients. 

• Direct managers and direct reports to support temporary successor until 

permenant successor is determined, announced and can return to BAU 

operations.  

Loss of utilities in office • Engage un-interrupted power supply (generator) if available to power critical 

equipment and client product. 

• Turn on phone hot spot to use if internet goes down. 

• If power is out, ask if neighboring businesses can run extension cords to protect 

inventory. OR acquire an emergency power source (generator) if possible. 

• Backoffice Staff to relocate to virtual locations (home office, offsite locations) to 

continue without interruption.  

• Backoffice staff work remotely until office services restored. 

• If utilities or access to office loss will be for an extended period of time, engage 

property landlord to provide temporary or permanent alternate location. 

• If alternate location is required, BCT will coordinate and execute move to new 

facility while operating out of secondary facility 

Natural disaster in 
region (earthquake, 
flood, wildfire, storms, 
etc.) 

• Staff to relocate to virtual locations (home office, offsite locations) 

• If forewarning of disaster is possible (i.e., storm, wildfire) business continuity team 

should activate and consider sending critical resources to relocate out of harm’s 

way or shelter. 

• Engage with local authorities for direction and coordination. 

• Have staff check in daily (email and/or phone) and report on availability and ability 

to operate at full or partial capacity 

Loss/corruption of web 
and IT services 

• Engage IT team and suppliers to investigate and possibly restore from backup. 

• Notify customers and provide ETA for restoration if needed. 

• Once live, perform user testing to ensure proper function. 

• Notify customers of restoration 
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4 MAINTAINING THE BUSINESS CONTINUITY PLAN 

4.1 Plan, Test, Maintain 

 

Task Frequency Description 

 Update critical 
hardware/software 
needs 

Monthly • As new resources are brought in, ensure redundancy is planned 

for and documented in the plan. 

 

Tabletop war game 
exercise 

2X / year • Plan for at least 2 scenarios and simulate the actions. 

• Ensure business continuity core team is engaged. 

• Document lessons learned and use them to iterate the BCP or 

business continuity program 

• Consider bringing in 3rd party to conduct disaster recovery 

exercise (i.e. Tempest Risk Management) 

Test employee 
communication system 

2X / year • Send test message to all employees and require response to track 

effectiveness 

• Note and correct any issues 

Full review and approval 
of BCP by senior mgmt. 

Yearly • Review and discuss evolving local and industry risks 

• Incorporate new functions and resources 

Review succession plan Yearly • Note any key personnel changes 

• Review cross-training program for any gaps 

Test technical disaster 
recovery plan 

Yearly • Failover all IT services to redundant systems and operate 

functions for at least 24 hours to test validity 

• Note gaps and add to business continuity program to resolve 

Incorporate major 
company changes into 
BCP 

As needed • New operation 

• Company acquisition 

• Senior leadership change 

Hot Wash following a 
business disruption 

As needed • Following a business disruption, gather the business continuity 

team and key employees and document lessons learned 

• Note opportunities for improvement and enact corrections 

• Hot wash template can be obtained for free from Tempest Risk 

Management here  

 

  

https://tempestrisk.com/hot-wash
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Addendum A: Teams 

Business continuity team (BCT) 

Consists of senior management (at the subject location) and an alternate.  Obligates funds and makes 

decisions on behalf of the organization.  Responsible for the overall direction, decision-making, and 

approvals required to implement the Business Continuity Plan.  The BCP can generally be activated only by 

the Executive Management Team, especially if a commercial vendor charges a declaration fee upon disaster 

notification.  This team also has overall responsibility for the management of business operations. 

Business Continuity Coordinator (BCC) 

Responsible for assisting in the activation of the Business Continuity Plan. The BCC coordinates all BCP 

activities and reports to the Executive Management Team.  Responsible for ensuring the plan is updated 

and maintained.  May have specific tasks and areas of responsibility related to the overall implementation of 

the BCP.  Because of his or her responsibilities, the BCC will become the most knowledgeable person in the 

details of the BCP.  The BCC is frequently designated to provide emergency notification to employees, and 

engagement of utilities, landlords and insurance companies if applicable. 

Other responsibilities of the Business Continuity Team 

Damage Assessment /Salvage 

Responsible for the damage assessment of the company’s location, equipment, hardware, and furnishings 

and identifying assets that can be removed from the site and salvaged through repairs, refurbishing, or 

cleaning for re-use.  The Damage Assessment/Salvage Team will document their observations and provide 

a briefing to the Executive Management Team so key decisions can be made.  Works with the 

Facilities/Security Team (below) to verify if the building can be occupied after the disaster.  After damage 

assessment is completed, this team will also be responsible for coordinating salvage operations as required. 

Coordinates with landlord, insurance company and local authorities. 

Logistics/Transportation  

Responsible for making emergency arrangements for personnel transportation, lodging, and dining at the 

alternate site if applicable.  Also responsible for ordering and ensuring the delivery of offsite storage item, 

supplies and replacement equipment. 

PR/Communications/Marketing 

Responsible for all Public Relations, crisis communications and other essential communications (e.g. 

coordination with public authorities).  Responsible for ensuring that critical marketing business functions are 

operational and providing customer support. 

Facilities/Security 

Responsible for the facility and its security. In a disaster, this team is also responsible for providing security 

to the Alternate Site if required. The Facilities/Security Team will also work with the Executive Management 

Team in providing oversight for repairs and reconstruction of the damaged facility. 

IT/Telecommunications 

Responsible for restoring all critical computer systems and workstations.  Responsible for the restoration 

and maintenance of all voice and data communications.  Also responsible for ensuring telephones are 

operational at the alternate site. 
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Finance/Accounting  

Responsible for restoring all financial functions, including payroll, and ensuring that all critical accounting 

business functions are operational and accurate and backed up on a frequent basis. 

Human Resources 

Responsible for restoring all human resource functions. In a disaster, this team is responsible for responding 

to special needs of employees brought on as a result of the disaster to include workers compensation, 

insurance issues, stress management, grief counseling, etc. 
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Addendum B: Incident Management Report 

 

 

Incident Management Report 

Date/Time  

Incident location  

Incident description  

Business Continuity 

Coordinator 

 

Task Finding Date/time 

How was incident discovered?   

Who reported the incident?   

When was the incident first 

reported? 

  

Were there any delays to 

incident being reported? 

  

When/how was BCT (business 

continuity team) engaged? 

  

Initial damage assessment   

Critical functions impacted   

Non-critical functions impacted   

Workarounds put in place and 

their duration 

  

Workaround effectiveness   

Customer/client impacts   

Impacts to people   

Impacts to facilities   

Impacts to IT   

Impacts to operations   

Impacts to clients/customers   

Restoration activities   

Full restoration/BAU declaration   

Comments/Notes 
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WHERE DO YOU STORE YOUR BUSINESS CONTINUITY PLANS 

CAN YOUR EMPLOYEES EASILY ACCESS THEM AT ALL TIMES 


