
AquaSecurity Uses Amazon API Gateway to Access API Calls  

The Requirement 

The customer wanted to implement a solution 
where users can utilize the security scan services 
offered based on the selected criteria and should 
store and send the results to the user.



The Implementation

A static website was hosted in Amazon S3 and was 
served using Amazon CloudFront. REST APIs are 
created and integrated with AWS Lambda Functions 
to carry out the business logic. The API calls are 
authenticated using Lambda Authorizers. Models 
were developed to validate the user input, and 
Mapping templates were used to send header 
values along with the body to the lambda functions. 
CORS was enabled at the API gateway to allow 
access from other subdomains. Edge-optimized 
Endpoints were created to use the client’s domain 
instead of the AWS domain. Upon completion, the 
results were stored in DynamoDB and sent to users 
using Amazon SES.



Technologies Use
 Amazon API Gatewa
 Amazon CloudFron
 AWS Lambd
 Amazon DynamoD
 AWS S
 Amazon SES
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About Aqua Security

Aqua Security is the largest pure-play 
cloud-native security company, 
providing customers the freedom to 
innovate and accelerate their digital 
transformations. The Aqua Platform is 
the leading Cloud-Native Application 
Protection Platform (CNAPP). It 
includes prevention, detection, and 
response automation across the 
entire application lifecycle to secure 
the supply chain, secure cloud 
infrastructure, and secure running 
workloads wherever they are 
deployed. Aqua customers are among 
the world’s largest enterprises in 
financial services, software, media, 
manufacturing, and retail, with 
implementations across a broad range 
of cloud providers and modern 
technology stacks spanning 
containers, serverless functions, and 
cloud VMs.



The Solution

The solution was to provide a user 
interface using Amazon S3 and 
deploy an API gateway integrated 
with lambda functions. APIs were 
called with the user-submitted data 
from the Client-side to access the 
security scan services based on the 
criteria selected and store the results 
in DynamoDB and then send them to 
the user via SES.
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