
DevOps – Cylogic Case Study
Executive Summary
This report describes the challenges CyLogic team has faced 
while deploying their application using traditional way and 
how Axiom has helped the client. In this document, we 
provide the details of the technologies  used and the 
resources deployed in the client environment.

The Challenges

About CyLogic
CyLogic is a US-based cybersecurity and cloud 
management company that builds, operates 
and continuously monitors dedicated cloud 
platforms for enterprises requiring the 
highest level of security with total control of 
their data.

Axiom, being an AWS Advanced Consulting 
Partner has been delivering services around 
DevOps and infrastructure automation to our 
customers across globe for more than 5 years. 
To date, we have delivered over 20+ 
end-to-end DevOps projects and have been 
managing some of them on 24/5 model. We 
hahave a custom automation framework for 
large scale DevOps deployments.

Why Axiom?

Technology Stack
Amazon CloudFront
AWS Certificate Manager
AWS CodePipeline
Amazon Simple Storage Service
AWS Secrets Manager
Amazon Relational Database Service (RDS)
AmaAmazon VPC (Virtual Private Cloud)
AWS CodeBuild
Amazon Route 53
Amazon API Gateway
Amazon CloudWatch
Aws Lambda
Amazon Simple Notification Service (SNS)
AmaAmazon Simple Email Service
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Axiom has been approached by the client to help them to set 
up automated deployment process. As a standard practice, 
we started with a discovery phase, where we analyzed the 
application and infrastructure landscape in detail. Post 
discovery, For the client, this led to a severe impact on the 
performance of the server.

We came up with a solution that automates the 
deployments using CI/CD to ensure the quality of 
application updates and infrastructure changes so that 
they can reliably deliver at a more rapid pace while 
maintaining an optimum experience for end users with 
secure features.

• 

Security Components
AWS Web Application Firewall (WAF)
AWS Config

The Solution

Cylogic had deployed all their infrastructure and 
application on a server which was hosted on VMware 
using Jenkins. This process led to scaling problems and 
availability issues.

Due to this process they faced networking issues and also 
improper resource deployments.

Jenkins jobs and plugins can aJenkins jobs and plugins can access the credentials at 
runtime, and the server obscures their usage in the 
output of each job. This creates the challenge of securing 
access to critical secrets such as passwords, source 
control and artifact deployment. This caused a security 
risk whenever developers left Jenkins consoles in an 
insecure state within development environments.

VMwaVMware infrastructures are business critical. Failure or 
slowness of one server affects the performance of all 
VMs hosted on it. For the client, this led to a severe 
impact on the performance of the server.
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In most development processes, common challenges 
include the quality of released code and the efficiency of 
the code review process. There are multiple tools providing 
insights into code quality which can easily be integrated 
into the daily routine of the development team. One such 
tool is SonarQube.

AWS CouldTrail
AWS X-Ray
Amazon GuardDuty

We integrated SonarQube for the continuous inspection 
of code quality and vulnerabilities in our application, 
with thousands of automated Static Code Analysis rules.

Enabled AWS Config which allowed us to assess, audit, 
and evaluate the configurations of AWS resources.

We have integrated SNS with the code build, this will 
notify the developers while there are any build failures. 

Enabled Enabled Repository mirroring from GitLab to AWS such 
that any change in GitLab will be synced to AWS 
CodeCommit and accordingly the resources will be 
deployed.

Automated the cAutomated the creation of resources AWS Load 
Balancer, Amazon Simple Storage Service (Amazon S3), 
Amazon Elastic Compute Cloud (Amazon EC2), Amazon 
Relational Database Service (Amazon RDS) AWS 
CloudWatch, AWS Lambda, Amazon Virtual Private 
Cloud (Amazon VPC), Flow Logs, AWS CloudTrail, AWS 
Config, and AWS Identity and Access Management (AWS 
IAM)) and deplIAM)) and deployed the application using AWS 
CloudFormation.

Created RDS instances and AWS Lambda on VPC to 
provide more security. 

Configured Amazon Simple Notification Service (SNS), 
created alarms to send notification mails if any changes 
are made with the resources.

With Repository mirroring and DevOps Implementation, 
CyLogic experienced the efficiency, higher quality, faster 
and continuous releases.

Used Used AWS Auto Scaling to build scaling plans that 
automate how groups of different resources respond to 
changes in demand. We optimize availability, costs, or a 
balance of both. AWS Auto Scaling automatically 
creates all the scaling policies and sets targets for 
business needs.
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SonarQube

Automation Toolstack
Terraform 
AWS CloudFormation 

Amazon was the first major cloud provider 
among all other cloud providers. It has 
services and features more than any other 
cloud provider, including compute, storage, 
databases, networking, data lakes and 
analytics, machine learning and artificial 
intelligence, IoT, security, and much more. 
AWS has moAWS has more than ten times the computing 
capacity of the next 14 largest infrastructure 
vendors combined. AWS has multiple data 
centers located across the globe. IT pros agree 
that AWS offers a lot of power, flexibility, 
customization room with support for many 
third-party integrations.

AWS CodePipeline is a managed CI/CD tool 
that provides integrated Amazon cloud 
DevOps tooling. CodePipeline is a suite of 
services. It combines CodeBuild, CodeDeploy 
and Git-based source code repository 
CodeCommit.

Why AWS?
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The Result
This automation framework helped managing deployments across all the environments (DEV, QA, UAT 
and PROD) seamlessly with high availability and with utmost security. It also helped in preventing DDOS 
attacks with the implementation of WAF and CloudFront with a DevOps Pipeline. We increased 
productivity and sustainability of application code using SonarQube.

About the Partner
Axiom understands the challenges with traditional infrastructure, and the intricacies of the cloud 
adoption process. As an Advanced Consulting Partner for AWS and Diamond Validated Partners for 
CITRIX, we work with business leaders across industries such as BFSI, healthcare, security and wager, 
tailoring cloud-based solutions. We undertake the entire breadth of the transformation journey from 
lift-and-shift migrations, application development, modernized cloud customizations and secure 
serverless applications to driving tangible business outcomes.

Key Metrics:

Deployment cost in VMWare Deployment cost in AWS: 

$1.62
per day

$8 to $10
per month
(40% of the cost is reduced).
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