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This document outlines the high-level overview of our Incident Management
policies. The complete document will be sent upon request.
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Incident Management Policy

The Incident Management Policy is designed to guide relevant employees of Polar

Security about management - including effective identification, repair, investigation,

prevention, and follow-up - of identified information security incidents.

The policy incorporates the necessary response protocols for various types of

breaches and incidents that can impact data, or systems respectively.

The Policy includes direction for how to identify any potential security incidents or

suspicious activity and who to notify in order to appropriately deal with such events.

The policy also details the requirement for employees to perform, and complete

security training on a frequent basis in order to be appropriately trained and

upskilled to respond to, and deal with security incidents that may arise at Polar

Security.

When a security incident does arise, the following is to be performed:

● Testing; to determine the scope of the incident, and the damage
caused to the company (and impact thereof).

● Take immediate action to contain the event and limit the damage to
the company's systems as much as possible. The incident management
team will manage the incident in cooperation with relevant employees
in the company.

For legal and compliance purposes, as well as to ensure that the company can

improve and mitigate the risk of the same security incidents arising again, evidence
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and documentation of all data breaches is retained, and securely stored. This

information is made available only to authorized individuals and not publicly

available. The documentation allows Polar Security to identify the root cause of the

incident, and to minimize repeat incidents.

Within the incident management policy, the response process details at minimum:

● The identification phase
● The phase wherein the incident is assessed, evaluated, and possible

causes are determined
● Response phase - which outlines the appropriate steps to be taken to

respond to and resolve the incident.
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