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Introduction:

What is the purpose of the Privacy Policy?

In an increasingly digitised world characterised by digital innovations and technologies Hello
xLAB KK (“we, “our”, “us”) acknowledges the necessity to protect personal information and
data. As such, we are committed to protecting the personal information of all Users (“you”,
”your”, “user”, “principle”) of our Services based on the following Privacy Policy, which
outlines our policy for the lawful and proper handling of your personal information.

Who does the Privacy Policy Apply to?

Our “Users” refer to any person associated with their registered account used to engage with our
Services.

We employ the term “Designated Countries” to refer to Japan and Canada.

Compliance with Laws and Regulations

We shall comply with the Act on the Protection of Personal Information (Act No. 57 of 2003, as
amended in 2015) as well as other applicable laws and regulations enforced by relevant
government departments and agencies.

Services

Purpose of Utility



The collection, use, and sharing of your personal information are used to offer you a personalized
experience, enhance our services, enforce our User Agreement. We take all necessary and lawful
measures to protect Users personal information.

We collect, use, and share your personal information for the purpose of providing Services in
which Users may share their professional experience and identities within a professional
network. This may include engaging with other Users, exchanging knowledge, insights and
skills, developing skills, gaining employment and business opportunities, or securing project
contracts.

Our Services apply to the ONO website (“Website”), the ONO mobile application and all other
ONO and Hello xLAB-branded applications, communications, and additional services
(“Applications”).

Changes

Hello xLAB may modify the purpose for which we collect, use, and share your personal
information. If we make material changes to our purpose of utility or expand the scope of it, we
will provide notices through our Services or by other means, to provide you the opportunity to
review the changes before they become effective. If you object to any changes, you may close
your account or opt-out of specific Services affected by the changes.

In continuing to use our Services after we publish or notify you of changes of our Purpose of
Utility, you acknowledge that your continued use of our Services means that the collection, use
and sharing of your personal data is subject to the updated Purpose of Utility, as of its effective
date.

Data Controllers and Contracted Parties

If you are in one of the “Designated Countries”, Hello xLAB Japan will be the controller of your
personal data provided to, collected by or for, or processed by, for, or in connection with our
Services.

If you are outside one of the “Designated Countries”, Hello xLAB Japan will be the controller of
your personal data provided to, or collected by or for, or processed by, for, or in connection with
our Services.

As a “User” or “Visitor” of our Services, the collection, use and sharing of your personal data is
subject to this Privacy Policy and other documents referenced in this Privacy Policy, as well as
future updates.



Changes

Hello xLAB may modify this Privacy Policy. If we make material changes to it, we will notify
you through our Services or by other means and provide you with the opportunity to review the
changes before they become effective. If you object to any changes, you may close your account
or opt-out of specific Services affected by the changes.

In continuing to use our Services after we publish or notify you of changes in our Privacy Policy,
you acknowledge that your continued use of our Services means that the collection, use and
sharing of your personal data is subject to the updated Privacy Policy, as of its effective date.

1. Data We May Collect

1.1 Data You Provide to Us

Registration

(Registration requires personal information)

To create an account, you will need to provide data including your given name, email address
and a password. Depending on your desired Services, you may need to provide a mobile number,
payment (e.g., credit card), and billing information.

Profile

(The profile you complete helps you gain the most from our Services)

You may choose the information you provide and disclose on your profile, such as previous work
experience, education, relevant skills, and/or current or desired location. You do not have to
provide this information on your profile, however, the information you disclose on your profile
will help you gain the most from our Services, including seeking recruitment and employment
opportunities. It is your choice whether to include sensitive information on your profile and to1

make that sensitive information public through your Profile.

Please do not add or post personal data to your profile that you would not want to be publicly
available.

1.2 Service Use

(We track your visits, activity, and use of our Services, including mobile apps)

1 “Sensitive Information” definition according to APPI and PIPEDA or even GDPR to be extra sure



We track usage of data when you visit or use our Services, including our sites, app and platform
technology, such as when you view or engage with content, perform a search, install, update or
delete one of our mobile apps, share content or apply for jobs or projects. We use log-ins, and
device information, including your operating system or browser, to identify you and track your
use of our Services for the purpose of improving the Services we offer to Users.

1.3 Your Device and Location

(We collect data through cookies and other technologies based on your device and location)

When using our Services, we receive information such as the time of your use of our Services.
When you use our Services from a mobile device, we will receive data from that device such as
your location based on your mobile device settings. We will ask you to Opt-In before we use
GPS or similar technologies to identify your general location.

2. How We Use Your Data
We use your data to provide, support, enhance, personalize and develop our Services and
platforms. The way in which we use your personal information is dependent on the settings you
choose. We use the data that we have collected about you to offer personalized and effective
Services which include the use of automated technologies that generate generalizations and
inferences on your preferences as a User. This helps provide a personalized and tailored
experience of our Services so that you may gain the most from our Services.

2.1 Services

Our Services help you develop a network to connect with others which may increase professional
opportunities for yourself and other Users. We honor your settings and your right to informed
and meaningful consent.

Need to determine how users will interact with on another

1. Request to “connect” feature
a. Individual to organization
b. Organization to individual
c. Individual to individual
d. Organization to organization

2. Suggested “connections”
3. Dashboard feature



a. Using data to curate and present network information to users
4. Explore

a. Using data to curate specific job-matching/posting options

2.2 Developing Services and Research

We may collect data via direct contact with you, such as feedback channels and surveys for the
purpose of ONO’s research and development. This will allow us to enhance the Services we
provide to Users.

We may use data that does not identify you to produce useful insights to improve our Services.

For instance, we may use anonymized data to generate statistics that help us identify
demographic trends of Users and Visitors.

2.3 Customer Support

We use data to help investigate, respond and resolve issues or complaints related to our Services
such as bugs or glitches.

2.4 Security Measures

We use your data for security purposes to investigate or prevent dangerous, fraudulent or misuses
of our Services that violate our Terms of Services including attempts to harm, threaten, or
impersonate other Members, Visitors or others.

3. How We Share Information

3.1 Our Services

(Based on your settings, any information you disclose on your profile, including any
content your post, or content you engage with (e.g., like, comment, share posts) in
association with our Service will be seen by other Users.

Profile



The contents of your profile are fully visible to other Users. Since your profile displays the
information you provide, you may personalize your settings and the information on your profile
to control or limit what information is visible to others.

When you (share, post, comment, like, respond to, or otherwise engage) with other Members’
content, we share this activity with others.

3.2 Change in Control or Sale

We may share your personal data as part or preparation of, a sale, merger, or change of control.
Any other entities that buy us or parts of our business will have the right to continue to use your
data, but only in instances that comply and are set out in this Privacy Policy, unless you agree to
otherwise.

3.4 Legal Disclosures

We may need to share your information in instances when it is our legal obligation and is
required by law, or by subpoena, or other legal processes whereby we have good faith that
disclosure is reasonably necessary to carry out the following:

1. Prevent, investigate, or respond to suspected or actual illicit and illegal activities or to
assist government agencies;

2. uphold and enforce our agreements with you;
3. prevent, investigate or defend ourselves against third-party claims or allegations;
4. protect the security, integrity and functionality of our Services; or
5. exercise or protect our rights and safety of ONO, Hello xLAB employees, Users, Visitors,

personnel or others.

We will attempt to notify Users of legal requests for personal information and data when it is
deemed appropropriate in our judgement, unless prohibited by law, court order, or when the
request is considered an emergency. We may dispute such demands when we believe, in our
reasonable judgement, that the requests are vague, unreasonable, lack proper authority, or breach
jurisdictional relevancy, but may not challenge each demand.

4. Your Rights and Obligations

4.1 Retaining Your Data



We generally retain your personal information for as long as you maintain an active account or as
needed to continue accessing our Services. This includes data you provide or disclose on your
profile, data provided to us by others, and data generated and inferred through the use of our
Services. Information will generally be retained regardless of the frequency in which you use our
Services until you terminate your account or opt-out of our Services. In some cases, we may
retain certain information to, for example, generate insights about our Services, in an
anonymized or aggregated form.

4.2 Rights to Access, Control, Suspense or Delete Your Personal Data

You reserve the right to request that we disclose, correct, or suspend your personal data or
demand that we disclose, correct, suspend or delete incorrect personal data or data that has been
collected for purposes that are outside the scope of our Purpose of Utility. You have control over
how your data is collected, used, and shared through the settings on your profile and what you
choose to disclose on your profile.

Regarding your personal data, you may choose to;

- Delete Data: by requesting us to delete or erase partial or all data we have about you.
Note that this may limit the effectiveness of our Services.

- Change or Correct Data: by editing some of the personal data you have disclosed through
your account or your profile. You reserve the right to request to correct, suspend, or
delete your data, particularly in cases when your personal information is inaccurate.

- Refuse to, Limit, or Restrict Use of Data: by requesting that we stop using some or all of
your personal data or to limit our use of your personal data (e.g., if it is inaccurate,
obtained through deceit, or used for a purpose that is outside the scope of our Purpose of
Utility).

- Right to Access and/or Take your Data: by requesting a copy of your personal
information that we have retained. You may ask for a copy of the personal data you
provided in a machine-readable format.

* This is subject to conditions whereby the disclosure of information cannot be used to
identify other Users’ personal data, disclosing the information may harm the principle of
third party’s life, body; cases that interfere serious with the operator’s business, or cases
violating the law; when retained personal data does not exist’ or when disclosure by
requested method is difficult. In such cases, you will be notified without delay.2

4.3 Account Deactivation

2 Upon request by user for disclosure of retained personal data that can identify them, the operator must disclose
retain data to controller without delay pursuant to a method the principle demands (Article 28 of the APPI)



TBD if there is additional prompt to terminate or just deactivate

4.4 Account Termination

(We may retain some of your data even after you close your account)

If you choose to close your ONO account, your personal information will generally stop being
visible to the public and to other Users of our Services within 1 hour. We will generally delete
personal information associated with the closed account within 6 months of a request to close
your account.

*We may retain your personal data after you close your account for the following reasons;

- To enforce our User Agreement;
- To meet regulatory requirements;
- To comply with legal obligations;
- For security purposes (e.g., fraud, abuse, or User Agreement violation prevention); and
- To enhance or develop our Services through anonymized and/or aggregated personal data

5. Cross-Border Data Transfers
(We may transfer and/or store your data in another country)

We process and store data within our Designated Countries and comply with legally imposed
mechanisms to transfer data across borders in a lawful manner.

We only collect and process personal data about you where we have the lawful basis to do so.
This means obtaining meaningful and informed consent and upholding equal data protection3

standards between all countries in which data is processed and/or transferred either through
bilateral agreement, multilateral agreement or contractual agreement.

You will be notified in advance of data transfer, the name of the recipient country and both the
national and recipient’s Personal Information Protection Policy for your knowledge.

You have the right to withdraw or refuse consent at any time. We honour and rely on your
consent and personal setting choices at all times.

5.2 Safeguards and Security Mechanisms

In order to protect the cross-border transfer of data, we impose the highest level of Data
Protections Standards, imposed by either of the Designated Countries (currently the Act for the

3 Meaningful and informed consent, according to the PIPEDA means:



Protection of Personal Information, Japan), consistently across all countries in which we process
and/or transfer data. We take all necessary action to ensure the continuous implementation of
rigorous Data Protection Standards. These safety mechanisms include periodically reviewing the
implementation status and content of Data Protection Standards equivalent measures in and
across all cross-border data transfer locations and assessing and monitoring any foreign laws that
may limit or impact the implementation of such Data Protection Standards.

In any such instance in which such Data Protection Standards cannot be fully implemented, we
will take all necessary and appropriate actions to remedy any obstacles that are identified and/or
suspend all data transfers to the recipient should enforcing the Data Protection Standards become
too difficult.

5.3 Requesting Information on Cross-Border Transfers

(You may request information regarding Cross-Border Transfers)

You reserve the rights to request information without undue delay regarding:

- The manner in which the Data Protection Standards are established and enforced across
all countries whereby we process and/or transfer data;

- The details of the Data Protection Standards implemented by the data recipient
- The frequency and method by which we monitor and assess the implementation of the

Data Protection Standards
- The name of the recipient country;
- Whether any foreign laws may affect the implementation of the Data Protection

Standards; and
- The measures taken by us to remedy such obstacles

6. Contact Information
Name of business operator: Dwayne Grech

Physical address of the business operator:  Kyoei Building 3F, 2-8-11 Shibata Kita-ku, Osaka
530-0012

Name of the corporate representative (e.g., CEO, Founder): Dwayne Grech

Contact Information of appointed personal for complaints: info@hello-xlab.com


