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CHECKLIST FOR AN ACCEPTABLE DPIA
What is a data protection
impact assessment?
A data protection impact assessment
(“DPIA”), also known as a privacy impact
assessment (“PIA”), is a methodology
for formally evaluating the level of
risk associated with the processing
of an individual’s data. A formal and
documented assessment of risk is
fundamental to the implementation of
GDPR compliance.

Whenmust a DPIA be conducted?
At the core of the GDPR is the concept
that controllers must take into account the
risks to the rights and freedoms of natural
persons, specifically referring to “risk,”
“high risk” and other categorizations to be
used when evaluating the adequacy of its
technical and organizational measures in
view of the risks to the data subjects—this
is the pivotal concept in most standard
data protection agreements and is a core
requirement of the GDPR to assess the
“likelihood and severity of risk” – as to
the individual.

At a minimum, when a company
embarks on a data processing
activity that is likely to raise risks for
individuals, particularly those involving
the use of new technologies, the GDPR
requires that they assess the impact of
processing operations on the protection
of personal data.

In the absence of some formalized
DPIA analysis it is hard to imagine
how to adequately implement a GDPR
compliance program. Indeed, an assigned
level of risk has become a standard
category in many of the template
processing records available from the
data protection authorities in Europe.

There are some situations when a DPIA
is clearly mandated. These include
when a controller is engaged in:

⑨ A systematic and extensive
evaluation of personal aspects
relating to natural persons based
on automated processing, including
profiling, and on which decisions
are based that have a legal effect on
the person;

⑨ Processing on a large scale of
special categories of data (as
defined in the GDPR);

⑨ Processing of personal data
relating to criminal convictions and
offences; and

⑨ Systematic monitoring of a publicly
accessible area on a large scale.

It is important to recognize that
situations where data protection impact
assessments are required are not
limited to these, as noted previously. As
a general matter, to determine whether
an assessment is required, companies
must consider the nature, scope, context
and purposes of the processing that
they plan to undertake.

What must be included in a data
protection impact assessment?
A DPIA is a formal metric with a
weighted analysis that requires
consideration of at least the
information listed here:

⑨ A description of the processing
you plan to engage in and the
purpose for the processing. This
description should answer the
following questions:
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– Why will the processing be
carried out?

– What personal data will
be collected?

– How much personal data will
be collected?

– How often will you engage in
this processing?

– With what parties will the personal
data be shared?

– For how long will personal data
be stored?

– How does the processing work?
– What technologies and resources

are used to carry out the
processing? E.g., hardware,
software, networks, people, paper
or paper transmission channels;

– How does the processing comply
with approved codes of conduct?

⑨ A statement establishing a basis for
lawful processing of the data.

⑨ If you are relying on a legitimate
interest as the legal basis for the
processing, a statement of what that
legitimate interest is.

⑨ A statement explaining why the
processing is necessary.

⑨ An assessment of whether and why
the processing is proportional to the
purpose for which the data is being
processed. This assessment should
consider how the processing is

– adequate,
– relevant, and
– limited to what is necessary

⑨ An assessment of the risks raised
by the processing to the rights and
freedoms of the data subject. This
assessment should address:

– sources of risk;

– potential impacts to the rights and
freedoms of data subjects in case
of illegitimate access, undesired
modification and disappearance
of data;

– threats that could lead to
illegitimate access, undesired
modification and disappearance
of data;

– an estimate of the likelihood and
severity of the risk.

⑨ A statement of the measures you
expect to take to address the
risks, including

– Safeguards
– Security measures
– Mechanisms to ensure

protection of personal data and
demonstrate compliance

⑨ The steps you have taken to protect
the rights of the data subjects.
These should include:

– What information is provided
to the data subject about
the processing?

– What measures are in place to
honor the data subject’s right to
access their data?

– What measures are in place to
make it possible for data subjects
to obtain their data and move it to
another company?

– What measures are in place to
make it possible for individuals to
correct their data?

– What measures are in place to
make it possible for individuals to
delete their data?

– What measures are in place to
make it possible for individuals
to restrict the processing of
their data?

– Did you assess whether recipients
of the processed data are capable
of meeting GDPR requirements?

– Did you assess whether
processors of the data are capable
of meeting GDPR requirements?

– What safeguards have been
implemented to protect the
processed data when it is
transferred outside the country?

– Did you consult with a data
protection authority prior
to processing?

– Did you seek out the
views of individuals or
their representatives?

When consulting with a
data protection supervisory
authority, what do you need to
keep in mind?
When consulting the supervisory
authority, you’ll need to provide
the following:

⑨ The respective responsibility of
the controller, joint controllers,
and processors involved in
the processing;

⑨ The purposes and means of the
intended processing;

⑨ The measures and safeguards
provided to protect the rights and
freedoms of the data subjects
pursuant to the GDPR;

⑨ The contact details of the data
protection officer;

⑨ The data protection
impact assessment;

⑨ Any other information requested by
the supervisory authority.


