
Data Processing Agreement

Introduction

The parties

About us
(we, us, our)

Hello. We are Sequence HQ Ltd, in England and Wales under company number
13585168 with its registered address at 27 New Dover Road, Canterbury,
England, CT1 3DN

About you
(you, your)

You are the Customer whose details are reflected under the broader Customer
Agreement. Under these Terms of Service, you will be referred to as you and
your

Purpose

This Data Processing Agreement (DPA) governs the processing of personal data under the Customer Agreement
entered into by the parties (the Customer Agreement).

Definitions

In this DPA:

● Adequate country means a country or territory that is recognised under Data Protection Laws from time

to time as providing adequate protection for processing personal data.

● Controller, data subject, personal data, process/processing, processor, and supervisory authority will

have the same meanings as in the Data Protection Laws.

● Data Protection Laws means all applicable laws and regulations, including of the European Union, the

European Economic Area, their member states and the United Kingdom, applicable to the processing of

personal data, including the European Union Regulation (EU) 2016/679 and the Data Protection Act

2018, as amended from time to time.

● EU Transfer Clauses means module 2 of the Standard Contractual Clauses approved by the European

Commission Decision of 4 June 2021, as may be amended from time to time, for the transfer of personal

data from the European Economic Area (EEA) to a third party country.

● UK Transfer Clauses the International Transfer Addendum to the EU Commission Standard Contractual

Clauses, issued by the Information Commissioner’s Office under Section 119A of the Data Protection Act

2018 and in force from 21 March 2022 for transfers of personal data from the United Kingdom to a third

country, and any subsequent version issued by the United Kingdom.

● Transfer Clauses means the EU Transfer Clauses and the UK Transfer Clauses.

Relationship and obligations of the parties

1.1 Status. In respect of the parties' rights and obligations under this DPA, we are the processor and you are the

controller.



1.2 Details of the processing. To the extent that we process your personal data under the Customer Agreement,

the type of personal data processed, subject matter, duration, nature and purpose of the processing, and the

categories of data subjects are described in Schedule 1.

1.3 Controller obligations. You are solely responsible for obtaining all necessary consents, licences and valid legal

bases under Data Protection Laws to allow us to process your personal data provided to us under the

Customer Agreement. Each party warrants they will comply with Data Protection Laws and will use their

reasonable endeavours to ensure their personnel and subcontractors do the same.

1.4 Processor obligations. We will:

(a) only process personal data in accordance with this DPA and your instructions, and promptly inform

you if any of your instructions infringe Data Protection Laws,

(b) implement appropriate technical and organisational measures to ensure a level of security

appropriate to the risks presented by the processing, such as protection against accidental or

unlawful destruction, loss, alteration or unauthorised disclosure of, or access to, personal data,

(c) only allow our personnel access to personal data as required to perform the services described in

the Customer Agreement,

(d) promptly notify you of any breach of security leading to the accidental or unlawful destruction, loss,

alteration, unauthorised disclosure of, or access to, personal data in our possession or under our

control,

(e) provide you with reasonable assistance in the event of a security breach and provide you with

relevant information that we possess concerning the security breach,

(f) provide you with reasonable assistance when requested by you in relation to data protection impact

assessments, responses to data subjects’ requests to exercise their rights under Data Protection

Laws, and engagement with supervisory authorities, and

(g) upon the termination or expiration of the Customer Agreement and this DPA and on your written

request, return personal data to you. We’re not obliged to delete copies of personal data retained in

automated backup copies that we generate, which we’ll retain for a period of time in line with our

legal obligations before deleting. These backup copies will remain subject to this DPA and the

Customer Agreement until they are destroyed.

Sub-processing

2.1 Use of sub-processors. You consent to our use of sub-processors when processing personal data, a list of

which is set out at Schedule 2. We will require our sub-processors, and any future sub-processors, to comply

with terms that are substantially similar to those imposed on us in this DPA and will remain liable for any acts

or omissions of our sub-processors.

2.2 Approvals. We may authorise new sub-processors and will provide you with prior written notice of such

changes. You may object to any future sub-processor on reasonable data protection grounds within 15 days of

receiving our notification. You may terminate the Customer Agreement without penalty if we’re unable to

provide an alternative sub-processor approved by you within a reasonable timeframe, provided your approval

is not unreasonably withheld.

Audits



3.1 Audits and records. We will provide you with information demonstrating our compliance with processor

obligations upon your reasonable written request. You may exercise your right of audit under Data Protection

Laws by requesting an audit report or certification not older than 12 months by an independent external

auditor demonstrating that our technical and organisational measures are in accordance with our regulatory

standards.

International personal data transfers

4.1 Transfer mechanism. To the extent that we process your personal data in any country outside the United

Kingdom, the EEA or an adequate country, the parties agree to comply with the EU Transfer Clauses or the UK

Transfer Clauses as applicable, which are incorporated into this DPA by reference and are completed with the

additional information contained in Schedule 4. Under the Transfer Clauses, we act as the data importer and

you are the data exporter.

4.2 Additional measures. If the Transfer Clauses are not sufficient to safeguard the transfer due to applicable

surveillance laws, we will implement any additional supplementary, technical, contractual and/or policy

measures as may be required to ensure personal data is protected to a standard equivalent to that afforded

by Data Protection Laws.

4.3 Disclosures. If we become subject to a request from a public authority to access personal data, and provided

it is legally possible, we will:

(a) challenge the request and promptly notify you about it after receiving it,

(b) not disclose any personal data without your consent, and

(c) if we are required to disclose personal data, we will only disclose the minimum amount required and

keep a record of the disclosure.

Other important terms

5.1 Liability. The liability provisions contained within the Customer Agreement apply to this DPA.

5.2 Term. This DPA will commence on the date of final signature between the parties (Effective Date) and will

continue until the Customer Agreement is terminated or expires.

5.3 Survival. Any provision of this DPA which is intended to remain in force on or after the expiry or termination

of the Customer Agreement and this DPA will remain in full force and effect.

5.4 Conflicts. If any terms of the Customer Agreement conflict with this DPA, this DPA will prevail. If any terms of

this DPA conflict with the Transfer Clauses, the Transfer Clauses will prevail.

5.5 Governing law and jurisdiction. This DPA is subject to the governing laws and jurisdiction set out in the

Customer Agreement.



Schedule 1

Details of processing

Purpose, scope and nature
of the processing

To provide our software-as-a-service payment operations platform and
the services you have purchased as more fully described in the Customer
Agreement.

Types of personal data

Depending on the services purchased in the Customer Agreement, you
may submit the following types of personal data for processing:

● Directors’ information: Full name, date of birth, home address,
email address, phone number of your company directors

● Employee information. Full name, email address of your
employees

[For B2C Customers with consumer end customers only]

● Identity and contact information: Full name, date of birth, email
address, IP address of your end customers

● Bank account and transactions: Bank account number, sort code,
transactions, bank account balance of your end customers

Duration of the processing The duration of the Customer Agreement between the parties.

Data subjects

Depending on the services purchased in the Customer Agreement, you
may submit personal data of your:

● Directors
● Employees

[For B2C Customers with consumer end customers only]
● End customers

Details of special category
data

No special category data will be processed.

Security measures The security measures set out in Schedule 3.



Schedule 2

Sub-processors

Sub-processor Data location

Codat US

Google Cloud UK

Google Workspace EU and US

HelloSign US

Readme.com US

Salesforce EU and US

Mailgun US

Slack EU and US

Twilio US

Note: Sequence and its payment services providers are independent
data controllers and are therefore not included in the table above.



Schedule 3

Organisational and technical measures

We have implemented and comply with the following security standards. We may update or modify these security

standards from time to time provided such updates and modifications will not result in a degradation of the

overall security of the services during the term of the Customer Agreement:

● Hosting Infrastructure.

o Personal data is stored in UK and EU data centres and backed up frequently

● Networks & Transmission.

o Because we use cloud hosting services all the infrastructure and network is secured by Google

following ISO27001 and SOC 2 standards

● Policies and Procedures.

o Security requirements are gathered as part of the secure software development lifecycle and

verified via automated or manual testing before being deployed to production environments.

GCP is responsible for securing the server hardware and its operating system, and Sequence

employees don't have access to the server directly so the risk of the systems being tampered

with are reduced. Backups are stored and processed in Google Cloud storage services that

comply with ISO27001. Logs and audit trails from all environments are captured and stored to

detect, alert and investigate risks and security incidents. All customer data is stored on Google

Cloud platform databases: data is continually backed up and backups are stored in Google Cloud

Platform storage buckets.

● Access Controls.

o Access to customer data in our production environment is restricted to senior engineers and

available only as part of their job in ensuring the security, reliability and data integrity of

Sequence’s service to its customers - for example, on-call engineers who may need access to

recover a system from failure. All access to production environments, and the customer data

within them, is logged and auditable.  Some errors, or “bugs” are only reproducible while the

Sequence platform is in production (i.e., when an account is running it in real time). The only

acceptable reason for an employee to access a customer’s account is to debug this type of error;

this type of access is also heavily restricted and access (and any attempted changes to the

account) auditable. Employees are required to use two-factor authentication whenever a service

we use has the ability. We have policies that require employees to never store production data

on their laptops. Employees are required to use strong passwords to protect the services they

use. We maintain automatic access and security logs.

● Certifications.

o We use encryption in all parts of the Sequence stack; both for data in rest and in transit. We use

Google’s managed certificates as part of our infrastructure, and also make use of mutual TLS

between our APIs and systems. We use strong encryption ciphers and always TLS 1.2 or newer.

● Staff Conduct and Security.

o Within the Sequence office, we operate a card access system for the workplace areas.

Employees are required to accompany all visitors around workplace areas and to not leave them

unsupervised. Employees are also required to lock their computers when not attending them,

and all devices used by staff have disk encryption. We use our assets inventory to keep track of



any place where personal data is stored in our system, and can remotely wipe employee

computers in the event they are misplaced. Personal Data handling and Confidentiality

agreements are signed by all employees as part of the hiring process



Schedule 4

Transfer Clauses

EU Transfer Clauses

The following information is incorporated into the EU Transfer Clauses for the purposes of their completion:

Topic Clause Required details

Parties’ details Annex 1 As set out in the Customer Agreement.

Processing details
Annex 1
Appendix 2 As set out in Schedule 1 to the DPA.

Governing law Clause 17 As set out in the Customer Agreement.

Jurisdiction Clause 18 As set out in the Customer Agreement.

Technical and
organisational measures

Annex 2
Appendix 2 As set out in Schedule 3 to the DPA.

Supervisory authority Appendix 2 The Irish Data Protection Commission.

Partner’s sub-processors Annex 3 As set out in Schedule 2 to the DPA.

UK Transfer Clauses

The following information is incorporated into the UK Transfer Clauses for the purposes of their completion:

Part 1: Tables

Table 1: Parties

Start date From the Effective Date of the DPA.

The Parties Exporter (who sends the Restricted

Transfer)

Importer (who receives the Restricted

Transfer)

Parties’ details
Full legal name, main company
address, and official registration
number as reflected in Section 1 of
the Terms of Service.

Full legal name: Sequence HQ Ltd

Main address 27 New Dover Road,

Canterbury, England, CT1 3DN

Official registration number:

13585168



Key Contacts Full name (optional), job title, contact
details including email as reflected in
the Order Form in the table marked
‘Your data processing information’.

Full Name (optional): Garry Wilson

Job Title: Dev Security Lead

Contact details including email:
security@sequencehq.com

Table 2: Selected SCCs, Modules and Selected Clauses

Addendum EU SCCs Module 2 of the Approved EU SCCs which this Schedule is appended to, detailed
below, including the Appendix Information:

Date: Effective Date of the DPA

Table 3: Appendix Information

“Appendix Information” means the information which must be provided for the selected modules as set
out in the Appendix of the Approved EU SCCs (other than the parties), and which for this Schedule is set
out in:

Annex 1A List of Parties: As set out in Table 1 of these UK Transfer Clauses.

Annex 1B Description of Transfer: As set out in Schedule 1 to the DPA.

Annex II Technical and organisational measures including technical and organisational
measures to ensure the security of the data: As set out in Schedule 3 to the DPA.

Annex III List of Sub processors: As set out in Schedule 2 to the DPA.

Table 4: Ending this Schedule when the Approved Addendum Change

Ending this

Addendum when

the Approved

Addendum changes

Which Parties may end this Addendum as set out in Section 19:

Importer and Exporter



Part 2: Mandatory Clauses

Mandatory

Clauses

Mandatory Clauses of the Approved Addendum, being the template Addendum
B.1.0 issued by the ICO and laid before Parliament in accordance with s119A of
the Data Protection Act 2018 on 2 February 2022, as it is revised under Section
  18 of those Mandatory Clauses.


