
Data Privacy Notice 

 

Who we are 

FastForward.AI Inc. (“Company”), having a principal place of business at 800 West El Camino Real, Suite 180, 

Mountain View, CA 94040, processes personal data in compliance with legal regulations concerning the 

processing of personal information. 

This Privacy Notice describes why and how we process personal data and provides you information about your 

rights only when our Company acts as a personal data Controller. 

General information on processing personal data 

Personal data means any information about a natural person that identifies or can lead to that person’s 

identification. Our policy is to collect personal data necessary for the purposes determined by the Company’s 

activity.  

The main data / categories of data processed by the Company as Controller 

The main data / categories of data processed by the Company depend, as the case may be, on the purposes 

associated with the processing, and include data such as: 

- identity data (such as name, surname, date of birth) 

- contact details (such as email address, mobile telephone number, instant messaging accounts) 

- data related to you being a representative of an entity / legal person that enters/has a legal relation (such 

as position held, place of work, signature) 

- data obtained when accessing the Company’s pages/site (such as the online identifier of the persons 

accessing one or more of the Company’s site or pages, identifier processed for the purposes mentioned in 

the Cookies Policy related to that page / site) 

- data obtained when accessing the Company’s products, services and/or online platforms; we may process 

the data, content, other user/mobile account information and other information you provide when you use 

our products, services and/or online platforms and/or information which is provided about you by social 

networking platforms and other engagement channels providers according to your settings preferences 

within such engagement channels (such as your user name, hometown, age range, likes, other data you set 

in you profile to be public or to be provided to others by that channel provider). 

Sources from which we collect personal data and, if the case may be, publicly available sources  

We generally collect personal data directly from you when you are in a legal relation with our Company or you 

are the representative of an organization which is in legal relation with the Company. 

In other cases, we may process personal data collected from other sources such as suppliers or partners, 

publicly available sources, social networking sites (such as but not limited to Facebook), other engagement 

channels providers, according to your settings preferences within such engagement channels. 

Types of data processing  

Our company processes personal data for the purposes stated in this Privacy Notice and for each purpose one 

or more data processing operations may be used such as collection, recording, organisation, structuring, 

storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, restriction, erasure or destruction. This Privacy does 

not cover any processing carried out by our Company in the name of its clients.  

Purposes for which personal data are processed  

The Company processes personal data for multiple purposes. The methods of processing, legal basis for 

processing, retention periods and other such aspects may be different, depending on each purpose. 

We may use personal data for one or more of the purposes described in this Privacy Notice. If the Company 

will subsequently process personal data for a purpose other than that for which you have already been 

informed and which is not compatible with the purposes you were informed of / for which the data were 

initially collected, the Company will provide information on that additional purpose and any relevant related 

information. 



We process personal data mainly for the following purposes: 

- Carrying out the activity of the Company, providing products and providing services related in particular to 

the main scope of work of the Company, respectively integrating Company platform with clients platforms 

and with different engagement channels for parsing a command or a natural language communication from 

a user and automatically generating a response using knowledge libraries, an artificial intelligence engine, 

and data retrieved from one or more servers, as well as related services such as client account management, 

reporting and analytics, commercial operations, branding, cloud operations services 

- Managing our relationships with customers, suppliers, professionals in various fields of activity, 

correspondence, offers, negotiations, contract and account management. 

- Improving the activity and services of the Company in relation to our customers and partners  

- We process personal data in order to fulfill our contractual obligations and commitments 

- Managing the risks related to our activity, meaning that we take security measures to protect personal data, 

measures that involve the detection, investigation and resolution of security threats.  

- In accordance with applicable law, we use the contact details to directly or indirectly provide information 

that we believe is of interest to you 

- In case of visiting our sites or our pages on social networks, it is possible to process some information for 

the purposes mentioned in the Cookies Policy   

- Compliance with legal and / or regulatory requirements, such as those of a fiscal nature or those requested 

by special normative acts that regulate our object of activity or, as the case may be, archiving 

- Economic-financial-administrative management 

- Exercising or defending our legal rights in court 

- Statistics 

Legal basis on which data processing is based  

The legal bases of the processing take into account the provisions of the applicable normative acts regarding 

the processing of personal data, the provisions of the applicable legislation in the Company’s field of activity. 

The processing is based on at least one of the following conditions of legality of the processing: 

- processing is necessary for the performance of a contract to which the data subject is party or in order to 

take steps at the request of the data subject prior to entering into a contract; 

- processing is necessary for compliance with a legal obligation to which the Company as controller is subject; 

- processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third 

party, 

- the data subject has given consent to the processing of his or her personal data for one or more specific 

purposes, only when mandatory under the law; 

- for the management of our relations with potential customers and clients or our partners, including,  

- for managing the risks related to our activity 

- managing the notifications / complaints in connection with our services 

- to improve our products and / or services, 

- to ascertain the exercise or defence of our rights in court 

How long we keep personal data 

We retain the personal data we process only for as long as is necessary for the purpose for which it was 

collected (including in accordance with applicable law or regulations), such as: 

- During the execution of the contract / legal relation for the personal data necessary for its conclusion/ for 

its execution,  

- During the period provided by law in situations where there are normative acts applicable in this regard (eg 

in the case of mandatory accounting records and supporting documents underlying the financial records) 

- During the management period of the relationship with potential clients / clients / beneficiaries of our 

services / partners of the Company and their representatives, respectively until the exercise of opt-out for 

the data used for the purpose of transmitting commercial communications containing information and 

offers regarding services and / or products, 

- Until the withdrawal of consent for the processing of personal data based exclusively on consent 

- For the archiving period mentioned by law or by the applicable policies of the Company, as the case may 

be, for the data contained in the documents for which the law or the Company provided for the archiving 



- In any other case and/or in the absence of specific legal, regulatory or contractual requirements, our 

reference period for keeping personal data is at least 3 years from the date of termination of relations / last 

contact between the Company and the data subject 

Any data may be retained by the Company, except from the foregoing provisions where applicable, until the 

expiry of the limitation period, in respect of situations in which the Company would have a legitimate interest 

in retaining certain personal data in connection with a potential litigation that may arise between the parties. 

In any case, except for the situations provided by the applicable legislation, we delete your data at the time 

you request such deletion. The applicable exceptional situations will be communicated to the data subject 

through the response submitted by our company in connection with the request to delete the data. 

Your rights and how to exercise them  

Our company is responsible for facilitating the exercise of any of your rights mentioned below. 

Any of these rights may be exercised by sending an e-mail to us or you can submit / send it to our headquarters 

address.  

For the protection of your data, in order to prevent the abuse of malicious people who would follow the access 

to your data, if we receive a request from you regarding the exercise of any of the below mentioned rights, we 

may ask you for additional information to verify your identity before acting on your request. 

If you submit an application in electronic format for the exercise of your rights, the information will be provided 

by our company also in electronic format where possible. 

We will try to respond promptly to any request from you and, in any case, within the time limits expressly 

mentioned by the applicable legal provisions (usually 30 days from the registration of the request). In certain 

situations, expressly provided by the applicable legislation, we may charge an access request which will take 

into account the administrative costs necessary to fulfil the request. 

In the event that, as a result of the application of legal provisions, our company cannot comply, in whole or in 

part, with a request received from you as a data subject, then the applicable exceptional situations will be 

communicated to you by means of the reply submitted by our company in connection with the request in 

question. 

The right to access your personal data 

You have the right to access your data we process as controller, respectively to obtain from the Company a 

confirmation whether or not it processes personal data concerning you and, if so, the following information: 

- the purposes of the processing; 

- the categories of personal data concerned; 

- the recipients or categories of recipients to whom the personal data have been or are to be disclosed, in 

particular recipients from third countries or international organizations; 

- where possible, the period for which personal data are expected to be processed or, if this is not possible, 

the criteria used to establish the retention period; 

- the existence of the right to request the rectification or deletion of personal data or the restriction of the 

processing of personal data or the right to oppose the processing; 

- the right to lodge a complaint with a supervisory authority; 

- if personal data are not collected from you, any available information on their source; 

- the existence of an automated decision-making process including profiling, as well as, at least in those cases, 

relevant information on the logic used and on the importance and expected consequences of a such 

processing for the data subject. 

If you fall under the protection of GDPR and your personal data are transferred to a third country or an 

international organization, you have the right to be informed of the appropriate safeguards. 

The right to rectification of data 

You have the right to obtain from the Company, without undue delay, the rectification of inaccurate personal 

data concerning you. Taking into account the purposes for which the data were processed, you have the right 

to obtain the completion of personal data that are incomplete, including by providing an additional statement. 

When possible or necessary we will make corrections (as appropriate) based on updated information and 

inform you about this if necessary. 



The right to delete data 

You have the right to obtain from the Company the deletion of personal data concerning you, without undue 

delay, except for certain cases provided by the law, if one of the following reasons applies: 

- personal data are no longer necessary for the purposes for which they were collected or processed; 

- you withdraw your consent on the basis of which the processing takes place insofar as the processing is 

based exclusively on the consent and there is no other legal basis for the processing; 

- you object to the processing carried out for the purpose of a public interest or for the purpose of the 

legitimate interests pursued by the Company or a third party and there are no legitimate reasons to prevail 

over your interests / fundamental rights and freedoms regarding processing  

- personal data have been processed illegally; 

- personal data must be deleted in order to comply with a legal obligation incumbent on the Company under 

the law governing it and/or its activity; 

- other situations provided by the applicable legislation insofar as they are applicable 

The right to restrict processing 

You have the right to obtain a restriction on processing in the following cases: 

- you contest the accuracy of the data, for a period that allows the Company to verify the accuracy of the 

data; 

- the processing is illegal, and you object to the deletion of personal data, requesting in return the restriction 

of their use; 

- the company no longer needs the personal data for the purpose of processing, but you request them for 

the ascertainment, exercise or defence of a right in court; or 

- you have objected to the processing in processing for the purpose of the legitimate interests pursued by 

the Company or by a third party, for the period during which it is verified whether the legitimate rights of 

the controller prevail over those of the data subject. 

The right to data portability 

You have the right to receive your personal data which you have provided to the Company, in a structured, 

commonly used format which can be read automatically and when transmitted to another controller, without 

obstacles on the part of the Company, if (i) the processing is based on consent or contract and (ii) processing 

is carried out by automatic means. 

In case of exercising the right to portability of personal data, they may be transmitted directly from the 

Company to another controller expressly indicated by you, where this is technically feasible. 

The right to opposition 

When the processing is carried out for the purpose of the legitimate interests pursued by the Company or by 

a third party. At any time you have the right to object, for reasons related to your particular situation, to the 

processing carried out for the purpose of a public interest or for the purpose of the legitimate interests pursued 

by the Company or a third party, including the creation of profiles. In this case, the Company will no longer 

process your personal data, unless it demonstrates that it has legitimate and compelling reasons justifying the 

processing and prevailing over your interests, rights and freedoms or that the purpose is to establish, exercise 

or defend a right in court. 

The right to object to processing for direct marketing purposes 

When the processing has direct marketing as scope, you have the right to object at any time to the processing 

of personal data concerning you for this purpose, including the creation of profiles, insofar as it is related to 

that direct marketing. We inform you that the Company may send you offers, information and other types of 

communications in the light of situations such as following your participation to an event organized by the 

Company as main organizer or as a partner, the fact that you have agreed to receive commercial 

communications from us. 

If you object to the processing for direct marketing purposes, personal data will no longer be processed for 

this purpose. 

 

 



The right to withdraw consent 

If the processing is based on your consent, you have the right to withdraw your consent at any time. 

Withdrawal of consent does not affect the lawfulness of the processing carried out on the basis of the consent 

before its withdrawal. The assumption of withdrawal of consent is not applicable in cases where the basis for 

processing is not consent.  

The right to submit a complaint  

If you want to complain about the use of your personal data, please send an e-mail /letter with the details of 

your complaint to us. We will analyze and respond within the legal deadlines to any complaint we receive. You 

also have the right to file a complaint with the competent data protection supervisory authority. 

Recipients or categories of recipients of personal data  

The company may transmit / grant access / disclose personal data mainly to the following categories of entities: 

- public authorities and entities (such as tax authorities, etc.) 

- service providers (like Cloud providers and Cloud operations services providers)  and / or persons who 

process personal data in the name of the Company and/or under the authority of the Company, in 

accordance with the instructions received from us and comply with this Privacy Notice, data protection laws 

and any other appropriate confidentiality and security measures (like software developers and IT&C service 

providers) 

Especially for data subjects who fall under the protection of GDPR, Company’s cloud hosting provider, Amazon 

Web Services EMEA SARL (“Amazon”) (a Sub-Processor), has a POP in Dublin, Ireland, transfers are not made 

in principle to entities outside the European Union. If you fall under the protection of GDPR and the Company 

transfers your personal data to a third country or to an international organization, we will ensure that it is 

adequately protected, ie that we transmit the data in a country that provides an adequate level of protection 

as assessed by the competent entities or, if the country is considered not to have laws equivalent to GDPR data 

protection standards, we will ask the third party to conclude a legally binding contract / agreement / 

instrument that reflects the latter standards or provides other appropriate guarantees in this sense.  

Last, but not least, we may share information internally within the Company group. 

Consequences of refusal of provision of personal data  

If personal data is collected directly from you, we inform you that, as a rule, you are not obliged to provide 

your personal information to the Company, unless their provision constitutes a legal or contractual obligation 

or an obligation /is necessary for concluding a legal relationship / contract. Thus, to the extent that you opt to 

enter into a legal relationship with the Company or otherwise benefit from our services / product, the provision 

of personal data is a necessity from the perspective of legal requirements and / or the legal relationship with 

us, because this information is necessary to honour the obligations undertaken by the Company in relation to 

you or to provide services and / or products to you. So, in these situations, depending on the data you refuse 

to provide, it is possible that: 

- our company is unable to conclude the contract or to continue the contractual relationship with you 

- it may be impossible to partially / fully fulfill our obligations and to provide our services 

If you consider that the information contained herein is ambiguous or contains ambiguities, you can request 

clarifications in this regard from us.  

Our contact information for data protection purposes 

Email: fastforward@tgdpr.ro  

Address: 800 West El Camino Real, Suite 180, Mountain View, CA 94040 

This Privacy notice may change from time to time. You have the opportunity to review the up to date Privacy 

Notice here, before you choose to continue using our products, services and/or platforms. 

Through this Privacy Notice you have read the information provided by FastForward with regard to personal 

data processing and you have been informed about the rights conferred to you. 

Date of Last Revision: 29th July, 2021 

mailto:fastforward@tgdpr.ro
https://fs.fastforward.ai/fastforward_ai_inc/content/privacy_notice_ff_v2.html
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