
Security

Privacy Policy

1. Preamble

Skello (“Skello”, “We”, “Us” or “Our(s)”) publishes and provides a website (the “Website”) and a SaaS

HR Management Solution (the “Solution”). Skello is a SAS registered in the Paris Trade and Companies

Register under the number 820 275 956, having its registered o�ce at 112 Avenue de Paris - CS 60002,

94306 Vincennes Cedex.

Our Site and Solution collect and process certain personal data from our visitors, customers, their sta�,

and prospects (“Visitors”, “Customers”, “Prospects” and collectively “You” or “Your”).

The security of your personal data is a priority for Skello. This document details how Skello collects and

processes such data and informs you of the measures taken to ensure their protection in accordance

with the provisions of the amended law No. 78-17 of 6th January 1978 ("Data Protection Act") and the

General Data Protection Regulation, EU 2016/679 ("GDPR").

2. Identity of the controller

2.1. When browsing the Site

When you browse the Site, Skello is responsible for collecting and processing your personal data.

2.2. When using the Solution

When our Clients use the Solution, we process personal data belonging to them or their teams on their

behalf.

Our Clients are responsible for the processing of this data. They are therefore solely responsible for

complying with their legal and regulatory obligations in the context of the processing of their teams'

data, which they carry out by themselves, with their own resources and for their own needs.

Skello, as a service provider, acts as a processor. As such, we undertake to comply with all the

obligations incumbent on processors in accordance with Article 28 of the GDPR.

3. Processing of personal data
3.1. Clients and users of the Solution



Categories of personal data
processed

Purpose of the processing Legal basis

Identification data (surname,
first name, e-mail address,
postal address, telephone
numbers, etc.).

Financial data (bank details,
billing address, etc.).

Data entered by Clients (date
and place of birth, nationality,
gender, place of work, length
of service, nature of
employment contract, job
held, salary elements, social
security number, etc.).

Any other information you
share with us as part of the
contractual relationship.

Provision of the Solution in
accordance with the general
terms and conditions of sale.

Contract signed between you
and Skello.

Legal obligation.

Consent for marketing
communications.

Customer support
management

Commercial relationship
management: conduct
operations relating to
customer management
concerning contracts, orders,
deliveries, loyalty programmes,
and follow-up of customer
relations.

Invoicing and collection:
managing invoicing,
outstanding payments, and
collection procedures.

Litigation: to manage any
disputes arising from the use
of our products and services.

Sales and marketing actions:
building a file of registered
members, users, customers,
and prospects.

Send newsletters, solicitations,
and promotional messages.

To organise competitions,
lotteries, and all promotional
operations, excluding online
gambling subject to the
approval of the Online Gaming
Regulatory Authority.

Manage people's opinions on
products, services, or content.



Responding to requests from
public authorities: meeting our
legal and regulatory
obligations.

Your national insurance numbers will be collected and processed on behalf of the Clients for the sole

purpose of managing your remuneration. In this regard, we act as a subcontractor for the processing of

your national insurance numbers, with the Clients being solely responsible for their processing.

When collecting your personal data, we inform you whether certain data is mandatory or optional. We

also tell you what the possible consequences are of not answering.

Prospects

Categories of personal data

processed

Purpose of the processing Legal basis

Name, first name, company,

job title, email address.

Production of demos and

sending of marketing

communications

Your consent: by filling in the

"request a demo" form, you

expressly authorise Skello to

contact you.

Our legitimate interest in

finding new customers and

partners.

4. Duration of storage of personal data
4.1. Concerning the relative data of customers

Your personal data will not be kept beyond the period strictly necessary to manage our contractual and

commercial relationship with you.

However, data that can be used to establish proof of a right or contract, or that must be kept in order

to comply with a legal obligation, will be kept for the period provided for by the law in force.

About any prospecting operations aimed at customers, their data may be kept for a period of three

years from the end of the commercial relationship.

4.2. Concerning the personal data of prospects

Personal data relating to a prospect, who is not a customer, may be kept for a period of three years

from the date of collection or the last contact from the prospect.

At the end of this three-year period, we may contact you again to see if you wish to continue to receive

commercial solicitations.

Concerning the management of the lists of opposition to receive prospecting:



The information used to consider your right of objection is kept for a minimum of three years from the

date of exercise of the right of objection.

4.3. Concerning audience measurement statistics

The information stored in the users' terminal, or any other element used to identify the users and

allowing their traceability or frequentation will not be kept beyond thirteen (13) months.

5. Recipients of the personal data collected
5.1. Our sta�

At Skello, only our authorised employees will have access to your personal data.

Your national insurance numbers will be collected and processed on behalf of the Clients for the sole

purpose of managing your remuneration. In this regard, we act as a subcontractor for the processing of

your national insurance numbers, with the Clients being solely responsible for their processing.

When collecting your personal data, we inform you whether certain data is mandatory or optional. We

also tell you what the possible consequences are of not answering.

5.2. Our subcontractors

We may share your personal data with our contractors. We take care to work only with service

providers who protect your personal data and comply with applicable law. Our subcontractors are only

provided with the information that is strictly necessary for the performance of their services. These

subcontractors are under no circumstances authorised to use this personal data for any other purpose

than that of the service in question.

In accordance with Article 28 of the GDPR, access to your personal data by our processors is subject to

the signing of a written agreement which allows us to monitor and control how our processors manage

your personal data.

5.3. Our Clients

We may share the personal data of our clients' employees with those clients. Our Clients, who process

the personal data of their employees as data controllers, ensure that only their administrative and

payroll sta� will have access to their employees' social security numbers.

5.4. Legal compliance

To comply with our legal obligations, your personal data may also be sent to public bodies, legal

auxiliaries, ministerial o�cers, auditing bodies (auditors in particular) and bodies responsible for debt

collection.

6. Location of personal data and outsourcing
The personal data we process is stored by our hosting provider Amazon Web Services (AWS) on servers



located within the European Union.

To ensure the proper functioning of the Solution and to perform our tasks, we may transfer some of

your personal data to third party service providers (our subcontractors) located outside the European

Union and the European Economic Area. In such cases, we assure you that:

- these processors are in a country considered by the European Commission to have an adequate level

of protection.

- that these processors, if located in the United States, comply with appropriate safeguards (such as

the European Commission's standard contractual clauses).

7. Communications from Skello
You may receive various communications from us, by email only. These communications concern in

particular new products (news, new feature releases, etc.). You will be able to unsubscribe from these

communications, directly via the link in the email or by contacting us at privacy@skello.io.

We may contact you by email to invite you to evaluate any services you have received from us to collect

your feedback and improve our services. We use an external company, Trustpilot A/S ("Trustpilot"), to

collect your feedback, which means that we will share your name, email address and reference number

with Trustpilot. If you want to know more about how Trustpilot handles your data, you can read their

privacy policy.

8. Transfer of personal data
We do not sell our users' personal data, whether collected on the Site or provided by you during the use

of the Solution.

9. Security
We inform you that we take all necessary precautions and appropriate organisational and technical

measures to preserve the security, integrity, and confidentiality of your personal data and, in particular,

to prevent it from being distorted, damaged or accessed by unauthorised third parties.

10. Cookies
Cookies are text files, often encrypted, stored in your browser. They are created when a user's browser

loads a particular website: the website sends information to the browser, which then creates a text

file. Each time the user returns to the same site, the browser retrieves this file and sends it to the

website's server.

At Skello, we use several types of cookies:

- Technical cookies are used throughout your browsing experience to facilitate and perform certain

functions. A technical cookie may, for example, be used to remember the answers given in a form or

the user's preferences regarding the language or layout of a website, where such options are

https://fr.legal.trustpilot.com/for-reviewers/end-user-privacy-terms
https://fr.legal.trustpilot.com/for-reviewers/end-user-privacy-terms


available.

We use technical cookies to provide you with an optimal browsing experience. These cookies are stored

in your browser for a period of thirteen (13) months.

- Advertising cookies are third-party cookies that may be created not only by the website on which the

user is browsing, but also by other websites displaying advertisements, announcements, widgets, or

other elements on the page displayed. These cookies can be used, among other things, to carry out

targeted advertising, i.e., advertising determined according to the user's browsing habits.

We do not use advertising cookies. However, if we were to use them in the future, we would inform you

in advance and you would be given the opportunity to disable these cookies.

- Analytical cookies are third-party cookies that allow us to track the use and performance of our Site

and Solution so that we can improve its operation. These cookies may be set by Skello or third-party

providers. We use Google Analytics which is a statistical audience analysis tool. If you consent to its

use, Google Analytics will generate a cookie to measure the number of visits to the Solution, the

number of pages viewed and visitor activity. Your IP address will also be collected to determine the

city from which you are connecting. The retention period of this cookie is mentioned in article 4.3 of

this policy.

We remind you that you can refuse the deposit of third-party cookies by configuring your browser.

However, such a refusal could prevent the proper functioning of the Solution.

12. Access to your personal data
In accordance with the French Data Protection Act No. 78-17 of 6 January 1978 and the General Data

Protection Regulation (RGPD), you have the right to obtain communication and, if necessary,

rectification or deletion of data concerning you, through online access to your file.

You are reminded that you may, for legitimate reasons, object to the processing of your data. You may

also exercise your right to the portability of your data.

To exercise these rights or if you have any questions about the processing of your data, you can contact

our Data Protection O�cer at the following address

- e-mail address: privacy@skello.io;

- mailing address: 69 rue Beaubourg, 75003 Paris.

In case of exercising any of your rights, Skello reserves the right to ask you for information proving your

identity or, in case of reasonable doubt, a photocopy of your identity card.

We remind you that you have the possibility of lodging a complaint with the CNIL if you feel, after



having contacted us, that your rights have not been respected.

13. Amendments
We reserve the right, at our sole discretion, to amend this policy, in whole or in part, at any time. Such

amendments will be e�ective upon posting of the new policy. Your use of the Site and the Solution

after such amendments become e�ective will constitute your acknowledgement and acceptance of the

new Policy. If you do not agree with the new policy, you should no longer access the Site and the

Solution.


