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Identity verification policies 

Identity Verification of Students in Online Courses 

For the university to verify that a student registered in an online course is the same student that 
participates in, completes, and receives credit for the course, technology-enabled identity 
verification is used. SIU’s online courses use an automated, online proctoring tool called Proctorio 
to verify students’ identities. Courses may also use Proctorio to ensure academic integrity of 
quizzes or exams. Therefore, you are required to use a computer or laptop with a webcam, 
microphone, Google Chrome 36, or higher, and reliable internet access for use with Proctorio. You 
will be asked to show your government-issued photo ID and you will be recorded when using 
Proctorio. Students agree to be recorded and understand that both Proctorio and SIU are fully 
compliant with the Family Educational Rights & Privacy Act (FERPA), data is fully encrypted, and 
only authorized SIU personnel will have access to the recordings. 

Proctored exam testing policies 

The following policies apply to all students whose online course, all students must adhere to the 
following policies: 

 Students must always remain within the exam site. Authorized materials will be made 
available in the exam. Attempting to access external websites and/or course materials in the 
course site is never permitted and will invalidate the exam, resulting in sanctions according 
to the University’s Academic Standards Policy and the instructor being notified of the 
infraction. 

 Students may not use notes, calculators, or other materials unless otherwise stated in their 
course site. Any unpermitted materials (including smart devices, such as cell phones and 
smart watches) must be stored away from the testing area. All electronic devices must also 
be turned off. A digital whiteboard tool and scientific calculator is available in Proctorio for 
use during the exam. 

 Exams taken with Proctorio must be taken on a desktop or laptop. Proctorio is incompatible 
with mobile devices and the Canvas app. 

 Exams must be completed alone in a quiet, private location, with no distractions. The testing 
environment must remain secure throughout the exam. No other individuals may remain in 
or enter the testing area for the duration of the exam. 

 Students may be asked to conduct room security checks at any point during an exam. All 
requested security checks must be performed. Loss of time during these security checks 
cannot be made up. 

 Students must conduct themselves professionally throughout the duration of the exam. Any 
inappropriate or illicit behaviors will be reported accordingly. 
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Student identity verification for online classes 

Accreditation standard requires the institution to maintain an effective identity verification process 
for students enrolled in distance education courses and programs to establish that the student 
enrolled in such a course or program is the same person whose achievements are evaluated and 
credentialed. The institution ensures that the identity verification process for distance education 
students protects student privacy and that students are informed, in writing at the time of 
enrollment, of current and projected charges that may be associated with the identity verification 
process. 

What’s required for compliance 

This system allows the instructor to know that the student mastering the material is the same 
student receiving credit for the course.  

Proctored exams  

Online with Proctorio 

Proctorio offers live online proctoring for academic institutions and universities by using a webcam 
to monitor and record students taking exams online. 

For details on using Proctorio, please contact mrodriguez@sanignaciouniversity.edu  

Alternatives to proctored exams 

Presentations 

Presentations give students the opportunity to display knowledge gained in the course and present 
that information to their classmates. This serves the dual purpose of giving students in-depth 
knowledge on the topic they present on and giving the entire class a “fresh” presentation of 
material (in other words, lecture material does not only have to come from the instructor).  

To protect student privacy, instructors should perform identity checks one on one and not in front 
of other students. This is especially important in an online environment, where a student should 
only be required to present identification directly to the instructor and not in a setting where 
classmates can see private information. 

Video presentations (Prerecorded): Students could create video presentations in which their voices 
must be heard, and faces must be seen as they cover important information from the course. 

Zoom: Using the online conferencing tool Zoom instructors could require students to lead 
synchronous presentations and discussion sessions with their classmates. This method requires 
students to present information and “think on their feet” to answer discussion questions in real 
time. 

 

mailto:mrodriguez@sanignaciouniversity.edu
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Student FAQ on Proctorio 

Academic Integrity Policies and Responsibilities 

Academic integrity is defined as "a commitment, even in the face of adversity, to five fundamental 
values: honesty, trust, fairness, respect, and responsibility. From these values flow principles of 
behavior that enable academic communities to translate ideals to action." The University, faculty, 
and students all have a strong interest in ensuring academic integrity and that exams are graded 
fairly, impartially, and expeditiously.  

Institutions need to be sure that the student who registered for courses is the person completing 
the work. According to the Higher Education Opportunity Act of 2008: “all institutions in the United 
States that participate in Title IV student aid programs must verify the identity of students enrolled 
at their institution.”  

In keeping with federal policy, Accreditation requires institutions that offer distance education to 
have processes in place through which the institution establishes that the student who registers in 
a distance education course or program is the same student who participates in and completes the 
course or program and receives the academic credit.  

What does Proctorio do and not do? 

To ensure the academic integrity and fairness of exams and grades, SIU online courses use a 
proctoring system called Proctorio. Proctorio is used in fully online courses and sometimes in on-
campus courses to proctor tests. Proctorio uses software, not people, to observe test takers for over 
20 behaviors and prepares a report for the instructor to review. Proctorio works within a web 
browser while taking an exam in Canvas to observe behavior which may include recording of video, 
audio, screen activity, navigation, or similar activities. The test characteristics is dependent on the 
exam settings chosen by the instructor. There is not an individual watching live. Suspicious 
behavior is flagged in a report for faculty review. For example, the system has the capability to note 
to the instructor if other people are in the room, if a phone is used, or if the student is consistently 
looking down into their lap.  

What are the requirements for taking a Proctorio exam? 

To take your exams via the online proctoring service, you must have access to a computer equipped 
with a functioning video camera and microphone. During the exams, you must also have an isolated 
environment with an Internet connection (wired connect always preferred but a strong, reliable 
Wi-Fi is OK). Any loss of network connectivity and the exam will end automatically, please make 
sure your current connection is stable during the entire exam. You will not be allowed to print the 
exam.  

What are the computer and browser requirements for use? 
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Please see Proctorio system requirements. An updated version of Chrome is required as well as a 
webcam and reliable internet access. 

What happens when I take a Proctorio exam? 

To ensure exam integrity, during the exam period, Proctorio will lock down a number of your 
computer’s capabilities, including locking down your browser and disabling new internet tabs, 
disabling printing, disabling the clipboard, disabling the right-click feature on the mouse (to 
prevent copying and pasting activities), forces full screen in the browser window to prevent the 
exam participant from accessing outside programs, and clears memory cache of temporary internet 
files to prevent retention and redistribution of exam materials.  

What information does Proctorio collect? 

During the exam period, Proctorio will collect a variety of information including:  

 Your IP addresses  
 Recordings of your photo and voice  
 A video scan of your testing location  
 Recordings from your microphone  
 Video from your computer’s webcam  
 Your mouse location  
 Your browser sizes  
 Your open browser tabs and windows  
 Your eye, mouth, and head movements  
 Your entire screen  
 Any website you may have been permitted to visit during the exam period (access to all 

additional web sites may be blocked)  
 Any other applications running  
 Number of display screens connected Information collected may be reported to the 

instructor as “suspicious” activity, which may result in academic policy violations. Rest 
assured the program itself does not determine if academic dishonesty has occurred or not. 
That determination rest solely with your instructor.  

 Furthermore, although the system is recording several metrics, no one is watching you 
during the exam period, all information is simply recorded, encrypted, and only accessed by 
your instructor should suspicious activity be flagged (e.g., system indicates phone present at 
minute 15:23).  

 Unlike other online proctoring services, Proctorio does not employ the use of biometrics or 
external human-based proctors to observe the student while they take the exam. Proctorio 
will record the students' identity via webcam and, depending upon the exam settings 
controlled by individual instructors, record your exam attempt in various ways. A multitude 
of privacy provisions have been established to ensure student privacy and FERPA 
compliance. 

https://proctorio.com/system-requirements
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 Proctorio has no file access of any kind. Proctorio cannot and will not access any of your 
personal files or documents. 

 During an exam Proctorio may take screenshots of your desktop, detect the number of 
computer monitors connected to your computer, or record your web traffic. This 
information will only be recorded if the professor has enabled it within the exam settings. 
The information is stored with zero-knowledge encryption, which means the data is 
encrypted both in transit and at rest. 

 Once an exam is completed, Proctorio no longer has access to this information. 
 It is impossible for anyone at Proctorio or any of its affiliates to view exam recordings. They 

are only accessible to authorized users at your university and through Blackboard system. 
 Proctorio never stores academic information from any of its users. 
 Proctorio does NOT see or collect anything on the clipboard. It may paste into the clipboard. 
 Proctorio does NOT see or collect web browser history. It monitors web activity DURING 

the test-taking and consent is requested. 
 Proctorio does NOT see or collect info from the cache. It clears the cache at the end of the 

exam so no exam content can be used to share with others. 
 Proctorio does NOT see or collect information from the hard drive. 
 Review their privacy policy. 

Where can students go to take a Proctorio assessment? 

Anywhere there is reliable internet access and that is (relatively) free from distractions.  The 
campus does not provide a testing room. 

Where does a student go to get technical support? 

Check to make sure that you are 1) using the Chrome browser and 2) have the proper extension 
installed. If you continue to experience technical issues, Proctorio offers 24/7 technical support to 
students via email support@proctorio.com, or phone at 480-428-4089 or toll-free 866-948-9248. 
You can also use live chat using Proctorio's Support for Test-takers. 

What if a student needs an accommodation due to a disability?  

Proctorio is VPAT certified, 508 compliant, and fully accessible to those with disabilities. However, 
the software captures eye, head, and mouth movements, talking to self, pacing, and may flag the use 
of a screen reader or other devices which may be reported as “suspicious”. If you are a student with 
a disability that may manifest in these activities and/or require accommodations, which include 
any of these activities, please contact your instructor and student services. 

Who determines if cheating has occurred? 

Just like a traditional class exam, this is determined by the instructor. If Proctorio reports that a 
student has engaged in activities that may be high risk, the instructor reserves the right to change 

https://proctorio.com/privacy
https://www.google.com/chrome/browser/desktop/
mailto:support@proctorio.com
tel:480-428-4089
tel:866-948-9248
https://proctorio.com/support
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the grade and/or require the student to come to campus to take subsequent examinations. In 
addition, all incidents of academic dishonesty must be reported to Dean of Academic Affair. 

Equal access, student rights to privacy and ensuring academic integrity 

The University, faculty, and students all have a strong interest in ensuring academic integrity and 
that exams are graded fairly, impartially, and expeditiously.  
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Faculty FAQ on Proctorio 

What is Proctorio? 

Proctorio is an online proctoring software product purchased by the campus that integrates with 
our Learning Management System, Canvas. Proctorio is being used for some courses, mostly fully 
online courses, to provide a measure of academic integrity while taking exams online.  

Why Do We Need Proctorio? 

The University, faculty, and students all have a strong interest in ensuring academic integrity and 
that exams are graded fairly, impartially, and expeditiously. Proctorio uses software, not people, to 
observe test takers for over 20 behaviors and prepares a report for the instructor to review. 

For online education, institutions need to be sure that the student who registered for courses is the 
person completing the work. According to the Higher Education Opportunity Act of 2008: “all 
institutions in the United States that participate in Title IV student aid programs must verify the 
identity of students enrolled at their institution.”  Under federal regulations, our institution's 
accreditation agency. 

In keeping with federal policy, the accreditation agency requires institutions that offer distance 
education to have processes in place through which the institution establishes that the student who 
registers in a distance education course or program is the same student who participates in and 
completes the course or program and receives the academic credit. To meet this requirement, the 
institution must employ, at its option, methods to verify the student who participates, such as: 

 A secure login and passcode 
 Proctored examinations 
 New or other technologies or practices that are effective in verifying student identification. 

In so doing, the institution must make clear in writing at the time of enrollment or registration that 
it uses processes that protect student privacy and notifies students of any projected additional 
charges that might be associated with the verification of student identity.   

What does Proctorio do and not do? 

Proctorio works within your web browser while taking an exam in Bb Learn to observe behavior 
which may include recording of video, audio, screen activity, navigation, or similar activities. The 
system behavior is dependent on the exam settings chosen by the instructor. There is not an 
individual watching live. Suspicious behavior is flagged in a report for faculty review. Information 
on Proctorio can be found here: https://proctorio.com/ 

 Proctorio does NOT see or collect anything on the clipboard. It may paste into the clipboard. 
 Proctorio does NOT see or collect web browser history. It monitors web activity DURING 

the test taking and consent is requested. 

https://proctorio.com/
https://proctorio.com/
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 Proctorio does NOT see or collect info from the cache. It clears the cache at the end of the 
exam so no exam content can be used to share with others. 

 Proctorio does NOT see or collect information from the hard drive. 
 Review their privacy policy. 

What are the computer and browser requirements for use? 

Please see Proctorio system requirements. An updated version of Chrome is required as well as a 
webcam and reliable internet access. 

Process for Faculty to Implement Proctorio in a Course  

It is very important that both faculty and students understand how Proctorio works.  There is 
required faculty training before the tool will be turned on in a course section. For example, faculty 
wanting to use Proctorio in a fall course, must complete training in advance of the Fall semester. 
Proctorio will not be turned on in the middle of a semester.  

Students need to be notified that Proctorio will be used during selected assessments as early as 
possible. Notification should be in the course syllabus, the course description, and throughout 
canvas.  A sample syllabus with the referenced language may be required BEFORE Proctorio is 
turned on within the instructor’s courses. 

Example syllabus language  

‘To maintain academic integrity of online exams, this course uses online proctoring software called 
Proctorio. For more information about Proctorio, please go to:  

Student Support Information 

Provide students with Proctorio’s support 

Proctorio virtual chat - help link https://proctorio.com/support  

Proctorio Help Desk phone number (480-428- 4076).  

Instruct students to call the number when presented with any barriers to a test.   

Make it very clear and post in multiple places that tests with Proctorio will ONLY work in Chrome 
Browser with the browser Proctorio extension. Include instructions on how to install the Proctorio 
Chrome browser extension, as this will ensure that the students have access to help (including 
online chat) and videos from Proctorio.  

In-Course Student Notifications  

Students will be informed that an online proctoring solution for assessments will be used and for 
which assessments it will be used. 

https://proctorio.com/privacy
https://proctorio.com/system-requirements
https://proctorio.com/support
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Students will be encouraged to take proctored exams in a quiet place with a strong internet 
connection free from distractions or high traffic. 

Students must have access to a computer with strong internet access, a video camera and 
microphone (web cam or laptop with camera and microphone built-in). 

Student Accommodations Due to a Disability 

Proctorio is VPAT certified, 508 compliant, and fully accessible to those with disabilities. However, 
the software captures eye, head, and mouth movements, talking to self, pacing, and may flag the use 
of a screen reader or other devices which may be reported as “suspicious.” Students with a 
disability that may manifest in these activities and/or may require accommodations, will contact 
the instructor and the student services.  

 


