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We remain  indiv idual ly  aware  but  co l lect ive ly  b l ind  to  the  major  r i sks  and
opportunit ies  assoc iated  with  address ing  c l imate  change.  

Each  company ,  government  or  o ther  o rgan i za t i on  has  a  par t i a l  and  i mper fec t  v i ew  o f
the  wor l d  th rough  the  da ta  they  possess .  Th i s  i s  one  o f  the  reasons  fo r  so  much
confus i on  about  the  scope  o f  the  cha l l enges  we  face  and  the  potent i a l  e f f i cacy  o f
so l u t i ons .  Everyone  i s  l ook i ng  a t  d i f f e rent  ev i dence  and  draw i ng  d i f f e rent
conc l us i ons .  

I t ’ s  much  l i ke  the  parab l e  o f  the  th ree  b l i nd  men  and  the  e l ephant .  

I t ’ s  a  s tory  o f  a  g roup  o f  b l i nd  men  who  have  never  encountered  an  e l ephant  be fore
and  who  t r y  to  unders tand  what  the  e l ephant  i s  by  touch i ng  i t .  Each  b l i nd  man  fee l s
a  d i f f e rent  par t  o f  the  e l ephant ' s  body ,  bu t  on l y  one  par t ,  such  as  the  l eg  or  the
t runk .  They  then  descr i be  the  e l ephant  based  on  the i r  l i m i ted  exper i ence  and  the i r
descr i p t i ons  o f  the  e l ephant  d i f f e r  w i l d l y  f rom each  o ther .  The  man  who  fe l t  the
e l ephant ’ s  l eg  th i nks  the  e l ephant  i s  a  t ree .  The  one  who  he l d  i t s  t runk  says  he
be l i eves  i t ’ s  a  snake .  In  some vers i ons ,  some o f  the  b l i nd  men  th i nk  o thers  a re  be i ng
d i shones t  and  a  f i gh t  b reaks  out .   

Through  th i s  s tory ,  we  can  see  tha t  humans  tend  to  c l a i m possess i on  o f  abso l u te
t ru th  based  on  the i r  l i m i ted ,  sub j ec t i ve  exper i ence  wh i l e  d i s regard i ng  o thers ’
exper i ences  wh i ch  may  be  equa l l y  t rue ,  equa l l y  wrong ,  o r  on l y  one  p i ece  o f  the
b i gger  puzz l e .   

G i ven  the  need  to  ha l ve  emi ss i ons  i n  a  soc i a l l y  respons i b l e  way  by  2030 ,  we  can  no
l onger  a f fo rd  to  p l ay  th i s  game w i th  the  da ta  tha t  i s  mos t  c ruc i a l  to  address i ng  the
cr i ses  we  face .  Tha t ’ s  why  Forbes  I gn i te  convened  a  des i gn  th i nk i ng  sess i on  w i th  four
g l oba l  da ta  sc i ence  l eaders  f rom around  the  wor l d .  We  wanted  to  unders tand  what
the  t rue  oppor tun i t y  was  fo r  shar i ng  sus ta i nab i l i t y  da ta ,  what  a re  the  bar r i e rs
prevent i ng  i t  f rom happen i ng  and  how do  we  overcome them,  and  what  shou l d
compan i es  do  r i gh t  now to  ge t  s ta r ted .

Th i s  repor t  represents  a  syn thes i s  o f  tha t  g roup ’ s  co l l ec t i ve  i n te l l i gence  to  he l p  us ,
i n  tu rn ,  unders tand  how to  advance  a l l  o f  our  co l l ec t i ve  i n te l l i gence  on  the  most
i mpor tant  i s sues  o f  our  t i me .
.
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THE OPPORTUNITY

There are huge opportunities to fight climate
change if organizations and governments
could share data to solve important and
intractable problems. We don’t even fully
understand many of these problems because
we don't know what to measure to get a grip
on the issues or even how to measure those
things. It will take better data access to
untangle questions like these. Businesses and
policy makers also have no way of properly
evaluating the tradeoffs and unintended
consequences of strategic actions by business
and regulations from policy makers.  

For instance, every organization or community
must prioritize which sustainability actions to
take. So should a region like, say, West Virginia
prioritize shutting down half of their coal
mines or halving their emissions from
agriculture? Each one of these routes entails a
Rube Goldberg-like maze of complex knock-
on effects that we can’t predict without data –
as evidenced by a return to coal in some parts
of the world as a result of recent energy
market turmoil. Nor would we even be able to
observe the results of policy within a time
frame that allows us to course correct.

When it comes to businesses in particular,
sustainable transformation is a team sport
that requires coordination across an entire
value network that includes supplier,
regulators, communities, financial institutions
and more. Looking only narrowly at the supply 
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chain issue, it becomes obvious that the
only way to reduce upstream emissions (and
energy costs) is to start with an accurate
data map of the current state of play. In a
world where – dirty little secret – many of
the largest companies don’t actually know
who all of their suppliers and their vendors’
suppliers are, this is already a herculean
task. Add into that the privacy, regulatory,
competitive and infrastructure requirements
of properly sharing data to get a full picture
of the complexity.

Two other essential reasons we need to
solve the sustainability data sharing problem
are customer demand and the fact that,
well, we’re all going to die if we don’t figure
this out.

“Consumers today are savvy to sustainability
concerns,” said Abhishek Gupta, Founder
and Principal Researcher, Montreal AI Ethics
Institute, who also serves as Senior
Responsible AI Leader & Expert at BCG and
the Chair of the Standards Working Group at
the Green Software Foundation. “Not being
on top of that, from a business perspective
is just setting yourself up for failure. And if
you're the CEO of a company thinking about
the next 50 years of your business and not
just the next five, you’ve got to be thinking,
‘well, if the planet itself doesn’t survive,
what’s going to happen to business?’” 
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https://montrealethics.ai/
https://greensoftware.foundation/


Understanding climate change’s
impacts to the risks and operations
of global organizations

Quantifying and reducing emissions
from the upstream production or
end use of products

Coordinating response and
adaptation to climate change in a
more agile, responsive way

Predicting and testing which
sustainability policies and strategies
work

Reduce costs, emissions and
logistical snafus within global and
regional supply chains

Gupta contends that opportunities for
sharing of ESG data and increased
transparency will lead to long term market
competitiveness and viability of the business
itself. Not having sustainability as one of the
central pillars of a company’s operation is,
Gupta continued, “quite myopic.”

There are 5 areas in particular where
improved data sharing and transparency
would yield benefits to individual
organizations and society as a whole:

Data Sharing Today

With all of the clear benefits, why isn’t more
data sharing happening on this front today?  

The answer is, it is happening, but the
movement is very much in its infancy. Here
are two important examples.

Data Spaces in Europe

One example are the “Common European
Data Spaces” within the European Union 
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(EU), that were created as a part of the
region’s Data Act, which was promulgated
earlier this year. According to the European
Commission, these spaces are “a key pillar
of the European strategy for data,” whose
main objective is “to make Europe a leader
in the data economy by harnessing the
potential of the ever-increasing amount of
industrial data, in order to benefit the
European economy and society.”

The way they work is that companies within
a certain industry or sector, like health care,
automotive, or financial services, are
required to pool certain kinds of data within
the official data space for their industry,
using a common governance model. The
firms still maintain ownership and control of
the data and can decide who uses the
information and how. For the first time,
though, regulators will get a birds eye view
of data at the sectoral level within the EU. 

https://digital-strategy.ec.europa.eu/en/policies/data-act


The benefits of doing this range from improving healthcare, transportation, the creation of new products
and services, sustainability and energy efficiency and reducing the cost of public services. Of particular
note, is that there is a dedicated “Green” data space in the EU.

Supply Chain Resilience and Transparency

“I've been working a lot on the supply chain and logistics. One of the biggest challenges for optimizing
these areas is a lack of data sharing,” said Simon See, Global Head of the NVIDIA AI Technology Centre
and AI Nation. The relative opacity and fragility of supply chains has been on full display since the
beginning of the COVID-19 pandemic and remains increasingly problematic to this day. “Different
companies and governments who have important supply chain data are often not very transparent,” See
continued. “If we can address data transparency and sharing in logistics, then you could move goods
faster, easier and more cheaply. This almost certainly translates into using less energy, which would be a
big help in the battle against climate change.”

Because the stakes are high and the pain is immediate in the supply chain world, rapid progress is being
made on fixing this data sharing issue..

One factor is that it’s easier to get started with data sharing within a supply chain, because it is a trusted
environment between partners protected by a web of legal agreements. Also, because the value
companies can gain from fixing these issues at the industry level is so massive, organizations are doing
whatever it takes to make their data interoperable - by “brute force” if necessary.

This kind of data sharing is also a precondition for effectively measuring and managing Scope 3
emissions from suppliers.
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THE 10 BARRIERS TO
SUSTAINABILITY DATA SHARING

1. Competitive Concerns

Since companies have learned that data is a
strategic asset with immense value, they’re
very reluctant to share it. But since few
would consider sustainability data to be a
part of any company’s “crown jewels,”
shouldn’t companies be more open to
sharing?

It’s complicated. Even sustainability data can
be used towards competitive ends. What if,
for instance, we could analyze the carbon
footprint of a single search on two dominant
search engines (we won’t say which, but you
might guess). Well, it turns out such an
analysis was conducted as part of a scientific
paper, using publicly available information.
The result: the most climate friendly search
engine ended up being the one with the
lower market share, though those two things
are not related. 

Such information, if based on the actual
data companies provide versus estimates,
could provide a big competitive advantage
to the greener search engine. 

Moreover, if companies share data at the
most granular level, as opposed to what’s
required by law, it could even be possible to
reverse engineer proprietary information.
Depending on the level of detail, it could be
possible to discover things like the number
of users a company really has and the kinds
of activities they engage in.

Measures could be taken to mitigate these
issues. One reason we’re not doing that is
the outdated notion that data itself is the
competitive advantage, not what you’re able
to do with it.

“It's not an equal world,” said Abhishek
Gupta. “There are some companies who
could take much quicker advantage of
shared data than others. As soon as there is
new data available, the companies with the
greatest sophistication can easily extract it
and turn it into value very quickly. A smaller
company or a more traditional large
company may take much longer.”

Over time, it’s becoming clear that
engineering, data and AI maturity – how
good a firm is at utilizing data to get insights
- is the real source of competitive
advantage. Having access to tons of raw
data with little capacity to use it provides no
real leg up, just like access to infinite salt
water doesn’t help a thirsty man stranded
on a raft at sea. It’s critical for organizations
to double down on building and protecting
their engineering advantages rather than
just hoarding data. 

How quickly an organization can “turn data
around” is even more important in our
increasingly digital and real time economy.
Certain kinds of data go stale and lose their
competitive value quicker than others. 

7The Truth About Sustainability Data Sharing
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For instance, if Facebook could not observe
and respond to user actions in real time, it
wouldn’t be able to algorithmically serve
content in the same way it does today.

But this is a feature, not a bug, when it
comes to sustainability data sharing. Much
of the important data simply does not need
to be reacted to instantaneously if it’s being
used to inform sustainability decisions and
actions. Richard Benjamins, Chief AI & Data
Strategist at Telefonica, co-founder of the
observatory for social and ethical impact of
AI, an EU Parliament AI Expert (EPAIO), and
board member of the Carbon Disclosure
Project (CDP), explains:

If you had access to integrated privately
held and public data - not in real time, but
maybe with a week delay - you could
actually see the impact of climate actions in
a matter of weeks or months rather than
having to wait years. I think that is an
untapped opportunity. Nobody knows how
big it is, because no one has tried it.

2. Data Privacy Worries & Regulations

As soon as you share data, it mostly moves
out of your organization. Even if you take all
the appropriate measures like encryption
and de-identification, the data is out of your
control. What is a company’s liability if
information is misused, re-identified or
stolen by hackers after it’s left the four walls
of the firm? Even if there is no explicit,
fineable offense by the party that originally
shared the data, could there be significant
reputational effects? 

As Richard Benjamins points out, “there are
newer technologies that can address some
of these concerns, like federated learning
systems where the data itself remains on
the sharing company’s servers while the
receiving party obtains the insights they
need without seeing the underlying data.” 

From a regulatory standpoint, companies
have historically had to navigate a
patchwork of inconsistent global data
regulations – such that even states like
California have substantial requirements
that differ from the federal government’s
rules. Some sense of coherence is starting
to emerge, though. Despite the hand
wringing about the compliance costs of
Europe’s General Data Protection
Regulation (GDPR), the regulation has been
essential in establishing the closest thing we
have to a common framework on sharing. It
governs what can be shared, by whom,
under what conditions, and how. It even
declares that companies must outline the
specific purpose for which they are
collecting data and not use it for anything
else. 

Because of the heft of Europe’s economy
and the global nature of most big
companies, many organizations adopted 



GDPR for their global operations so they didn’t
have to work through two sets of compliance
rules. GDPR was also the inspiration for a host
of similar data privacy laws, like the
aforementioned California rule.

The best is yet to come, however. The EU’s
Data Act, which we referenced earlier, has
been issued but not yet gone into effect. It will
much more comprehensively regulate access
to privately held data for the public interest.
So, while companies have demurred from
opening up their data because of perceived
regulatory risks, the biggest risk today is not
being prepared when companies are forced
to share data, whether they like it or not. Just
as GDPR forced global brands to comply
everywhere or endure a two-track compliance
regime, even companies well beyond Europe’s
borders will be impacted by these new
requirements.

3. Reputation & Controversy

Data sharing comes with non-trivial
reputational risks, including becoming
embroiled in controversies not of an
organization’s own making. “Even if you share
your data with the government or another
party for a good cause, your data is still out
there and might be used for something some
citizens or groups don't like.” Richard
Benjamins pointed out. Due to recent
transparency laws, governments will be forced
to cite sources for data they use and what
they’re using that data for. If the data comes
from companies, then those companies might
find themselves associated with political
debates they prefer to steer clear of.

Yet, to those who have a foot or two in the
world of academic AI programs, this seems
like a strange set of affairs. That’s because
sharing data and code with absolute
transparency allows others to replicate and
verify researchers’ results. Without full
transparency, AI research would slow to a
plodding pace.

“In the area of artificial intelligence, many of
the top conferences and journals will not
publish your paper if you do share your
code and underlying data,” Simon See
explained. “This is certainly an incentive for
transparency, but it only works because it is
a firm policy across academia.” The
corporate world has benefited greatly from
academic research that operates under
these principles. In fact, most of the
innovations that led to the technologies we
use today started in a scientific paper. If data
sharing is one of the main drivers of
progress in academic data science, how
much faster might corporates be able to
innovate if they just opened up a little?

4. Interoperability Problems and Lack of
Standards

“We don’t currently have well established
standards for what good data sharing looks
like,” Abhishek Gupta asserted. “And these
can be simple things like following a set of 
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data engineering, it would be impossible to
make sense of the huge amounts of data
that are available to businesses.
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principles like the FAIR principles (Findable,
Accessible, Interoperable, Reusable). When
you look at some datasets that are
published by public entities or governments,
they will just give you an XML DOM with no
standards as to how one would go about
using it. Some of them don't even have a
well-structured data catalog.”

What this means is that data scientists
interested in sustainability struggle to find
data sets and even to use them – if the data
were ever published in the first place. There
is a big need for a custodial organization or
standard setting body that makes it possible
to search for and better use sustainability
data sets. 

One of the reasons there are no standards
is fairly clear: creating data sharing
standards is incredibly difficult because the
world is completely separated and
fragmented in terms of data.

5. Data Engineering Challenges

The data engineering piece of the sharing
puzzle is one that looms large in the minds
of data scientists, but isn’t obvious to
business leaders. Data integration company
Precisely defines data engineering this way: 

Data engineering is the complex task of
making raw data usable to data scientists
and groups within an organization. Data
engineering encompasses numerous
specialties of data science.

In addition to making data accessible, data
engineers create raw data analyses to
provide predictive models and show trends
for the short- and long-term. Without

The Truth About Sustainability Data Sharing



This takes the results of the processing and saves
the data for fast and easy retrieval. The
effectiveness of this phase relies on a sound
database management system - which can be on
premise or in the cloud

Challenges: This requires investments in data
management tools, the talent that knows how to
run them and a cyber security approach that can
protect the data itself.
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This is the task of gathering data. Depending
on the number of data sources, this task can
be focused or large-scale.

Challenges: Much of the data in question is
fragmented across and within organizations,
industries and governments. It’s stored in
heterogeneous environments that require
complex integration work so that the systems
can “speak to each other.” This requires
infrastructure, investment and valuable talent.

Issues That Emerge at Every Stage of the 4-Step Data Pipeline
Definitions Courtesy of Precisely

Once in place, the data is available to users with
access. 

Challenges: The trouble here is not so much
actually providing the access, though it’s a technical
feat that’s far more complex than it sounds. The
issue is deciding, among a large group of
stakeholders, who should have access to what data,
when, and why.

During this phase, ingested data is sorted to
achieve a specific set of data to analyze. For
large data sets, this is commonly done using
a distributed computing platform for
scalability.

Challenges: Data is stored in different formats
and different states of cleanliness. In the same
way that you can’t take a column of time
values in a spreadsheet, paste it into another
column of financial data and expect to learn
anything useful, a lot of complex work has to
go into preparing the data so a computer can
work with it. While some of this can be
automated, it requires a heavy dose of expert
judgment. 

Step 1: Ingestion

Step 2: Processing

Step 3: Storing

Step 4: Access



6. Inability to Assess Data Quality at Scale

The process of assessing data quality remains a very manual and somewhat subjective exercise. Simon
See raised this point as one of the key bottlenecks data scientists face in applying their craft to the
challenges facing people and the planet. “The data sets we have to analyze are coming from everywhere
in the world. We sometimes can’t know who prepared them or why, and they’re too large for humans to
manually verify and fix.”

Richard Benjamins outlined some of the issues:

There are many generic aspects of data quality. If you have a lot of variables with no values, it
doesn't matter what subject matter domain you are working in; you have a problem with your data.
If 10% of the attributes have no value, you can try all kinds of heuristics, like taking the
surrounding values, averaging them and plugging these averages into the blank spaces as an
approximation of what their real value might be. But these efforts are all handcraft. After using
heuristics like this, sometimes the resulting work has a lower technical quality than we’d like. 

For instance, a missing value is a different problem than quality from a semantic point of view – it’s
the difference between a blank cell on a spreadsheet and one that has wrong or indecipherable
information. Fixing this requires human intervention unless you use artificial intelligence. But then,
artificial intelligence is not 100% accurate. So maybe through an automated approach you could
correctly modify 80% of the data cleanliness issues – which would be very ambitious. Even then,
20% of the issues remain. And if the data is of such a scale that each entry can’t be manually
validated, you won’t even know whether the changes the machine made were wrong or right, and
whether any discrepancy will affect the result of your model.

12The Truth About Sustainability Data Sharing



There is a deep need to find ways to further
automate this process, especially as it relates
to data on climate and sustainability that is
vital for informing organizational and societal
actions. Each of our experts agreed that it
could be possible, in theory, to find a way to
automate quality assessments of such data.
The challenge would be that, due to the
extreme variety of data, any automation
would require domain-specific knowledge and
could only be applied, at this time, to narrow
use cases.  

Automation of data quality assessments also
carries risks, especially because there is no
standard for quality assessment automation -
just as there isn’t a standard for data sharing
itself. And if a standard is to be developed, it
will also be essential to perform conformity
assessments. This is essentially a process of
“checking the homework” of the data science
team to prove that the program (in this case,
one assessing data quality) was built
according to the standards.

“We have to have a conformity assessment
process if data quality assessment is to be
automated and if we’d like to have it perform
following internationally accepted standards,”
asserted Emilia Tantar, Chief Data and
Artificial Intelligence Officer at consulting firm
Black Swan LUX and head of the delegation
for Luxembourg to the EU AI standardization
effort. “At first, it can be a ‘level one’
conformity assessment, meaning the
company conducts it internally. But eventually,
it will need to be done by a trusted party with
formal certifications. 

All of this may sound like a monumental task.
It is. But the profits to be made from doing so
and the urgency of the planet’s condition
mean it’s one we’ll have to pursue with vigor.

7. Lack of Incentives and Business
Opportunity

Companies don't like to share data for free,
because they have to invest to create it and
will demand a return on that investment.
The financial incentives behind data sharing
in general, and sustainability data sharing in
particular, are fairly weak at the moment.
There might be a financial incentive if you
sell a data set, but that’s a one-off
transaction not a business model. There
might be a reputational incentive. If a
company does something positive for
people or the environment, they can publish
it, and it might get them higher up in the
ESG rankings. So, there are some incentives.
The question is whether they are high
enough compared to the barriers. Currently,
they are not.
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With the right financial inducements,
companies will happily share their data
despite the risks. 

Another fly in the ointment is that putting a
value on data itself is far more an art than a
science. We can certainly see how much we
spent on creating or acquiring the data, but
that’s not its value. Its value is the economic
outcomes it can create and companies
should look to capture a portion of that.
Without knowing what data is really worth,
it’s hard to decide whether the financial
incentive to share is sufficient. 

Emilia Tantar pointed out that most of the
foregoing discussion really applies to larger
firms. For small-medium-enterprises (SMEs),
the incentives picture is even fuzzier. Emilia
explains:

From an SME perspective, the incentives have
more to do with lowering costs than 
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So, if there's no sustainable business model
behind any data sharing, then it probably
won’t happen beyond what is required by
law. The incentives simply aren’t powerful
enough right now for many companies to
either feel justified in taking the risk of
sharing data or to devote the resources
necessary to exploring the idea.

Absent any government-mandated incentive
structures, this means that data sharing will
need to start in a specific area or use case
within sustainability where the financial
rewards of sharing outweigh the risks. One
potential area could be in energy usage data
to help improve grid reliability and increase
investments in renewables, which lowers
and stabilizes a company’s long term energy
costs. It’s also notable that switching an
industry to clean energy is something no
one company can do, and it’s much
preferable to spread the costs (and rewards)
out among a broader set of partners. 

The Truth About Sustainability Data Sharing



generating revenue. As an SME, we have high
interoperability costs that make it more difficult
to generate a return on a new-revenue-focused
investment centered on data sharing. Further,
when data is transformed into knowledge, it
becomes a competitive advantage. SMEs guard
these advantages even more zealously than big
companies.

Further, meaningfully growing revenue as an
SME as a result of data sharing would require a
market share and installed customer base that
looks more like a massive corporate than a small
business. Data sharing investments that can help
us lower our costs, or pool them with others, are
essential to bringing SMEs on board.

8. Fear of Finding Out (FOFO)

This is FOMO’s (fear of missing out)
unattractive cousin. What you can't measure
you can't manage, but there are some people
who are just fine with not measuring things.
That’s because they either don't want the
liability that comes from knowing the true
state of things, or they don't want to actually
do the work to address what’s wrong. 

One of our participants was working on a
research project with a large city government
about air quality. They combined many
different public and private data sources on
air quality and traffic in order to create a map
of air quality at street level, like Google Maps
shows images of roads and storefronts. If
governments can make very targeted
measurements, they can take more effective
actions to improve things, like adapting school
hours in a particular neighborhood if air
quality sufficiently deteriorates at certain
times. 

European cities are subject to air quality
regulations, and several cities are fined every
year at the city level for being too
contaminated. Therefore, most cities are only
interested in city level KPIs and less in air 

 

quality at a more fine-grained level. Further,
getting a more detailed assessment might
force the city to take actions they've not
planned. 

Another challenge occurs when trying to
convince governments - who have to make
political decisions - to use data more
effectively. They may find out that the data
just contradicts their preferred policy
choices, which definitely is a challenge for
them. 

9. A General Culture of Risk Aversion 

When did everyone get so afraid? Even in
American businesses, which were once seen
as perhaps a bit too comfortable taking risks,
caution is the order of the day. It’s
understandable. We’re living in uncertain
times, and our first reaction to uncertainty is
to seek to control the situation.  
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When doing so, we usually center our
efforts on the things we know we can
control and processes that are tried and
true. Sticking to the same script in a time of
radical upheaval, though, is a much bigger
risk than striking out on new paths.

Every data or digital transformation must be
accompanied by a cultural transformation.
It’s essential to break out of the fear-based
narratives that constrain us and keep us
stuck in the past. Doing this will require
more than a few training sessions, though. It
will require a concerted effort to truly listen
to and incorporate the needs of all
stakeholders as you evolve the culture and
to be purposeful about creating new
incentives that reinforce the emerging
culture.

10. Lack of Data and Security Maturity

Just like one shouldn’t grab a hot pan out of
the oven with their bare hands, it’s
impossible to have a data strategy (let alone
a data sharing strategy) without properly
securing data at rest and in motion. Data
security and privacy are also key ESG factors
that investors consider when allocating
capital, and customers consider when
deciding to purchase.  

Beyond data security best practices, there is
also an emerging concern related to data
sharing that Emilia Tantar refers to as “data
poisoning.” 

If we have automatic sharing of data, the result
could be data poisoning, or the injection of false
data into a company’s system for the purpose of
throwing off a predictive algorithm on which the
organization relies. For image databases, we can
have deep fakes submitted. In face recognition,
faces that are synthetically generated of people
who never lived could end up in the database.
Advanced data engineering practices can
mitigate this risk, but not entirely. 

While it may not be a massive problem that
companies are facing today, the world will
be moving to a paradigm where more and
more data is shared. We will also be
entering a time where algorithms can create
audio, video, images and text that are
indistinguishable from or superior to those
created by humans. Synthetic data, which is
data that a computer makes up but which
fits the statistical distribution of a real data
set, is already used by many companies
today as a way of beefing up data quantity
to generate more accurate predictions.
There’s no reason these approaches
couldn’t also be used for data poisoning.

While it would seem that any negative
impacts of data poisoning are quite a ways
off, it’s important to think through how to
protect against it.



enable organizations and industries to
create common models - a single version of
the truth - that all relevant players can
access.”

Since it’s much easier to make a business
case for reducing costs with data sharing
than it is to generate revenue, this is likely
the best place for industries to start. There
are many areas where better knowledge
about the activities of others in the industry
makes all players better able to do their
jobs. Think money laundering, for instance,
where the whole goal is to take advantage of
the disconnectedness of financial
institutions to move money between them
for illicit purposes. It’s much easier for a
bank to detect when this is happening if they
also have insight into others’ data.

One ballooning compliance cost will be
reporting on sustainability and ESG factors,
in light of forthcoming rules from the U.S.
Securities and Exchange Commission and  

17

HOW TO GET STARTED NOW

Companies need not start from square one
if they are serious about enabling a
sustainable transformation in their industry
using the power of data sharing. Companies
are already sharing data with regulators that
may be very useful if shared more broadly.
The processes and practices that evolved to
help auto companies share road safety data
and financial institutions act more effectively
against money laundering can be
repurposed for sharing other data sets with
a broader set of actors (just to get started).
  
Another short-term action, proposed by
Emilia Tantar, was to apply the principles of
the Lean Methodology to data collection and
analysis. Lean is an approach based on
iterative experimentation, shared
information and zero waste. “Applying Lean
to the sustainability data pipeline could
speed up the rate at which companies can
utilize shared data,” said Tantar. It can also 
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the European Union. Companies are simply
going to have to do it. In order to properly
calculate emissions for upstream production,
it’s essential to have complete data from all
partners and subcontractors within a supply
chain. Right now, every company that reports
is going it alone on calculating their Scope 3
emissions, spending much more money
collectively than they would if they just shared
this data in a more automatic and efficient
way. If companies can see the benefit of
pooling these compliance costs, it may prove
to be the foundation of a larger movement
around open data in sustainability.

To address the incredibly complex liability
concerns that arise from the potential misuse
of shared data, Simon See expects to see a
pattern from the software industry repeat
itself in data sharing. “I suspect that in the
future, organizations distributing and sharing
data would have some form of agreement
with the end user.” See said. “Just like
software, when the end users sign that
agreement – like the terms of service you
agree to for most everything online – basically
the user works with the software at his own
risk, to a certain point. I suspect that data
would move towards that model where, if
someone wants to use shared data, they must
accept most of the liability.”

It may seem strange that such a weedy and
complex topic like data sharing could be so
vital to the transformation of businesses for a
more sustainable age. None of us have all of
the knowledge and resources we need to
effectively tackle the world’s problems, let
alone the sustainability issues within our own
organizations. The only way forward is to
advance a new paradigm which acknowledges
the immense benefits of collective knowledge
through data sharing but balances those
needs against market, security, privacy and
ethics risks. A future of sustainability data
sharing is coming. Are you ready?

SOLUTION: AUTOMATING
SUSTAINABILITY RANKINGS TO
DRIVE DATA SHARING

Small businesses don’t often come to mind
within the sustainability context. Yet, they
account for 90% of the world’s economy and
impact the lives of almost 2 billion people,
according to the UN-backed SME Climate
Hub. A recent survey by the group showed
that over half of small businesses are
calculating their carbon emissions, but are
strapped for time, technology and financial
resources. These shortfalls are also the main
reasons companies not measuring C02
emissions cite in explanation of their failure
to act.

Sustainability rankings for companies can be
a positive inducement to change behavior.
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They signal to investors that the company is
well run and provide critical brand
differentiation in the eyes of consumers. But
a company who wants to be considered in
these rankings must undertake a laborious
process to submit data in different formats
to all of the different ranking organizations.

The team proposed a new way to make it
easier for all companies, especially small to
medium enterprises, to participate in
rankings. Instead of requiring time-
consuming custom submissions, the team
proposed to use artificial intelligence to
scrape companies’ public-facing
sustainability reports to create a ranking
that’s as easy to participate in as uploading
a file to the cloud.  

AI has an incredible facility for helping to
organize the unstructured data found in
these PDF documents, extracting the key
insights and formatting the data to allow
easier apples-to-apples comparisons
between firms. Technologies like GPT-3 and
other massive language models also have a
gift for automatically weaving more
understandable narratives based on
structured data, a boon to the average
reader who may not be able to make heads
or tails of the dense data and jargon.

One important caveat is that these rankings
are only going to be as good as the data
they are based on, and that data is self-
reported by the companies being ranked.
Given that such reports are released
publicly and that US and European
regulators are cracking down on
greenwashing and false sustainability claims,
it’s possible that this might not be an
insurmountable challenge.

Companies could certainly opt to submit
more comprehensive non-public data if they
feel that their ranking is inaccurate. 

This incentive could lead to a number of
firms submitting data in unprecedented
detail to the ranking organization. That data,
in turn, will allow the AI to get better at its
first job while learning a new one: helping
organizations more quickly turn raw
operational data into comprehensive and
understandable sustainability reports. Once
this capability goes online, it should increase
the number of companies who find it to
their advantage to submit data, and it will
establish a freemium, RedHat-like business
model that can provide financial stability to
the project.

Such a strategy follows Clayton
Christensen’s famous disruptor’s journey,
where a startup launches a more basic,
cheaper product that meets the needs of an
underserved market segment - in this case,
small businesses that don’t need a full bore
sustainability software platform.
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From there, the start-up can add capabilities to the product over time that make it more attractive
to users that need all the bells and whistles. It also takes an unconventional approach to data
sharing by starting with the data that is already shared, and working back from there. This strategy
addresses nearly every single one of the 10 barriers to data sharing that our participants identified.  

“This seemed like an unsolvable problem when we started,” said Richard Benjamins. “But we actually
found a solution in only a couple of hours. This could be a real company.”

Given the abundance of data science talent looking to make a positive impact in the world, we hope
that some enterprising group of leaders will bring this vision to life.
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