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Introduction
The last decade has seen a nearly constant level of 
change in compliance requirements for US-based 
organizations. Spurred by corporate scandals and 
a steep rise in data breaches, regulators have been 
stepping up data privacy requirements. Organizations 
that step up to meet the often competing standards at 
the state, sector, and global level are helping to restore 
consumer trust and uncover new opportunities.

Major regulations such as the General Data Protection 
Regulation (GDPR) and the new California Consumer 
Privacy Act (CCPA), as well as industry-level 
protections such as the Health Insurance Portability 
and Accounting Act (HIPAA), carry heavy penalties 
for non-compliance. We have seen with GDPR that 
most enforcement action has been related to failures 
of data governance (data transparency and consent), 
including a $23.8 million fine against Marriott.1

Regulatory change did not slow down in 2020, 
despite a global pandemic and a federal election. As 
we embark upon 2021, we expect to see a continued 
focus on data privacy, with new regulations coming 
into force or on the horizon and steep penalties for 
non-compliance. 

This is setting the stage for a renewed focus on 
contracts, both with consumers in the form of privacy 
policies as well as with third parties. 

In this guide, we’ll walk you through the changes 
taking place in 2021 and the changes you need 
to make to your contract processes in order to 
remain compliant. We’ll demonstrate how contract 
lifecycle management (CLM) supported by artificial 
intelligence (AI) can help in your ongoing efforts to 
manage risk and inform business decisions. 
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The Impact of 
COVID-19 & 
Political Change 

Of course, we can’t look ahead without 
acknowledging the level of disruption we have 
faced in 2020. The global COVID-19 pandemic 
and the U.S. Federal election both have 
ramifications for business operations and 
contract management as we head into 2021. 

Nearly a year into the global pandemic, 
there is no question that organizations have 
faced economic pressure and uncertainty. 
Supply chains were affected, as were service 
contracts. Faced with this uncertainty, 
organizations examined force majeure, or 
similar acts of God or acts of government, 
clauses. This need to examine contracts 
quickly demonstrated the providence of 
having AI to search for clauses in seconds 
instead of weeks. 

COVID-19 has also introduced data privacy 
and security questions regarding the 
collection, processing, or sharing of personally 
identifiable information (PII) or biometric data, 
such as temperature checks or contact tracing. 
Unless you work in healthcare, it is likely that 
your privacy policy does not include appropriate 
language to remain compliant with existing data 
protection laws (HIPAA, CCPA). 

In response to the pandemic and the 
need for extraordinary contract tracing 
and surveillance, some governments have 
instituted emergency laws to permit the 
collection and processing of health and 
location data.2 While this is not the case yet 
in the United States, there are two laws under 
consideration, the COVID-19 Consumer Data 
Protection Act of 2020 and the Public Health 
Emergency Privacy Act, which could require 
immediate contract amendments if passed.3

Moving into 2021, the arrival of a new 
administration could put federal privacy 
legislation back on the agenda. There have 
been many unsuccessful attempts at a federal 
data privacy framework in the past, including 
several federal privacy laws introduced by 
both Democrats and Republicans in 2020.4 It 
is anticipated that the new administration will 
respond to these external pressures with a 
renewed interest in federal privacy legislation 
and in restoring EU data transfer agreements.5  
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Regulation 
in 2021

Enza Iannopollo
Senior Analyst, Forrester6

“GDPR has changed 
the world of privacy 
compliance forever. From 
CCPA to LGPD [Brazil’s 
Data Protection Law, 
Lei Geral de Proteção 
de Dados], GDPR-
like requirements are 
popping up in many other 
privacy bills around the 
world. But assuming 
that compliance with 
GDPR is all customers 
need is a mistake. 
Firms must support 
navigating a landscape 
of privacy rules that is in 
continuous evolution and 
where basic compliance 
is not their ultimate goal.” 

GDPR
In the US, businesses face complex regulatory compliance 
challenges dictated by a sector-specific and state-based 
data privacy regime. In this “Decade of Data Privacy,” a 
variety of data privacy regulations can have competing 
implications for contracts. 

Although wide-sweeping regulatory changes such as 
the GDPR in 2018 and the CCPA in 2020 appear to have 
limited geographical scope, in today’s economy, most 
organizations found they were more “global” in scope 
than anticipated. Even a single customer who is a EU or 
California resident places organizations under the purview 
of new data privacy regulations and potential penalties. 
Unfortunately, organizations are finding out the hard 
way that compliance with one regulation, even the 
most extensive regulation such as the GDPR, does not 
guarantee compliance with other regulations.

The upshot is that organizations must assess and amend 
their contracts as soon as new regulations come into 
force, requiring a nearly continuous level of monitoring and 
revision. 

Where to Track Changes
• Privacy Law Trackers such as the IAPP
• Industry Associations
• Legal journals 
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Sector-Specific Regulatory Outlook

Depending on your industry, you could be held 
to a whole laundry list of acronyms, from HIPAA 
and HITECH to PCI-DSS, Dodd-Frank, SOX or 
FISMA. Many regulatory compliance rules at 
the sector level look to ensure data protection, 
particularly in industries that have been heavily 
hit by data breaches or where data breaches 
have severe consequences such as fraud or 
medical identity theft. 

Most sector-specific regulations are expected 
to remain stable for 2021, with the exception of 
healthcare and finance. 

ONC Final Rule

On October 29, 2020, the Office of the National 
Coordinator (ONC) for Health Information 
Technology extended the compliance dates 
for information blocking and certification 
requirements for its Interim Final Rule with 
Comment Period (IFC). Released originally in 
March 2020, the Cures Act Final Rule requires 
new health IT certification requirements for 
patients to access their own health data. Due 
to COVID-19, the compliance dates now begin 
April 5, 2021 and continue with a one year 
calendar extension for initial attestations and 
plans.7

The ONC Final Rule places specific 
requirements on businesses that deal with 
Health IT, including certification requirements 
that must be detailed in both consumer privacy 
policies and third-party contracts. Further, 
contract reviews should pay particular attention 
to the specific rules and exemptions around 
information blocking, as violations could carry 
monetary penalties as well as disincentives.8 

2021 
Changes 
Needed

Privacy Policies

Third-Party Contracts
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Sector-Specific Regulatory Outlook

LIBOR

2021 marks the end of an era for LIBOR (the 
London Interbank Offered Rate), a longtime 
lending benchmark that serves as the reference 
point for interest rates and other financial terms. 
The USD LIBOR is referenced in more than 
$200 trillion worth of contracts worldwide. 

In December 2020, the ICE Benchmark 
Administration (IBA) threw a lifeline to US 
banks. The most frequently used index 
values for commercial and consumer lending 
transactions are now set to expire in June 
2023: an 18-month reprieve from the original 
termination date of December 31, 2021.9 

While the extension allows for a smoother 
transition, US regulators are still urging 
financial institutions to discontinue entering 
into new contracts that use USD LIBOR before 
December 31, 2021 to avoid market disruption.10 

It is estimated that 100 million contracts 
comprising over $400 trillion in value reference 
LIBOR. The US Treasury Department’s 
Financial Stability Oversight Council warned 
in its 2019 annual report that “[t]he failure of 
market participants to adequately analyze their 
exposure to LIBOR and transition ahead of 
LIBOR’s anticipated cessation or degradation 
could expose market participants to significant 
legal, operational, and economic risks that could 
adversely impact US financial markets.”
In other words: update your contracts or else.

The Federal Reserve Bank of New York (the 
Fed) has proposed a new Secured Overnight 
Financing Rate (SOFR) as an alternative to 
LIBOR. That decision has not been finalized, 
and may not be finalized before the LIBOR 
deadline arrives.

Companies will need to identify all LIBOR 
references in financial documents, leases, 
procurement contracts, and supply chain 
contracts. Companies will need to identify the 
contracts that lack fallback language so that 
they can be renegotiated, according to the SEC.11 
Pending contracts extending beyond 2021 will 
need to be negotiated with the LIBOR change in 
mind to avoid additional costs in the future. 
Further out, financial organizations should also 
begin preparing for the Fundamental Review of 
the Trading Book (FRTB) implementation, the 
revised credit valuation adjustment framework, 
which has been pushed back to January 2023.12

2021 
Changes 
Needed

Financial Documents, Leases, 
Procurement Contracts

Third-Party Supply 
Chain Contracts
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Sector-Specific Regulatory Outlook

Volcker Rule

The Volcker Rule was introduced in 2013, 
following the financial meltdown, to prevent 
banks from using customers’ deposits to make 
certain speculative investments.13 In 2020, the 
rule was updated to incorporate a number 
of modifications, such as limiting its impact 
on banks’ foreign investments, permitting 
certain investment activities, and changing the 
definition of “covered funds.” This has opened 
up new opportunities for banks: for example 
they may now invest in funds including venture 
capital, credit and family wealth management 
vehicles.14 

However, the final rule places limitations and 
conditions on these newly permitted activities, 
which banks must ensure any contracts 
governing such investments or transactions 
comply with. 

What’s more, changes to the Volcker Rule 
are likely not at an end. There may well be 
further modifications as the political landscape 
changes. As new versions come into play, 
financial services organizations will need 
to easily locate and review contracts for 
transactions covered by the rule and amend or 
issue new paper in order to ensure continued 
compliance. 

Volcker 
Rule
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Sector-Specific Regulatory Outlook

Biometric Data Privacy Regulation

Illinois became the first state to enact protection 
of biometric data (physiological or behavioral 
identifiers such as face, iris, fingerprint, voice, 
hand, or handwriting) in 2008, followed by Texas 
in 2009, then by Washington, New York and 
Arkansas.15 Many of these biometric privacy 
laws carry steep penalties, with Facebook 
paying $650 million to settle a class action 
lawsuit stemming from the Illinois Biometric 
Information Privacy Act (BIPA).16 Other states, 
including California, Oregon, and Louisiana, 
have chosen to address biometric information 
as amendments to existing data privacy acts.17  

Biometric legislation is currently being 
considered at the Federal level (the National 
Biometric Information Privacy Act of 202018) and 
at various state levels, including the Consumer 
Data Privacy Act (CDPA) in Pennsylvania, the 
Washington Privacy Act of 2021, and AO6787-D/
SO5140-B in New York.19 Effective January 1, 2021, 
private businesses are banned from the use of 
facial recognition technology in Portland, Oregon, 
the first City to pass its own ordinances.20  

Organizations handling biometric data 
should pay close attention to rapidly evolving 
legislation and compliance requirements. 
Organizations should assess their use of 
biometric technology for employees and 
for customers and ensure that privacy 
policies adequately disclose how biometric 
data is being collected, used, stored, and 
disclosed. When disclosed to third-parties, 
contracts should be amended to include data 
governance provisions as well as provisions 
related to how consumers can opt out of 
information collection. 

2021 
Changes 
Needed

Privacy Policies

Third-Party Contracts
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Federal Data Privacy Outlook

There are currently 142 countries with data 
privacy laws, 62 of which were enacted in the 
last decade.21 Will 2020 be the year we see 
federal privacy laws take center stage? 

Debbie Reynolds, Founder, CEO & Chief Data 
Privacy Offer of Debbie Reynolds Consulting, a 
world-renowned expert on global data privacy, 
believes that talks about privacy on a Federal 
level are possible in 2021, especially given that 
Kamala Harris is from California, the state with 
the most comprehensive privacy law in the 
US. With that said, Reynolds notes that getting 
bipartisan support for new legislation is not 
going to be easy.

Legislation to watch in 2021 at the Federal level 
includes the Setting an American Framework 
to Ensure Data Access, Transparency, and 
Accountability (SAFE DATA) Act and the 
Consumer Online Privacy Rights Act (COPRA)22  
as well as two bills introduced to safeguard 
data being collected to track and process data 
related to COVID-19: the COVID-19 Consumer 
Data Protection Act of 2020 and The Public 
Health Emergency Privacy Act.23 

Federal
Data
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State Regulatory Outlook

“In the US, because we don’t have a Federal 
Data Privacy law, we have all these different 
laws in different states,” notes Debbie Reynolds. 
“You have to look at every state to know what 
they’re doing.”

In today’s Internet-based economy, it is not 
uncommon to have customers in all 50 states. 
As a result, organizations need to be aware of 
regulatory requirements across all 50 states. 
Unfortunately, there is no single point of 
reference to stay on top of shifting regulation 
across all states, industries, and data types. 

To make matters worse, new privacy regulations 
could come as a new law in a variety of ways: 
through the legislative process, through the 
ballot initiative process, or as an amendment to 
an existing law. 

There are seven states with active data privacy 
bills moving through the legislative process that 
could impact your contracts, with more states 
expected to follow suit.24 

Debbie Reynolds

“California has the most comprehensive data privacy program for consumers anywhere in 
the US and a lot of companies are looking at this very closely. Other states are looking at it 
closely too, and they’re trying to figure out how they need to change” 

Introduced

None

In Committee

Cross Chamber

Passed

Cross Committee

Signed

Task Force Substituted
for Comprehensive Bill

Bill Died in Committee
or Postponed 
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WI

State Comprehensive-Privacy Law Comparison
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State Regulatory Outlook

California

The California Consumer Privacy Rights 
Act (CCPA) went into effect on January 1, 
2020, making California the first state to 
pass a comprehensive data privacy statute.25 
The CCPA applies both to companies 
headquartered in California as well as those that 
do business with California residents (directly 
or through data sharing).26 Unlike other state 
privacy laws, the CCPA includes provisions for 
consumer rights as well as business obligations 
around mandated risk assessments and timely 
notification of a data breach.

On November 3, 2020, California voters further 
approved Proposition 24, otherwise known 
as the California Privacy Rights Act (CPRA). 
The CPRA amends and expands the CCPA, 
becoming effective on January 1, 2023, with the 
onus on organizations to amend their contracts 
as soon as possible.27

2021 
Changes 
Needed

Privacy Policies

Third-Party Contracts
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State Regulatory Outlook

Massachusetts

A ballot measure in Massachusetts was passed 
to amend and broaden a “right to repair” vehicle 
law that specifically gives the vehicle owner the 
ownership of all of its data and supports the 
wireless transmission of that data to owners or 
independent mechanics.28 The law requires that 
car manufacturers install an open data platform, 
beginning a trend in data sharing that we could 
see move beyond Massachusetts. 

Beginning with model year 2022, businesses 
that service vehicles will now be accessing 
and processing car data, opening up the need 
to create or amend contracts (consumer and 
third-party). 

2021 
Changes 
Needed

Privacy Policies

Third-Party Contracts
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EU-US Privacy Shield 

On July 16, 2020, the Court of Justice of the 
European Union (CJEU) struck out the Privacy 
Shield agreement that outlined data sharing 
between the EU and the US, a decision which 
made all data transfers based on this framework 
illegal.29 The judgment, published in relation 
to a case known as Shrems II, declared that 
the Privacy Shield did not provide adequate 
surveillance protections to EU citizens. Just 
five years earlier, the Safe Harbor agreement 
between the EU and US was declared invalid 
on similar surveillance protection concerns 
(Schrems I), to be followed by the now 
invalidated EU-US Privacy Shield.30 

This new judgment has left organizations 
scrambling to update their contracts to remove 
reference to the Privacy Shield and replace 
them with Standard Contractual Clauses 
(SCC) or Binding Corporate Rules (BCRs), 
if not already present.31 More than 5,000 US 
organizations were enrolled in the Privacy 
Shield, so many organizations are still working to 
amend data transfer practices and contracts.32

Although the case upheld SCC, the Court ruling 
made it clear that data transfers be afforded 
a level of protection equal to that under the 
GDPR. Given the surveillance concerns of the 
Privacy Shield, it is unclear if SCC will hold up to 
the same level of scrutiny. With this uncertainty, 
larger Internet-based organizations have opted 
to store data on EU citizens within the EU, a 
move that only the largest players can afford.

Unfortunately, the ramifications of this ruling 
are far from over. Ireland’s privacy regulator is 
set to rule in 2021 over whether or not moving 
data on EU citizens to the US is a breach of the 
privacy law.33 This ruling could have far-reaching 
consequences on how data is handled on EU 
citizens and how contracts deal with these 
provisions. 

2021 
Changes 
Needed

Third-Party Contracts
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SCC and 
Non-Standard 
Clauses

Standard contractual 
clauses (SCC) are pre-
approved clauses for 
data transfers between 
the EU and non-EU 
countries.34 The SCC 
are created as a base 
building block to be 
added to contracts by 
both the importer of 
data and the exporter. 
SCC must be included 
in contracts without 
modification to the 
wording.

SCC
Organizations are encouraged to include additional safeguard 
provisions as non-standard clauses in their contracts. Non-
standard clauses could include:

• Limits on government surveillance of personal data
• Data protections such as encryption  

(in transit, at rest)
• Third-party agreements with EU cloud service 

providers to keep EU data in the EU

Organizations should pay particular attention to the European 
Commission for any updates to SCC that could require 
contracts to be updated to the new versions.
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Swiss-US Privacy Shield & the FADP

The Schrems II decision has had wide-
sweeping implications, including a Swiss 
judgement on September 8, 2020 ruling on the 
inadequacy of the Swiss-US Privacy Shield. The 
Swiss Federal Data Protection and Information 
Commissioner (FDPIC) announced that the 
potential impact of US surveillance laws was 
“irreconcilable” with the Swiss Federal Act on 
Data Protection (FADP).35  

The FDPIC makes clear that the requirements 
of the FADP take precedence over the Privacy 
Shield. Coupled with this ruling, the Swiss 
parliament passed a revision to the FADP 
on September 25, 2020.36 Although the new 
FADP may not come into force until 2022, 
organizations reacting to the EU-US Privacy 
Shield judgment have the opportunity to 
prioritize early compliance.37 

The revised FADP is applicable to US-based 
organizations that process the data of Swiss 
customers or have third-party agreements 
with Swiss organizations. Many of the 
amendments to the FADP are in line with the 
GDPR, particularly around data privacy rights, 
transparency, and portability.38 In addition, 
contracts should expand contractual clauses 
to include details on encryption and records 
of processing activities, increased information 
duties, and specific protections for biometric 
and genetic data. 

2021 
Changes 
Needed

Privacy Policies

Third-Party Contracts
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Brexit

The UK officially exited the European Union 
(EU) on January 31, 2020. Brexit has immediate 
implications for data transfers between the US 
and the UK, as the GDPR will no longer apply 
to the UK. The current status of transfers is 
what some are calling a “three-way pileup,” with 
conflicts between the EU, the US, and the UK on 
how to handle data transfers.39

How organizations react to Brexit will depend, 
in part, on the regulatory frameworks being 
developed between these countries. In some 
cases, sector specific frameworks are being 
instituted to provide clarity, such as the EU 
Markets in Financial Instruments Directive 
(MiFID) framework being applied in the UK for 
financial data.40

2021 
Changes 
Needed

Financial Contracts 
(if applicable)

Third-Party Contracts



18

Regulatory 
Compliance 
Contract 
Priorities for 
2021

Know Your Data

Privacy Policy

Third-Party Contracts

2021

Today’s compliance professionals are faced with an 
overwhelming and constantly changing set of pressures 
and requirements. Within this context, contract compliance 
has become more of a continuous process. 

Aided by artificial intelligence and machine learning, 
contract lifecycle management has emerged to help 
organizations streamline the tracking, searching, and 
updating of contracts. 
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Know Your Data

In order to determine which regulations apply to 
you and your contracts, you must first determine 
what kind of data you collect about customers, 
why you collect that data, and what you do with 
it, including:

Category: What kind of data do you collect 
about customers and when? Why? Do you 
collect health, biometric, financial, or other 
privileged data? Where do your consumers live 
(state and/or country)? What regional (state, 
federal) laws apply? 

Storage & Processing: Where do you store 
data? What is it used for / how is it processed? 
How do you protect it? How long do you keep 
data? How is it deleted? Pay particular attention 
to Cloud services, which may store data outside 
the state or country. 

Access: Who has access to your data, internally 
or externally? 

Transfer: Where and how do you send data? 
How do you protect transfers? How is data 
protected after you send it? What are the 
applicable data privacy laws in the receiving 
country? 

Transparency: How do you respond to a 
consumer request to view their data? Can 
consumers amend their data? What is your 
process for a consumer’s “right to be forgotten”? 

Records: Do you have documentation of your 
data practices? How often do you audit if your 
practices reflect your documentation? Do you 
share your data practices with your consumers?

In many cases, you’ll either find you collect more 
data than you actually need, allowing you to 
scale back data collection efforts and inventory, 
a “thoughtful approach” to data collection and 
management proven to bolster consumer trust.41 
Further, knowing your data can help uncover 
new opportunities.

Obviously no organization wants to experience 
a data breach, costly both in terms of consumer 
trust as well as the scrutiny of regulators. 
“Organizations want to lower their risk by 
collecting less data,” notes Reynolds. “You 
should be able to say what data you have or 
don’t have any time a regulation changes.” 
In addition to defining your data, Reynolds 
advises that organizations be able to justify 
the purpose of collecting that data in the first 
place - both to regulators and to consumers. 
GDPR, in particular, has levied sanctions against 
organizations for not being able to justify their 
data collection practices.

Know Your
Data



20

Update Your Privacy Policy 

The trend when it comes to data is transparency, 
specifically the right of the individual to see 
their data. So, as Debbie Reynolds notes: 
“Companies are finding ways to be transparent 
about what they collect, what they share, and 
what they don’t share - and to be very clear 
about all of that in privacy policies.”

Your privacy policy is a written contract between 
your organization and the consumer. As most 
regulatory changes in 2021 focus specifically on 
data privacy and portability, your privacy policy 
needs to reflect the latest requirements from a 
variety of state, federal, and sector regulations 
specific to your industry or to the type of data 
you collect. 

Universally speaking, your privacy policy should 
state what you do, how you use consumer data, 
who else may have access to the data (third-
party sharing), and how data is protected in 
transit and at rest. On top of that, your actions 
must mirror your privacy policy to ensure you 
are not misrepresenting your service to the 
consumer.

Privacy
Policy
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Review 
Third-Party 
Contracts

Contracts 80% of business-to-business transactions are governed by 
contractual agreements, covering both terms as well as the 
basis of regulatory compliance. Unfortunately, third-party 
contracts are “the bane of existence for a lot of companies - 
and a lot of attorneys,” notes privacy expert Debbie Reynolds. 

Third-party contracts commonly detail basic data governance 
information, but rarely are these provisions sufficient for 
regulations such as the GDPR or the CCPA. Under scrutiny, 
most third-party agreements fall short, containing terms 
not relevant to business practices or non-applicable to the 
type of data transfers and processing taking place. In other 
cases, contracts may make claims to specific processes or 
standards that should be authenticated.

“Your partners need to understand your risk as a company 
and in turn what is expected of them, in their contracts,” notes 
Reynolds, “Not just the performance of the contract, but also 
how they’re handling the data that you’re giving them to do 
something on your behalf.”

The current lack of visibility into the exposure risk and the 
multitude of potential stakeholders affected makes the 
process of third-party contract review time-consuming. For 
most organizations, the current method to update contracts 
is highly manual: digging through filing cabinets, scouring 
emails, or reviewing contracts one-by-one in Excel or Word. 

The continued pace of change in the regulatory environment 
and the pressures of COVID-19 have accelerated the digital 
transformation for many organizations. Digital contract 
management software is allowing organizations to more 
quickly assess and respond to risk. 

Enza Iannopollo
Senior Analyst, Forrester42

“Third parties that don’t 
follow the same privacy 
policies you do can 
destroy not only your 
privacy program but 
also your brand, your 
customers’ trust, and 
your partner ecosystem.”
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Evisort AI 
Takes Control 
Of Contract 
Compliance
Leveraging the power of machine learning and natural 
language processing, the Evisort intelligent contract 
management solution can review in seconds what it would 
take a team of people hours to complete. Over time, that 
can shave days, weeks, and even months off of the time 
you spend manually reviewing contracts to ensure that your 
contracts conform to current regulatory standards.

Evisort acts as a single repository for all of your contracts, 
automatically syncing with a range of ERP and CMS tools 
to pull data from across your business. Leveraging the 
knowledge gleaned from millions of contracts, Evisort can 
read over 230 types and is the first authentic AI to identify 
non-standard third-party clauses. 

Evisort can quickly search both privacy policies and third-
party contracts to build summary reports, no matter how 
many contracts you have or how long. 

Let’s take a look at how Evisort is taking control of the 
contract compliance challenges of 2021.

Control
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Evisort Privacy Policy Management

With the Evisort platform, your legal team can 
easily manage new compliance requirements. 
Evisort’s Document Analyzer tool allows users 
to search through documents and find specific 
language. As companies begin to update their 
privacy policies, the legal team can use Evisort 
to search through privacy policies and find 
where language is not compliant with new or 
upcoming regulation.

Evisort’s Document Analyzer also allows users 
to search for clauses that “do not contain” 
specific information. This function is very useful 
for searching through the lists of categories of 
personal information, as these may change. 
A user can easily search if a category is included 
in the disclosed list and know very quickly if the 
policies need updating.

Case Study: CCPA Privacy Policy Update
Let’s take a specific example. As of January 
1, 2020, the CCPA requires that organizations 
update their privacy policies to include specific 
provisions, including:
1. A detailed description of consumers’ rights 

under the CCPA;
2. A list of categories of personal information 

the company has collected about 
consumers in the past twelve (12) months;

3. A list of categories of personal information 
that has been sold in the past twelve (12) 
months; and

4. A list of categories of personal information 
the company has disclosed for business 
purposes.  

The CCPA requires that organizations update 
their privacy policy at least once a year to reflect 
any change in the description of consumer 
privacy rights. 
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Third-Party Contracts

Evisort was created to streamline how 
companies are tracking, searching, and 
updating third-party contracts. Every time a 
new regulation applies to you, chances are it will 
need to be “pushed down” to those companies 
that you work with, reflected in your contractual 
agreements. For some third-parties, this will 
require they be compliant with more stringent 
standards (e.g. the CCPA) in order to process 
your data. 

Evisort can help manage a variety of third-
party contracts, whether with service providers, 
vendors, or partners. 

Further, the Document Analyzer allows users to 
search for specific provisions, again combining 
that with a specific vendor (or service provider) 
or search all contracts as whole. As one 
example, a user can find important provisions 
like Data/Security Breach Notice, Obligations, 
Indemnification, and Limitation of Liability 
provisions quickly and identify the contracts that 
need updating.

Evisort’s Document Analyzer allows users to 
search for specific vendors; specific types of 
agreements; specific clauses and/or provisions; 
key terms within a contract as a whole; and/
or a combination of all of these. A user can 
find all contracts and/or agreements with X 
vendor containing specific verbiage related to 
personal information, transfer of data, usage of 
data, etc. The Analyzer allows users to search 
for a contract(s) that “does not contain” specific 
verbiage, so a user can use the above verbiage 
to find those contracts and quickly know what 
needs to be updated.

Evisort’s Analyzer also allows users to save 
searches, which allows faster viewing in the 
future as these provisions will need to be 
updated frequently. With this feature, a user 
knows once a search is completed once, they 
can easily duplicate the search and streamline 
the updating process.

Evisort Analyzer enables you to run any type of search query 
including Boolean search.
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Smart Templates

Businesses are not just static; new third-party 
contracts are being drawn up all the time. It’s 
true, lawyers have been using templates for 
their contracting for years. The idea is that 
the terms of the contract should reflect the 
overall agreement between the parties, not 
the specific circumstances in place at the time 
the agreement is drafted. Smart templates use 
standard, pre-approved clause language that 
is favorable to the initiating party and enables 
variable data such as contract date or party 
names to be imputed at the time of drafting. 

AI can help you identify problematic clauses 
in your existing contracts, automatically 
“learning” the evolving regulatory standards 
and how to apply them in future contracts. 

Evisort’s smart templates can help you to 
efficiently draft standardized clauses that 
incorporate all of the necessary information 
without requiring you to revise them every 
time the legal landscape shifts.

Artificial
Intelligence
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About 
Evisort
Evisort’s founders started the company with a single idea in 
mind: that the time spent by lawyers and business executives 
organizing, reading through, tracking and performing due 
diligence on contracts could be made vastly more efficient 
with the application of advanced artificial intelligence. The 
question that remained was “How can recent advances in 
areas such as natural language processing AI be best applied 
to make the job of a lawyer, banker, supply chain executive, 
salesperson, etc. easier and infinitely more valuable?” Thus 
began a thorough investigation of the market that would 
eventually culminate in a contract management product 
designed for the modern business.

Today, Evisort’s AI-powered contract management platform is 
used by businesses of all kinds, from Fortune 500 enterprises 
to mid-sized commercial organizations. Offering the only 
end-to-end solution, spanning contract creation and approval 
to post-signature management and analysis, Evisort has seen 
its platform become the foundation of digital transformation 
for its customers’ contract functions, and be adopted across 
legal, procurement, sales and finance departments. 

Looking to learn more?

Evisort provides visibility 
into all your contracts, 
leveraging artificial 
intelligence to increase 
the speed and accuracy 
of your contract analysis. 
Contact Evisort today to 
learn more about how 
Evisort can keep you on 
top of your compliance 
requirements!
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