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Figure 1: NORAD’s Nuclear Harvest

1 Introduction

“Remember that all models are wrong;
the practical question is how wrong do
they have to be to not be useful.”

George Box, Empirical Model-Building
and Response Surfaces, 1987

Model risk, in all its myriad forms, inevitably permeates into virtually every aspect of human
activity that employs technology. The cover page of this document illustrates one classic les-
son regarding the consequences of unmitigated model risk from nearly 4 centuries past. The
Swedish Vasa was designed by the best shipwrights of the day to be the mightiest warship ever
to sail upon the Baltic seas. At twice the displacement (approx. 1200 tons) of any previous
construction, it was to be more heavily armed than any other ship afloat and ensure Sweden’s
naval dominance over its traditional enemies in northern Europe. Unfortunately, the shipwrights
who designed the Vasa underestimated the amount of ballast required for a ship of this size
and weight due to a classic modelling error: linear extrapolation of a convex function. The result
was that the Vasa set sail with only half the ballast that a ship of its size and weight distribu-
tion needed for stability, and thus capsized in Stockholm Harbour when it caught a moderate
breeze.

Various forms of model risk have often contributed to disasters, or near-disasters, throughout
the history of humanity’s struggle to exert dominance over nature. In the spirit of the Vasa
disaster, a few more select historical examples can be highlighted.
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Figure 2: The Mars Orbiter crash

1.1 False Positive Nuclear Attack Alarm at NORAD

At US NORAD headquarters in Colorado in 1960, computers that analyze radar return echoes
warned with 99.9% certainty that a barrage of nuclear missiles originating in Siberia had been
launched towards the US mainland with impact only minutes away. Fortunately for everyone
alive today, the officers in charge knew that the Soviet Premier, Nikita Khrushchev, was at the
United Nations in New York City at the time and made the critical decision not to alert the US
President. The cause of the false alarm turned out to be radar echoes that were reflected back
from the moon as it was rising over Norway. The software designers had never imagined such
a possibility.

1.2 Mars Orbiter Crash

In 1998 the 600 million dollar Mars Orbiter burned and crashed onto the Marian surface due to
a classic modelling error: failure to convert metric orbital calculations into the English system
units required for the thrust calculations.
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Figure 3: London Whale

1.3 The London Whale

In 2012, the Central Investment Office (CIO) at J. P. Morgan incurred over 6 billion dollars in
trading losses plus another 700 million in regulatory fines due to the combination of a seriously
flawed market risk model with managerial dysfunction.

1.4 Airline Ticket Pricing

“Computers are useless. They can only
give you answers.”

Pablo Picasso

“Lower the ticket price and the passengers will return.” Airline ticket sales plunged globally fol-
lowing the world-wide lockdowns caused by the Covid-19 pandemic as air travel became highly
restricted and risky. Machine Learning models are heavily used by most airlines to optimize the
revenue trade-offs between ticket prices and passenger demand in order to adjust ticket prices
to keep their airliners as close to full capacity as possible. When demand declined dramatically
due to the pandemic, ML models responded by dramatically lowering ticket prices assuming
demand would respond accordingly. This was of course based on historical experience with
price/demand relationships. However, the expected upsurge in ticket sales failed to materialize.
It seems that the ML models used by airlines do not monitor news feeds, social networks or
cable news programs and so were blissfully ignorant of the underlying reason that sales had
tanked and no longer responded in historical fashion.

In no arena of human activity is model risk more pronounced and influential than in modern
quantitative finance.

Because, as George Box so presciently observed, “all models are wrong” at some level of accu-
racy, modelling error and the risks associated with such errors can never be entirely eliminated
(as the builders of the Vasa painfully discovered). But model risk can be mitigated to a great ex-
tent by understanding the sources of risk associated with a model and by applying remediating
modifications and/or appropriate controls.
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2 Why Should Your Firm Invest in Model Risk Man-
agement?

A liberal interpretation of George Box’s iconic insight might suggest the true goal of Model
Risk Management (MRM) is simply to separate models that are useful from those that are
not.

Model Risk Management as practiced by leading financial institutions is a mature discipline that
is clearly defined in the Federal Reserve Board’s seminal 2011 guidance publication known as
SR11-7. Non-financial firms practice their own bespoke forms of MRM, but the most advanced
and time-tested methodologies are practiced at leading US investment banks (IBDs).

Two central responsibilities of a rigorous MRM discipline are independent model validation and
ongoing monitoring; both are critical practices for determining whether a model is trustworthy
or not, and remains so throughout the model’s life cycle.

Indeed, MRM is becoming an increasingly important discipline, not only in finance, but in many
other realms of human activity, such as aviation, computer networks, spaceflight, cybersecurity,
and communications.

3 Why Is MRM Important for Your Business?
“Many Paths to Financial Ruin Are Paved with Flawed Models.”

Nowhere is the need for tools to mitigate model risk more apparent than in financial applications
since modern finance is almost entirely dependent on an ever-increasing array of quantitative
models. And nowhere within the population of quantitative financial models are more daunting
challenges for a validation team to be found than those presented by models based on AI/ML
methodologies.

A few of the more common challenges encountered by validators of Machine Learning (ML)
models are: the lack of transparency and the resulting difficulties in explaining the relationship
between input and output; model stability under changing conditions; availability of fair, unbi-
ased and trustworthy training datasets; and the capacity for incorporating information from very
large and varied datasets, especially when alternative data sources with unestablished lineage
or reliability are sourced for training AI/ML models.

3.1 Models Are Growing Increasingly Complex

As technology evolves towards ever greater complexity, there is a parallel evolution towards in-
creasingly complex models to help implement and manage the new technologies. The number
of models developed for finance, aviation, medicine, spaceflight, and transportation, as well as
their complexity, increases year after year. Applications of data science and artificial intelligence
have enabled many of these firms to streamline their business models and reduce overhead to
increase profitability. But the increased complexity of these methods also introduces increased
model risk. It follows that the impact of unmitigated model risk upon model-dependent indus-
tries increases correspondingly.

Model risk can never be completely eliminated because, as George Box notably observed, all
models are wrong at different levels of precision. This truth is especially relevant in finance
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since, unlike engineering or the sciences, no financial models are derived from first principles
of nature. However, model risk can be mitigated and managed under a rigorous model risk
discipline.

In finance, the cost of model risk is measured in financial loss and reputational harm. Model
risk is particularly punitive when associated with any of the many forms of bias due to the
heightened levels of visibility generated by such occurrences. These types of damage can po-
tentially be recovered but in other industries, especially those involving travel such as aviation,
nautical and transportation, poorly managed model risk can result in the loss of irreplaceable
human lives. For these industries, an effective MRM is even more critical, yet they tend to lag
behind the financial industry, which received some very painful and bitter lessons about model
risk during the global financial crises of 1987 and 2008, and more recently, from the London
Whale debacle of 2012.1

4 A Roadmap to an Effective and Efficient MRM Plat-
form

“The biggest liability is a failure of
imagination.”

David Palmer, US Federal Reserve Bank

The first step for any firm intent on creating a robust and efficient model risk discipline is to
recognize the presence of model risk throughout its business functions. A second step is to
find ways to communicate the importance of model risk to a firm’s senior management, how it
affects the firm’s business performance.

Although model risk can never be completely eliminated, it can be mitigated to the greatest
extent possible through the consistent application of sound MRM best practices. Here is an
example of such an MRM discipline:

1 Set up an MRM framework across the firm’s entire model ecosystem covering the entire
model lifecycle.

2 Establish rigorous model governance, validation2 and inventory processes.

a) SR11-7 from the FRB can serve as a useful guide.

b) Standardized templates for both model and validation reports.

c) Special attention should be given to the application of AI/ML models by both first and
second Lines of Defense (model development and MRM), given the issues of large amounts of
data used by such models and the lack of transparency into their operation.

3 Develop a process for classifying quantitative software implementations as true models, near-
models, or tools.

1We note as an aside that nonfinancial industries would do well to take advantage of the hard-won lessons
of financial firms by adopting their advanced MRM practices - practices whose development has been guided by
painful experiences in order to mitigate and manage model risk to the greatest extent possible.

2There exists some confusion about the difference between model risk governance and model validation. Model
risk governance impacts all phases of the model life cycle, from identification and development through to ongoing
monitoring and retirement. Validation is one of the central phases of the model life cycle and is therefore one central
phase of model governance. For a more detailed discussion of model governance and validation see the following
reference: (Hill, The Top Fourteen Challenges for Today’s Model Risk Managers, 2019)
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a) All true models should be assigned unique, non-recycled model IDs.

b) This can be extended to near-models and quantitative tools.

4 Develop metrics for estimating model risk.

a) Most firms classify models into one of three risk buckets: high, medium, and low as a
function of complexity, materiality, and model ecosystem inter-dependency (sometimes called
prevalence).

5 Develop methods for aggregating model risk to portfolio, business unit and firmwide levels
and for creating meaningful model risk reports for consumption by the Board Risk Committee
and senior management.

a) This requires summarizing firmwide model risk in ways that are easily assimilated by se-
nior managers who may have little time or interest in technical details. Model risk heatmaps
that use color coding to identify concentrations of model risk are one such management-friendly
form. (Hill, The Top Fourteen Challenges for Today’s Model Risk Managers, 2019)

6 Financial institutions should strive to raise awareness of model risk to the same level of visibil-
ity as the other traditional legs of risk management (i.e., market, credit, operational and liquidity
risk).

7 Three important resource challenges that must be met for a fully compliant rollout of an
effective MRM infrastructure:

a) Obtaining the necessary data for effective model validation.

b) Obtaining qualified MRM staffing resources to implement the steps listed above over a
reasonable time horizon.

c) Obtaining qualified IT staffing support to create and implement a technology platform that
can support the MRM infrastructure.

A more detailed and comprehensive description of the requirements for an effective and forward-
looking MRM discipline is provided in a research paper recently published by this author (Hill,
The Top Fourteen Challenges for Today’s Model Risk Managers, 2019).

A sound MRM discipline is indisputably the most effective (and actually only) defense against
the types of mishaps due to modelling errors described in Section 1. History has demonstrated
repeatedly that failures of MRM can result in intense media coverage and inflict serious repu-
tational damage on a firm (witness the 2012 London Whale scandal at JPM or the two Boeing
737 MAX disasters in 2018 and 2019).

The Fairly AI Model Validation platform offers client firms a shortcut to achieving a com-
plete ML model risk solution by applying the methodologies of ML to substantially reduce the
manual overhead required for a thorough SR11-7 compliant validation. Some of the more
time-consuming aspects of model risk management as described above that are immediately
amenable to ML automation are:

1. Assessment of model documentation for clarity, completeness and accuracy using AI
based Natural Language Processing (NLP).

2. Assessment and/or remediation of input data quality and suitability for the model’s in-
tended application(s).

3. Generation of a suite of validation benchmarks to assess the model’s performance, accu-
racy, and fitness for purpose.
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4. Generation of suites of tests to determine the accuracy of a model’s output.

5. Generation of suites of stress tests to determine a model’s stability over a wide range of
input values and determine any modes of failure.

6. ML models may also be trained to execute the test suites outlined in #4 and #5 above
and to analyze the results.

One of the services offered by Fairly AI is staffing support to create and implement a technology
platform that will allow a client firm to create an efficient MRM infrastructure.

5 The Road Ahead for MRM

“Imagination is more important than
knowledge”

Albert Einstein

MRM practices have effectively remained unchanged over the last 15 years, with many pro-
cesses that are still manual such as inventory attestation. This period of stagnation promises
to soon come to an end. Imagination is beginning to transform the way that MRM will be prac-
ticed at leading firms over the looming next five-year horizon due to the convergence of Big
Data, Machine Learning (ML) and Blockchain (BC) digitization and commoditization of models.
The day-to-day activities of MRM managers in 2025 will likely be substantially different from
today’s standards due to the above-mentioned disruptions that are already starting to impact
t’he profession.

Leading edge financial firms are already well along in applying AI/ML methods both to model
development and MRM. AI/ML models have a vast capacity for assimilating large amounts of
data, breaking “the curse of dimensionality” that limits traditional quant models. With increased
amounts of data, along with increasing use of ‘alternative’ data sources, there is necessarily an
increase in data risk due to incomplete, erroneous or unreliable data. AI/ML models are also
much less transparent than traditional quant models and must often be treated as ‘black box’
models. One somewhat surprising twist at a few imaginative financial institutions is the use of
ML models to validate other ML models, a clever way to circumvent the black box validation
conundrum. Another example is the use of ML adversarial models to pose effective challenge
to detect and mitigate bias.

Recently, a proposal has been published in a formal journal paper to create a new generation
of ‘smart models’ by embedding unique identity tokens and active intelligent agents. These
two simple innovations if embedded within model source code can bestow models with a rudi-
mentary form of self-awareness that can be used to track usage dynamics and to map data
and model inter-dependencies through token passing from upstream to downstream entities.
Greater detail can be found in a formal journal publication (Hill, 2020, “A Smarter Model Risk
Discipline Will Follow from Building Smarter Models.”)

5.1 Fairness, Bias Mitigation and Trustworthiness in AI/ML Applica-
tions

Certain concepts, expressed by terms as fairness, bias, or trustworthiness, play a more signif-
icant role in the types of AI/ML models often used in finance than they do in traditional quant
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pricing or risk models. This is partly because many of the current financial applications of AI/ML
involve assessments of the credit worthiness (i.e., probability of default (PD), loss given default
(LGD)) of loan and credit card applicants. AI/ML models are also heavily used for Anti Money
Laundering (AML) and fraudulent transaction monitoring applications.

The training datasets used for these applications may include, for example, embedded cor-
relations between PD/LGD and ethnicity (by name association) or income levels that may be
associated with different ZIP codes. ML programs possess a much greater capacity to con-
sume large and seemingly disparate alternative data sources, analyze them and identify many
types of subtle and unexpected correlations that may not be apparent to human reviewers. As
a result, the elimination of the various forms of bias that are known to appear in ML financial
models has recently become a current area of focus in ML model design, implementation, and
validation. The goal is to improve both the trustworthiness and fairness of ML models used in
finance.

Fairness is a multifaceted, context-dependent social concept that does not lend itself to a single,
simple definition. For the purposes of this paper, we will use the term ‘fairness’ as being
equivalent to ‘unbiased’.

Bias mitigation algorithms attempt to improve fairness metrics by modifying the training data,
the learning algorithm, or the predictions. These algorithms fall into three general categories:
pre-processing, in-processing, and post-processing.

Bias can be measured and mitigated at different points in a machine learning pipeline: either
on the training data, the learned model, or the model output. These three opportunity areas for
bias measurement and mitigation correspond to the pre-processing, in-processing, and post-
processing categories of bias mitigation algorithms

6 Final Thoughts: The Value Added by an Effective
MRM AI/ML Discipline Benefits an Entire Firm

Forward-looking model risk managers who recognize the likelihood of pending disruptions
and strive to be thought leaders in their field will find themselves positioned to play important
roles in the evolution of AI/ML models and the MRM discipline required for managing the as-
sociated risks over the next five years. Firms that employ these thought leaders will benefit
from an improved model ecosystem that requires far less manual overhead, and in this way
help to improve their firms’ profitability. The most important requirement for these projections
to become reality is having the courage to pursue imaginative ideas.

Such ideas involving the use of machine learning, smart models, digitization, and commoditi-
zation of a firm’s models on blockchain platforms can open up new lines of revenue for firms
that have invested resources in model development.

When all is said and done, the single most important question that remains is: what Is the
actual value added to a corporation that makes the substantial investment required to build
out an effective MRM AI/ML discipline? There are three answers to this most important of all
questions regarding MRM:

1. An effective MRM framework enabled with AI/ML will reduce long-term inherent
model risk:
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Reduced model risk will always translate in the long run to reduced overhead and in-
creased profitability.

2. An effective MRM enabled with AI/ML techniques will reduce regulatory risk:
Among other consequences, regulatory sanctions can result in fines, reputational dam-
age, and prohibition from paying dividends or stock buybacks.

3. A MRM platform enhanced by AI/ML will reduce reputational risk:
Long term reputational damage is perhaps the most serious of the many consequences
of a failed MRM discipline. Many leading firms have suffered extensive and financially
punitive reputational damage as a direct result of a flawed MRM discipline. The two most
prominent recent examples, the 2012 London Whale and the 2018-19 Boeing MAX 737
disasters (described in Section 1) lead to regulatory sanctions, multi-billions of dollars in
fines and business losses and severe reputational damage that, in the case of Boeing,
will translate to long-term enduring financial losses.

Finally, there are three primary corporate factors that need to be in place for a firm to allocate
the necessary funding and undertake the effort required to build out an effective MRM for AI/ML
discipline:

1. Persuasive MRM managers who are thought leaders in the field and understand the
vast potential of incorporating AI/ML models into their business. They must also have
the ability to communicate the value added and the requirements for customized risk
mitigation of these leading-edge models to senior management.

2. A core group of farsighted senior managers who can look beyond the next quarter’s
financial statement to realize the value of long-term returns on a worthwhile investment.

3. A corporate culture that is, at a minimum, tolerant of change and open to the application
of advanced AI/ML models to their business needs and cognizant of the MRM discipline
necessary to mitigate the risks associated with them.

A firm that can bring all of these stars into alignment will be well on its way to achieving a
leading-edge MRM for AI/ML best practice discipline.
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