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Your security team

Digital Forensics

When the unexpected occurs, you never know what piece of data will make the difference to
your investigation. The SI forensics team have the insatiable investigative mindset and
attention to detail that ensures we have the best chance possible of finding, recording, and

documenting the data you need.

Our team comprises former law enforcement digital
investigators, who have a wealth of experience in
recovering digital evidence in a vast range of
investigations, criminal or otherwise. Our team have
provided expert evidence that has been cross examined
in criminal courts and tribunals across the UK.

We utilise the latest techniques and specialist tools to
conduct a variety of investigations whilst maintaining
the chain of custody. We can interrogate and present
findings from devices including (and not limited to):

e Computers (laptops, desktops, ‘MacBooks’,
modern CCTV units)

e Hard drives (internal and external)

Solid state and USB flash drives, memory cards

Optical media (CD and DVD)

Mobile devices (mobile phones and tablets)
Wearables (like Apple or Samsung watches)
Drones (such as the DJI Phantom)

e Games consoles (e.g., Xbox and PlayStation)
e ‘Internet of things’ devices (smart cameras)

We will work with you to tailor a forensic strategy to the
needs of your investigation. This may include tactics
for limiting the data set, accommodating a tool that you
are already familiar with, implementing a policy to
handle encountering legal privilege material or other
sensitive data.

Our experts work in accordance with ACPO Principles,
comply with guidance from the Forensic Science
Regulator, and comply with legislation for expert
witnesses including that of disclosure. Our experts
have worked in ISO 17025 accredited laboratories, and
as such continue to work to those standards.

Key Features

Forensic analysis with expertise in a

wide variety of evidence items

Methodology tailored to your
investigation’s needs

Reporting available for courts and
tribunals

Expert witness service for courts
and tribunals

Where we can Help

Employee Misconduct / Insider
Threat

Criminal Prosecution and Defence
Cases

Civil Cases

Cyber Incidents
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