


The statement “Knowledge is power; information is 
Power”, attributed to Robin Morgan became more 
profound in the light of the Facebook-Cambridge 
Analytica Data Privacy scandal that erupted in 
2018 . Cambridge Analytica, a political consulting 
and strategic communication firm was found to 
have illicitly collected the personal data and 
information of about 87 million Facebook users 
without their consent for political advertising 
purposes. This scandal amongst other previous 
data privacy breaches signaled the urgent need to 
protect personal data globally.  

Nigeria has had its own fair share of data privacy 
concerns. From telecommunication companies to 
the Know-Your-Customer (KYC) requirements of 
financial institutions to the enormous personal 
data handled by different agencies of both the 
federal and state governments, Nigeria and its 
citizens are beginning to take data protection and 
privacy more seriously. 

This Guide gives an overview of the data 
protection and privacy regime in Nigeria.  It will 
answer some key questions like:

A. What is/ are the law(s) regulating data 
protection in Nigeria?

B. What has the attitude of courts been in relation 
to data protection and privacy in Nigeria?

C. What is/ are the agencies that exercise 
regulatory oversight over data protection issues?

D. What is the historical antecedent of the NDPR?

E. Who does the NDPR apply to?

F. What sort of data is protected?

G. Are there any transaction exempted from the 
application of NDPR?

H. Who are the classes of people recognized under 
the NDPR?

I. What are the rights of a Data Subject?

J. What steps must a company to which the NDPR 
apply take to be fully compliant?

K. What is a Privacy Notice?

L. What must a Privacy Notice contain?

M. What are the procedures to be adopted in the 
event of a data breach?

N. How is the NDPR enforced?

O. What is the provision for data retention under 
the NDPR?

P. Are there any penalties/ repercussions for failure 
to comply with the provisions of the NDPR?  

Introduction



Section 37 of the Constitution of the Federal 
Republic of Nigeria 1999 (as amended) 
(CFRN) forms the foundation of data privacy 
rights and protection in Nigeria. It provides 

The laws governing data protection and privacy in 
Nigeria are as follows:

The Constitution

Nigeria does not have a one holistic data privacy 
and protection legislation, it does however by 
legislation have an agency called the Nigeria 
Information Technology Development Agency 
(NITDA) created under the Nigeria Information 
Technology Development Agency Act 2007. NITDA, 
pursuant to its powers and mandate under Section 
6 (a) and (c) of the Act issued the Nigeria Data 
Protection Regulations (NDPR). The NDPR will be 
discussed in detail later in this Guide. 

What is/are the 
law(s) regulating 
data protection in 
Nigeria?
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Section 3 of the Nigerian Communications 
Act 2003 establishes the Nigerian 
Communications Commission (NCC) with the 
responsibility to regulate the 
communications sector in Nigeria. The NCC’s 
functions under the aforementioned Act 
include the protection and promotion of the 
interest of consumers against unfair 
practices and the enactment and 
enforcement of such regulations as maybe 
necessary . The NCC in carrying out above 
functions made the following regulations:  

Part VI of the Regulations generally 
deals with the protection of 
consumers’ data in the 
telecommunications sector. Regulation 
35 requires all licensees to take 
reasonable steps to protect the 
information of their customers against 
improper or accidental disclosures. It 
stipulates that licensees shall not 
transfer such information to a third 
party except permitted by the 

The Nigerian Communications Act 
2003

The Nigerian Communications 
Commission Consumer Code of 
Practice Regulation (“the NCC 
Regulations”) 2007 

Section 14 of the FOI protects personal data. 
It restricts the disclosure of information 
which contains personal information by 
public institutions except where the data 
subject consents to its disclosure or where 
the information is publicly available. 
Personal information in this context is 

The Freedom of Information Act (FOI) 
2011

Regulation 5 NCC RTS Regulation 2011 
requires the NCC to be responsible for 
the management, care and control of 
the central database. Any subscriber 
whose personal data is stored in the 
central database or on any company’s 
database has the right to view the 
data and request for update of the 
data. The Regulation also provides for 
the confidentiality and protection of 
the data, and instances where 
personal data can be released to a 
third party. It stipulates a penalty of 
N200, 000.00 (Two Hundred Thousand 
Naira) only per subscription medium 
for violation of any provisions of the 
NCC RTS Regulation . 

The NCC Registration of 
Telephone Subscribers (RTS) 
Regulation 2011
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for the right to privacy as a fundamental 
human right. Although the provision of 
Section 37 CFRN did not specifically mention 
‘data’, it does protect privacy of the “homes, 
correspondence, telephone conversations 
and telegraphic communications” of 
citizens. Judicial precedents in the country 
have favored the application of this 
provision to personal data in cases such as 
Emerging Market Telecommunication 
Services v Barr Godfrey Nya Eneye  and Barr. 
Ezegwu Emmanuel Anene v Airtel Nigeria Ltd

consumer or commission or by other 
applicable laws or regulations. Data 
collected by the licensee must be 
required for business purposes and not 
to be kept for longer than necessary. 
This provision covers both electronic 
and written data as well as verbal data 
recorded by the licensee. It also 
provides that the consumer be notified 
before the use and disclosure of data 
obtained from them.



provides that the right of a child to privacy 
shall be respected at all stages in child 
justice administration in order to avoid harm 
to the child as a result of undue publicity or 
labelling. 

The Child Rights Act 2003

Section 33 Central Bank Act 2007, requires 
the Central Bank of Nigeria (CBN) to take 
account of confidential matter contained in 
any information with respect to the 
economy of Nigeria supplied to it by 
anybody or institution on CBN’s directive. 
The Act also empowers CBN to make and 
alter rules and regulations . In exercise of the 
aforementioned power, CBN issued the 
Consumer Protection Regulations 2019 
which prescribes requirements on the fair 
treatment of consumers; disclosure and 
transparency; responsible business 
conducts; and complaints handling and 
redress.

Regulation 5.4 Consumer Protection 
Regulation 2019 provides for protection of 
consumer information from unauthorized 
access. Financial institutions are also 
required to obtain the written consent of 
consumers before sharing their information 
with third parties or for promotional 
purposes.

The Central Bank Act 2007

The Consumer Protection Regulation 
2019

The National Identity Management 
Commission (NIMC) Act 2007

Section 5 NIMC Act 2007 lists out the 
functions of the NIMC which includes 
creation, management, maintenance and 
operation of the National Identity Database 
(NID); carry out registration of citizens and 
non- citizens of Nigeria; ensure the 
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Section 26 FCCP Act 2019 requires the 
Federal Competition and Consumer 
Protection Commission (FCCPC) to protect 
business secrets of all parties concerned in 
investigations conducted by it during all 
stages of the investigation or inquiry.

The Federal Competition and 
Consumer Protection (FCCP) Act 
2019
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Section 29(1) NHA 2014 makes it mandatory 
for clients’ personal data to be protected 
from unauthorized access. Hence health 
establishments are required to set up 
control measures to prevent unauthorized 
access to the data. In addition, information 
concerning a client including information 
relating to his or her health status, 
treatment or stay in a health establishment 
is confidential . 

The National Health Act (NHA) 2014 07

Section 38 (5) Cybercrime (Prohibition, 
Prevention, etc.,) Act 2015 provides that the 
data retained by service providers should be 
accorded the constitutional right to privacy 
as enshrined in the Constitution and that all 
appropriate measures should be taken to 
protect the data. Anyone who violates the 
aforementioned provision commits an 
offence and his liable to 3 (three) years 
imprisonment or a fine of N7, 000,000.00 
(Seven Million Naira) or both .

The Cybercrimes (Prohibition, 
Prevention etc.) Act 2015
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defined as “any official information held 
about an identifiable person but does not 
include information that bears on the public 
duties of public employees and officials .



Section 6 of NITDA Act 2007 makes provision 
for NITDA to develop guidelines for electronic 
governance and monitor the use of 
electronic data interchange. The Act also 
empowers the NITDA Board to make 
regulations that are expedient in giving 
effect to the provision of NITDA Act . NITDA in 
compliance with the provisions of the NITDA 
Act issued the Nigerian Data Protection 
Regulation 2019.  

The National Information Technology 
Development Agency (NITDA) Act 
2007
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The Nigeria Data Protection Regulation 
(NDPR) is the substantive regulation 
currently governing data protection in 
Nigeria. The NDPR basically contains the 
principles that must be followed when 
processing personal information of 
individuals (data subjects), the duties 
of organizations in relation to data 
protection and the rights of data 
subjects. 

Nigeria Data Protection Regulation 
(NDPR) 2019

The NDPR Implementation Framework 
was developed by NITDA to aid data 
controllers, administrators and 
processors understand the controls 
and measures needed to be introduced 
into their operations to aid their 

Nigeria Data Protection Regulation 
2019: Implementation Framework 2020

preservation, protection, sanctity and 
security of any information/ data collected, 
maintained or stored in respect of the NID. 
The approval of NIMC must be obtained 
before any individual or corporate body 
may access data stored in the NID.

compliance with the NDPR. Hence, it 
clarifies the provisions of the NDPR in 
relation to data protection in Nigeria.   



What has the 
attitude of the 
Courts been in 
relation to data 
protection and 
privacy in Nigeria?

The courts have leaned heavily towards the 
protection of data by data controllers. Some 
examples are:

The case of Habib Nigeria Bank Limited v. 
Fathudeen Syed M. Koya 1  which involved 
the disclosure of a customer’s transactional 
information by a bank. The Court of Appeal 
upheld the duty of care and secrecy the 
bank owed its customer. 

i

The cases of MTN Nigeria Communication Ltd 
v. Godfrey Nya Eneye  and Barr. Ezugwu 
Anene v Airtel Nigeria Ltd , where the Court of 
Appeal held that the unauthorized 
disclosure of a customer’s mobile phone 
number by his telecommunications service 
provider and subsequent unsolicited text 
messages received from unknown third 

ii
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The case of Incorporated Trustees of Digital 
Rights Lawyers Initiative (DRLI) & Anor. v. 
National Identity Management Commission 
(NIMC) & Anor  where the Court of Appeal 
extended the constitutional right to privacy 
of citizens as guaranteed under Section 37 
of the Constitution of Nigeria (1999) as 
amended to include the right to protection 
of personal information and personal data.

iii

The case of Incorporated Trustees of 
Paradigm Initiative for Information 
Technology (PIIT) & Sarah Solomon-Eseh v 
NIMC & Anor  where the Federal High Court 
(FHC) directed the NIMC to improve on its 
data privacy and security systems in order 
to avoid a breach of citizens’ rights to 
privacy.

iv

The case of CPC v. INEC and 41 Ors  which 
involved the Appellant contesting the 
refusal of INEC to release the registered 
voters biometric database to the Appellant 
to enable it make copies for use as evidence 
to prove voting irregularities in the petition 
filed to contest the validity of the 2011 
presidential elections conducted by INEC. 
The Court of held that such access to the 
database would be inimical to the voters’ 
right to privacy, and jeopardize national 
security.

v

The case of Incorporated Trustees of Digital 
Rights Lawyers Initiative v. Minister of 
Industry, Trade and Investment & 2 Ors., ,  
where the Federal High Court (FHC) held that 
the Respondents’ failure to appoint a Data 
Protection Officer (DPO), provide information 
on their portal relating to contact details of 
its DPO,  and the legal basis of processing 
and receiving personal data as well as the  
failure to publish a privacy policy on their 
portal constitutes a violation of the NDPR 
and the right to privacy as guaranteed in the 
Constitution. The court however did not 
award any monetary damages against the 
Respondents.

iv

parties were violations of the constitutional 
right to privacy. In both cases, damages of 
five million aaira (₦5,000,000) each was 
awarded in the favour of the customers 
against the telecommunications companies



What is/are the 
agencies that 
exercise regulatory 
oversight over data 
protection issues?

The National Information Technology Development 
Agency (NITDA) is the main regulator for data 
protection in Nigeria. The NITDA is a Federal 
Government agency set up for the implementation 
of the Nigerian Information Technology (IT) policy 
with the mission to develop and regulate IT for 
sustainable national development. Other sector 
specific agencies include NCC and the CBN, 
National Identity Management Commission (NIMC) 
and Federal Competition and Consumer Protection 
Commission (FCCPC)

C



What is the historical 
antecedent of the 
NDPR?

The concept of data protection in Nigeria owes its 
origins to the incursion of technology in the 
country's economic activities and the realization 
of the importance of protecting personal 
information from inappropriate use, especially as 
the use of personal data for business purposes 
became more intrinsically pronounced. 

The first legislative attempt at regulating data 
protection was the Computer Security and Critical 
Information Infrastructure Protection Bill 2005, but 
the objectives of the aborted bill reveal it was 
substantially meant to criminalize ‘illegal conducts 
against ICT systems’ and cybercrime. 

There were subsequent unsuccessful attempts at 
a Data Protection Law. In 2015, the Data Protection 
Bill 2015 which was successfully passed by the 
House of Representatives was unsuccessful at the 
Senate. In 2016, the National Identity Management 
Commission proposed the Personal Information 

D



and Data Protection Bill with provisions on the 
collection, use and disclosure of personal 
information but it was rejected at the House of 
Representatives. In 2017, the Speaker of the House 
of Representatives sponsored another Data 
Protection bill but the Bill was unable to cross the 
legislative hurdles.

In 2018, before the issuance of the NDPR, the 
Council of Europe in conjunction with the Federal 
Ministry of Justice and some other stakeholders 
drafted the Nigerian Data Protection Bill 2018 but 
the Bill hit roadblocks and was not passed into law. 
In 2019, the NITDA pursuant to Section 6 of the 
NITDA Act 2007 issued the NDPR 2019.

In 2020, another Data Protection Bill 2020 (an 
Executive Bill) was introduced and the public was 
invited to make contributions to the Bill at a 
validation workshop held in September 2020 but 
no progress has been made. The NDPR thus 
remains the substantive legislation (howbeit 
subsidiary) governing data protection in Nigeria.



Who does Nigeria 
Data Protection 
Regulation (NDPR) 
apply to?

Article 1(2) of the NDPR provides that the 
provisions of the regulation apply to individuals in 
Nigeria or Nigerians residing outside Nigeria. From 
the foregoing, NDPR is applicable to:

all natural persons residing or carrying on 
business in Nigeria as well as Nigerians 
residing outside Nigeria; and

i

all natural or artificial persons that collects, 
processes or in any way uses the personal 
data of class (i) above.

ii

E



What sort of data is 
protected?

F
Under the NDPR, personal data is protected. 
Personal data has been defined by NDPR in Article 
1.3 as information relating to an identified or 
identifiable natural person which may be a name, 
address, photo, email address, bank details, posts 
on social networking websites, medical 
information, etc. Data processing includes 
collection, recording, storage, retrieval, use, 
disclosure, transmission, erasure and destruction 
of any of the personal data.

The personal data protected under the NDPR are:

Name of the data subject

Identification number

Location data

Online identifiers relating to the physical, 
physiological, genetic, mental, economic, 
cultural or social identity of that natural 
person



Whether there is a link between the former 
purpose and the latter 

i

The context in which the data was originally 
collected 

ii

If there is going to be any further impact on 
the data subject if the data controller goes 
ahead to further process the data. 

iv

If the personal data will be safeguarded 
when further processed.

v

The type of personal data iii

Email address, phone number, bank details, 
posts on social networking websites, 
medical information, and other unique 
identifiers such as but not limited to MAC 
address, IP address, IMEI number, IMSI 
number, SIM, personal identifiable 
information (PII) (PII means information that 
can be used on its own or with other 
information to identify a person). 

Paragraph 4.1.1 of the NDPR Implementation 
Framework 2020 provides that where the data 
controller wants to use the personal data of a data 
subject for a purpose other than what the data 
was provided for, the data controller has to inform 
the data subject prior to such usage and also 
provide him with specific information of the other 
purpose his personal data is to be used for . If the 
data controller wants to further process the 
personal data initially collected for a defined 
purpose he has to take the following into regard: 



The use of personal data for the purpose of 
national security, public health, safety and 
order by agencies of the federal, state or 
local government or their agents

i

The investigation of criminal and tax 
offences

ii

The collection and processing of data of an 
anonymous data subject

iii

Personal or household activities with no 
connection to a professional or commercial 
activity. 

iv

Are there any 
transactions 
exempted from the 
application of NDPR?

The following transactions are exempted from the 
application of NDPR under Paragraph 2.1 of the 
NDPR Implementation Framework:

G



Who is a Data Controller?

A data controller is a person who either 
alone, jointly with other persons or in 
common with other persons or a statutory 
body collects or determines the purposes 

ii

Data Subject

Under, Article 1.3(xiv) of the NDPR a data 
subject is an identifiable person who is one 
that can be identified directly or indirectly in 
particular reference to an identification 
number or to one or more factors specific to 
his physical, physiological, mental, 
economic, cultural or social identity. Simply 
put, a data subject is one who possesses 
any form of personal data as defined above. 
The major focus of the data protection 
regulation is to protect the data subject. 

i

Who are the classes 
of people 
recognized under 
the NDPR?
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Data Protection Officer (DPO)iii

Clearly communicate to data subjects 
on how they can object to the 
processing of their personal data. 

Outline the procedure for informing 
data subjects of and protecting their 
rights, where there is a decision to be 
made on their personal data. 

Notify NITDA of any data breach within 
seventy-two (72) hours of becoming 
aware of the data breach. 

design and maintain their system to be 
data compliant. 

ensure that they obtain the consent of 
data subjects before collecting or 
processing their personal data. 

prepare and publish a privacy policy on 
every medium used to collect personal 
data within three (3) months of 
commencement of business as a data 
controller.

process data only on legally justifiable 
basis. 

The organization processes critical 
national information infrastructure as 
defined under the Cybercrimes 
(Prohibition, Prevention etc) Act, 2015 
consisting of personal data. 

The organization processes sensitive 
personal data in the regular course of 
its business, or 

The core activities of the organization 
involve the processing of personal 
data of over ten thousand (10000) data 
subjects per annum.

Expertise in data protection laws, 
regulations and practices. 

The entity is an organ, ministry, 
department, institution or agency of 
the government. 

Multinational companies with subsidiaries in 
Nigeria are expected to appoint a DPO for 
each subsidiary who shall be based in Nigeria 
and be given full access to the management 
of the subsidiary. He/she may report to a 
global DPO if such exists within the 
organization.  

A DPO, being the chief compliance officer of 
an organization with respect to data 
protection and privacy obligations, is 
expected to possess:

Every data controller is mandated to employ 
a Data Protection Officer (DPO) within its 
organization or outsource the role to a 
competent firm or person.  DPOs make sure 

for and the manner in which personal data is 
processed or is to be processed . It therefore 
implies that a data controller exercises 
control over the use and processing of 
personal data and by extension bears the 
ultimate responsibility of complying with the 
provisions of the NDPR in executing this 
function. 

A compliance checklist for data controllers 
in the collection and processing of personal 
data of data subjects include that data 
controllers must :

that data controllers adhere to the 
provisions of the NDPR, relevant data privacy 
instruments and data protection directives 
of data controllers. A DPO is a compliance 
officer within an organization. 

A DPO is required to be appointed by a data 
controller within six (6) months of 
commencing business  in any of the 
following situations: 



Data Protection Compliance 
Organization (DPCO)

iii

The DPCO is an entity licensed by NITDA to 
monitor, audit, and conduct training and 
data protection consulting to all Data 
Controllers on behalf of NITDA. A DPCO may 
be a professional service consultancy firm, IT 
service provider, audit firm or law firm. 

Liaising with NITDA and/or Data 
Protection Compliance Organizations 
(DPCOs) on data protection matters.

Operating as the contact person for 
data subjects and the regulatory 
bodies including NITDA;

Keeping track of data compliance;

Issuing regular advisories on data 
protection and privacy to top 
management, members of staff and 
relevant third parties within an 
organization;

Organizing trainings for its 
organization on data protection 
compliance requirements; 

Ensuring that the organization 
complies with the data protection 
requirements;

The primary responsibilities of a DPO are:

Sufficient knowledge to undertake the 
roles and responsibilities of a data 
protection officer in Nigeria.

Great understanding of applicable 
data protection laws and regulations 

It is pertinent to note that a DPO does not 
bear personal liability for an organization’s 
non-compliance with applicable data 
protection laws, whether such liability is 
contractual, civil or criminal. .  



The right to stop and prevent the processing 
of his personal data so far as he has 
legitimate and authentic reasons to stop the 
processing.

iv

The right to rectify any problem on his 
personal data. 

iii

The right to block and erase any false 
personal data

ii

The right to be informed and to consent to 
the collection, processing and use of his 
personal data. 

i

Article 3.1 of the NDPR provides for the rights of a 
data subject. These rights are:

What are the rights 
of a Data Subject?

I



Right to request that the personal data 
should be deleted . 

ix

Right to be informed where data controller 
intends to transfer the data to a third party.

viii

Right to be informed if the data controller 
intends to further process the initially 
collected data for any further purpose other 
than the purpose it was originally collected. 

vii

The right to withdraw consent to processing 
personal data at any time.

vi

The right to seek judicial 
remedy/enforcement where his right has 
been breached in conformity with 
constitutionally guaranteed principles of 
law for the general protection and 
enforcement of fundamental rights.

v



A company to which the NDPR applies must take 
the following steps to be in compliance with the 
provisions of the NDPR: 

What steps must a 
company to which 
the NDPR applies 
take to be fully 
compliant?

Ascertain the data processing framework of 
the Organization.

The first step for any organization is to 
determine whether it has any interface with 
personal data, which will automatically mean 
such data, is being processed and thus it has 
to be compliant with the Regulations in 
processing it. Thereafter, it needs to take an 
assessment of the organization’s processing 
activities to determine the necessary steps 
to ensure that the organization complies 
with the provisions of the NDPR. The 
following questions are useful for such 
assessment exercise:

1
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What are the security measures taken 
by the organization to prevent data 
breach?  

Why does the organization process 
such data?

Which department receives such data?

How is personal data collected? Submit an audit to NITDA on the 15th of 
March every year where it has 
processed the personal data of more 
than 2000 people in the preceding 
year.  

Submit a summary audit to NITDA 
where it has processed the personal 
data of more than 1000 people in 6 
months;

Conduct an audit of the organization’s 
privacy and data protection practices;

Make all the data protection policies 
including the privacy policy available 
to data subjects;

Start implementation of the NDPR

To start implementation of the NDPR, an 
organization should adopt the following 
within the stated timelines: 

4

Appoint a data protection officer (DPO) 
especially if mandatory under the NDPR as 
stated above

3

Determine whether the organization is a 
data controller or a data administrator / 
processor.

While a data administrator just processes 
data, a data controller determines how such 
data is to be processed.  Though more 
obligations are imposed on the data 
controller under the Regulations by virtue of 
its interface with such data, both parties are 
subject to the provisions of the NDPR. 

2



A Privacy notice or policy (both terms can be used 
interchangeably) is a statement informing a data 
subject how the organization collects, uses, 
retains and discloses personal data. Article 2.5 
NDPR 2019 provides that any medium by which 
personal data is collected and/or processed must 
display a ‘simple and conspicuous privacy policy’ 
which can be understood by the data subject(s) 
being targeted. 

The NDPR Implementation Framework provides a 
sample privacy template that can be used by 
public institutions.  

What is a privacy 
notice?

K



A privacy notice/ policy should contain the 
following information:

What must a privacy 
notice contain?

Purpose of collection of the dataiii

Must highlight of the principles of data 
processing which include that data would 
be:  

vi

Access (if any) of a third party to the data 
and purpose of access

v

Technical method in the collection and 
storage of the data, cookies, JWT, web 
tokens etc.

iv

Description of the personal information to be 
collected

ii

Consent of the data subjecti

L



Link to other website (where 
applicable) and governing law.

That security of the data collected and 
confidentiality rights are guaranteed

That no limitation clause shall avail any 
data controller who acts in breach of 
any of the principle of data process.

That there are available remedies in the 
event of violation of privacy policy as 
well as time frame for remedy;

That anyone in possession of the 
personal data or entrusted with the 
personal data owes a duty of care to 
the data subject, and will be held 
accountable for any action or 
omissions in respect of data process. 

Secured against all foreseeable 
hazards and breaches such as theft, 
cyberattack etc.; and 

Stored only for a period within which it 
is reasonably needed;

adequate, accurate and without 
prejudice to the dignity of human 
person;

Collected and processed in 
accordance with specific, legitimate 
and lawful purpose consented by the 
data subject;



By the organization (Data 
Controller): 

Circumstances of the loss or 
unauthorized access or disclosure

Date or time period during which the 
violation occurred

Description of the personal data 
affected

The data controller is required to self- report 
a data breach to NITDA within 72 hours of 
knowledge of such breach. This timeframe is 
to be stated in the organisation’s data 
protection policy and data privacy policy.  
The notification to NITDA should contain the 
following:

i

What are the 
procedures to be 
adopted in the event 
of a data breach?

M



An assessment of the risk of harm to 
individual(s) as a result of the breach

Estimate of number of individuals to 
which there is real risk of significant 
harm as a result of the breach.

Description of the steps taken to 
mitigate the risk to the affected 
individual(s)

Name and contact of the person who 
can answer NITDA’s questions on 
behalf of the organisation.

Data controllers must also immediately 
inform the data subject where there is the 
likelihood that the freedom and right of the 
data subject maybe affected by the breach.

Upon report of data privacy breach, NITDA is 
expected to:

Contact the organisation for enquiry

Review earlier annual reports (if any)

Issue a compliance query

Commence other administrative 
actions

Report violator for prosecution, where 
necessary 

By NITDAii



NDPR and the NDPR Implementation Framework 
provides for implementation measures and 
enforcement framework in enforcing its provisions. 

How is the NDPR 
enforced?

Purpose of collection of the dataiii

Must highlight of the principles of data 
processing which include that data would 
be:  

vi

Access (if any) of a third party to the data 
and purpose of access

v

Technical method in the collection and 
storage of the data, cookies, JWT, web 
tokens etc.

iv

Description of the personal information to be 
collected

ii

Consent of the data subjecti

N



Link to other website (where 
applicable) and governing law.

That security of the data collected and 
confidentiality rights are guaranteed

That no limitation clause shall avail any 
data controller who acts in breach of 
any of the principle of data process.

That there are available remedies in the 
event of violation of privacy policy as 
well as time frame for remedy;

That anyone in possession of the 
personal data or entrusted with the 
personal data owes a duty of care to 
the data subject, and will be held 
accountable for any action or 
omissions in respect of data process. 

Secured against all foreseeable 
hazards and breaches such as theft, 
cyberattack etc.; and 

Stored only for a period within which it 
is reasonably needed;

adequate, accurate and without 
prejudice to the dignity of human 
person;

Collected and processed in 
accordance with specific, legitimate 
and lawful purpose consented by the 
data subject;



The NDPR does not provide any timeframe for 
retention of personal data. However, the NDPR 
Implementation Framework requires every data 
controller to specify the duration clearly in the 
terms of service or any other binding agreement . 
Where retention period is not specified in the 
agreement or applicable laws, the following will 
apply :

What is the 
provision for data 
retention under the 
NDPR?

Three (3) years after the last active use of a 
digital platform

A

Six (6) years after the last transaction in a 
contractual agreement

B

Upon presentation of evidence of death by 
deceased’s relative

C

Immediately upon request by data subject 
where no statutory provision provides 
otherwise or the data subject is not the 
subject of any investigation.

D

O



NITDA by the provision of the NDPR can issue 
administrative sanctions on defaulters of NDPR  by 
issuing orders and or imposing monetary penalties. 
The factors to be considered in imposing 
monetary penalties are:

Other sanctions/ penalties that maybe issued by 
NITDA for violation of the NDPR includes:

Nature, gravity and severity of the breachA

Number of data subjects affectedB

Damages suffered by data subjectsC

Opportunity for curtailment left unexplored; 
and

D

Whether the offender is a first time offender.E

Are there any 
penalties/ 
repercussions for 
failure to comply 
with the provisions 
of the NDPR?

P



Instances where NITDA has exercised its 
disciplinary powers to sanction include the case of 
Electronic Settlement Limited whom NITDA fined 
the sum of five million Naira (₦5,000,000.00) in 
March 2021 after an investigation revealed that 
there was data breach by the company. Also in 
August, 2021, NITDA issued a fine of ten million 
Naira (₦10,000,000.00) to Soko Lending Company 
Limited (Soko Loans) an online lending platform for 
violation of the privacy provisions of NDPR. NITDA 
issued the aforementioned fine on Soko Lending 
Company upon investigation on complaints 
against the company as regards sending out 
unsolicited text messages to non- customers of 
the company.

Suspension of service pending further 
investigation

A

Public notice to warn the public to desist 
from patronizing or engaging in business 
with  the defaulting party

B

Reports to appropriate professional bodies 
for possible sanction.

C

Criminal prosecution at relevant court in 
collaboration with relevant enforcement 
agency where such breach borders on 
national security, sovereignty and cohesion.

D



Although the NDPR provides some protection and a regulatory regime with 
respect to personal data in Nigeria, the growing increase and reliance on 
technology-enabled products and services makes the need for the enactment 
of data protection legislation imperative. Such legislation would address some 
of the lacuna in the NDPR like: protection of sensitive personal data and 
compensation for victims of data breach. The National Assembly is encouraged 
to pass the Nigerian Data Protection Bill. The said Bill addresses some of the 
lacunas stated above and makes provision for a Data Commission solely 
responsible for the implementation of the provisions of the Bill.    
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