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Thoughts of the CEO 
«Cybersecurity and Digitisation»

Last month I shared some thoughts on the changing land-
scape affecting global trade and how corporates are striving 
to build a more resilient procurement. This month, I would 
like to share with you how we view our society’s increasing 
digitization from an investment opportunity perspective. 
As many of you will be too aware from your own business 
activity, digital connectivity, supported by cloud comput-
ing, 5G mobile networks, the internet of things (IOT) and 
many other technological advances, brings significant bene-
fits, but also makes households, businesses and governments 
more vulnerable to attacks from disruptive sources and 
criminal activity. 

Several highly publicised cyberattacks in recent years in-
clude targets such as logistics companies, oil pipelines, retail 
store chains, banks, petrol stations, healthcare networks and 
many others. Furthermore, nations are engaging in cyberac-
tivity affecting vital infrastructure all the way to trying and 
influencing election outcomes. Not surprisingly, the de-
mand for comprehensive cybersecurity solutions is growing 
rapidly and finding them is poised to become one of the big-
gest challenges facing our planet.  

To put the above into perspective, allow me to provide a few 
data points. Since 2005, 195 data breaches have been report-
ed, involving more than 1 million records in each event, ac-
cording to data from Bloomberg/Nasdaq. Globally, the av-
erage total cost per data breach in 2021 amounted to USD 
4.2m, varying broadly between countries. In the US for in-
stance, this cost exceeds USD 9m, whilst the cost for such 
events occurring in Brazil drops to just over USD 1m 
(source: IBM Cost of Data Breach Report 2021). The in-
dustry most affected by cyberattacks is healthcare, the top 
industry in average total cost for the eleventh year in a row, 

whilst the least vulnerable sector appears to be the public 
sector.

Concurrent with the sharp increase of cyberattacks, the past 
decade has seen a dramatic increase in the number of com-
panies offering services ranging from the traditional antivi-
rus protection to network, endpoint, web and data security 
to outsourced managed security services, feeding the world-
wide security spending of USD 150bn in 2021.   

With my thoughts shared as above, I am happy to present to 
you the House View for May 2022. 

Yours sincerely,

Karam Hinduja
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SOURCE: GARTNER, FORBES ROUND UP OF CYBERSECURITY FORECASTS, PUBLISHED 05.04.2020

Digitisation boosts investments in cybersecurity
As the world becomes more digitally integrated – it is estimated that the number of connected devices is going to expand 
from 35bn in 2021 to 75bn in 2025 (Source: 2022 Statista Research Department) - economies need resilient technological 
infrastructure, which cybersecurity is essential for, making it a key contributor to the Sustainable Development Goal 
(SDG) number 9 “Industry, Innovation and Infrastructure”. The cost linked to global cybercrime is expected to grow by 
15% annually over the coming 5 years, reaching in excess of USD 10trn by 2025 (up from USD 3trn in 2015; Source: 2021 
Cybersecurity Ventures). Therefore, cybersecurity spending is likely to continue growing rapidly, as can be seen in the chart 
below, creating compelling longer-term investment opportunities.

Fig. 1

Cybersecurity solutions help organisations detect, monitor, 
report and counteract cyber threats and attacks to maintain 
data confidentiality. The global cybersecurity market, still 
widely fragmented, was valued at USD 133 billion in 2021, 
and it is predicted to grow at a compound annual growth 
rate (CAGR) of approximately 14% over the coming 5 years 
(Source: Mordor Intelligence). 

The cybersecurity market landscape is vast and dynamic and 
we attempt to segment it by solutions type even though the-
re are some inevitable overlaps. Thus, we identify the follo-
wing five areas:

1. Cloud security: all security software aiming at protec-
ting a network of remote servers that are hosted on the in-
ternet where data is stored, managed and processed. This 
also includes network, data and application security.

2. Network security: involves the authorisation of access to 
data in a computer network, including intrusion prevention 
and detection, network monitoring and unified threat ma-
nagement. Proxy and firewalls are examples of network se-
curity.
3. Data security: process of protecting data from unautho-
rised access and data corruption throughout a data set’s life-
cycle across all applications and platforms.
4. Application security: use of security software and other 
techniques to protect computer applications from any exter-
nal threat. This encompasses adding security features 
through the whole application life cycle from development 
to usage.
5. End-point security: security of end-user devices such as 
servers, desktops, laptops and other mobile devices as main 
gateways into the networks
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SOURCE: S.P. HINDUJA BANQUE PRIVÉE, AS AT 27TH APRIL 2022.

Fig. 2

Asset allocation considerations
Following our assessment presented in last month’s House View of a more challenging macroeconomic outlook ahead, ac-
companied by heightened market volatility, we see ourselves compelled to increase the defensiveness of our tactical asset all-
ocation (TAA). 

We do realise that the fundamental backdrop is still mostly robust. Following the exceptional hit to economic activity by the 
Covid-19 induced lockdowns in early 2020, growth in many economies staged an exceptional subsequent recovery. House-
holds in many advanced economies have strong balance sheets, businesses are expanding their productive capacities, and the 
banking industry is well capitalised and regulated. 

However, this rosy scenario is increasingly threatened by gathering storm clouds. The extraordinary stimulus measures in-
troduced by governments and central banks alike led to an extraordinary rise in demand for goods in particular, fuelling glo-
bal shortages and strong inflationary pressures. Additionally, Russia’s invasion of its neighbour Ukraine in February shook 
business and consumer confidence profoundly, pushed the inflation spiral even higher and re-kindled the long-forgotten 
prospect of stagflation. The only silver lining is that the financial system seems to be weathering this storm well, so far. Few 
banks have a direct link to the Russian economy and market and the impact from sanctions imposed on that country’s cen-
tral bank, government, businesses and individuals look manageable. 

Furthermore, facing persistently high inflation, a number of central banks around the globe have started to embark on a rate 
hiking cycle, which in itself is nothing surprising, as we have commented on the normalisation of monetary conditions on 
numerous occasions. With the risks mentioned earlier, the path to orchestrate a soft-landing becomes increasingly narrow 
and the potential for a policy error is mounting. The US Federal Reserve Bank, notably, has upped its hawkish rhetoric in 
recent weeks, indicating an acceleration of rate hikes and quantitative tightening through the reduction of its balance sheet.
Finally, China’s Zero-Covid policy is starting to show strains in the system, and the latest stimulus measures announced by 
the PBoC in early April so far do not look convincing enough to avoid a hard landing.

As a result, risks for a significant economic downturn in 2022 have risen, which affects our outlook for risk assets. With fi-
xed income markets posting the worst start of the year since 1987 (the Bloomberg Global Aggregate Total Return Index 

The secular trend of ever-increasing cybersecurity-related spending assures healthy revenue growth for companies offering so-
lutions to reduce the economy’s vulnerability of approximately 10% CAGR for the coming 5 years, as shown in the following 
illustrations. 
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dropped 11.3% from 1st January to 30th April), bond yields both on a nominal and real basis are starting to look more at-
tractive and warrant considering a reduction of equities and an increase in fixed income.  

Global Asset Allocation Preferences May 2022

Asset Class Opinion Constitutents We favour We avoid Commentary

Cash - Temporarily increase cash for defensive profiles in times of heightened 
uncertainty

Fixed Income
+ Segments

Nominals over 
Inflation linkers

Emerging Markets, 
lower end of the 
credit spectrum

Central Banks accelerated normalisation effort heightens risk of 
economic slowdown. Nominal rates likely to top out in the near-term, 
making fixed income investments look attractive relative to risk assets.

Duration medium term
Government bonds benefit from safe-haven flows - longer duration 
warranted. 

Equities

- Markets US China, EM

Persistent uncertainty owing to Russia-Ukraine conflict and risk of 
monetary policy mistakes, raising spectre of economic downturn. Zero-
Covid policy in China reducing potential for reaching growth targets. 
Heigthened uncertainty warrants reduction in exposure to risk assets.

Themes Quality stocks with 
high pricing power

Focus on companies with robust pricing power

Alternatives +
Carbon, REITS, listed 
infrastructure,

Illiquid alternatives
potential for easing of supply/demand imbalances makes industrial 
metals temporarily less attractive 

++ very attractive
+ attractive

Opinion = neutral
- unattractive
-- very unattractive
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Figure of the Month  
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70
Methane emissions from the energ y sector are approximately 70% higher than reported in official data, according to 
the latest Global Methane Tracker 2022 published by the International Energ y Agency (IEA) on 23rd February of 
this year.
     
Methane is responsible for about 30% of the rise in temperature around the World since the industrial revolution. 
The Intergovernmental Panel on Climate Change estimates that today’s concentration of methane in the atmo-
sphere of close to 360 million tonnes (mt) is higher than at any time over the past 800,000 years. 

The largest contributor from human activity is agriculture with approximately 40% of total emission, closely fol-
lowed by the energ y sector (38%), which includes oil, natural gas and coal extraction, processing and transportation, 
as well as from the incomplete combustion of bioenerg y production. 

Reducing these emissions is one of the most urgent priorities in order to limit near-term global warming and im-
proving air quality. One of the most effective ways of methane abatement is to cut the wasteful leakages from fossil 
fuel operations. Had all these leaks been captured and marketed, especially in light of elevated energ y prices, an ad-
ditional 180 billion cubic metres of gas would have been made available, roughly equivalent to all the gas used in 
Europe’s power sector, thus comfortably easing price pressures affecting households today. 

Scientist and policy makers are increasingly recognising that methane reductions are crucial in order to reach the 
global temperature goal of a rise to maximium 1.5% C above pre-industrial levels by the end of this century. For ex-
ample, a new initiative was born at last year’s COP 26 in Glasgow, called Global Methane Pledge, which was signed 
by over 100 countries representing about 70% of the global economy. Their commitment is to cut global methane 
emissions by at least 30% by 2030 compared to 2020 levels.     

SOURCE: IEA, TOTAL METHANE EMISSIONS AND METHANE INTENSITY OF PRODUCTION IN SELECTED OIL AND GAS PRODU-
CERS, 2021, IEA, PARIS HTTPS://WWW.IEA.ORG/DATA-AND-STATISTICS/CHARTS/TOTAL-METHANE-EMISSIONS-AND-METHA-
NE-INTENSITY-OF-PRODUCTION-IN-SELECTED-OIL-AND-GAS-PRODUCERS-2021.
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Disclaimer
This his report has been exclusively prepared and published by S.P. Hinduja Banque Privée SA (“SPH”). This publication is for your informa-
tion only and is not intended as an offer, or a solicitation of an offer, to buy or sell any investment or any other specific product. The analysis 
contained herein is based on numerous assumptions. Different assumptions could result in materially different results. Certain services and 
products are subject to legal restrictions and cannot be offered worldwide and/or on an unrestricted basis. Although all information and opin-
ions expressed in this document were obtained from sources believed to be reliable and in good faith, no representation or warranty, express or 
implied, is made as to its accuracy or completeness. All information and opinions indicated are subject to change without notice. Some invest-
ments may not be readily realizable if the market in certain securities is illiquid and therefore valuing such investments and identifying the risks 
associated therewith may be difficult or even impossible. Trading and owning futures, options, and all other derivatives is very risky and there-
fore requires an extremely high level of risk tolerance. Past performance of an investment is no guarantee for its future performance. Some in-
vestments may be subject to sudden and large falls in value and on realization you may receive back less than you invested or may be required 
to pay more. Changes in foreign exchange rates may have an adverse effect on the price, value or income of an investment. SPH is of necessity 
unable to take into account the particular investment objectives, financial situation and needs of our individual clients and we recommend that 
you take financial and/or tax advice as to the implications (including tax liabilities) of investing in any of the products mentioned herein. This 
document may not be reproduced or circulated without the prior authorization of SPH. SPH expressly prohibits the distribution and transfer 
of this document to third parties for any reason. SPH will not be liable for any claims or lawsuits from any third parties arising from the use or 
distribution of this document. This report is for distribution only under such circumstances as may be permitted by applicable law.
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S. P. Hinduja Banque Privée – A family-owned Swiss Bank with Indian roots.

S.P. Hinduja Banque Privée S.A. is an innovative Swiss bank with roots in India, offering wealth management and 
investment advisory services to entrepreneurial clients. We partner with clients to create exponential economic 
and social impact, as our family has aspired to do for over 100 years.

Founded in Geneva in 1994 by Srichand Parmanand Hinduja with a vision to provide clients with a bridge bet-
ween East and West, our institution remains the only Indian-owned Swiss bank in history. With an active presen-
ce in Switzerland, India, UAE and the UK, S.P. Hinduja Banque Privée offers its clients the reliability of Swiss 
regulatory oversight, while providing specialized access to high-growth markets. 

We are a private bank with an entrepreneurial spirit, embracing collective action and building creative solutions 
that advance the world, economically and socially.

The future of banking is emerging at the intersection of profit and purpose.

Contact:
S.P. Hinduja Banque Privée S.A.
Place de la Fusterie 3bis
1204 Geneva 
Switzerland

Phone: +41 58 906 08 08
Fax:+41 58 906 08 00
Email: info@sphinduja.com
Website: sphinduja.com


