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Executive Summary
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The Problem
For governments and enterprises, hardware assurance is critical to employ but difficult to 
measure.  The need for hardware assurance has been well documented over the past decade, 
starting with the 2012 report from the US Senate Committee on Armed Services inquiry into 
counterfeit electronic parts in the Department of Defense supply chain. The inquiry produced 
several findings, including “the problem of counterfeit parts [being] widespread in the de-
fense supply chain” and “deficiencies in the process used to determine whether and how 
parts are tested [for authenticity].” These findings remain relevant today and can be applied 
to non-defense industries, as 2018 and 2021 reports from Bloomberg on the compromise of 
products sold by Super Micro Computer Inc. demonstrate. Intelligence organizations warned 
the electronics industry of hardware compromises, but the industry responded with skepticism 
and demands for evidence. Regardless of the specific organizations involved in the Bloomberg 
reports, companies that integrate compromised semiconductors or systems into their products 
are at risk of significant operational, financial, or brand damage. The industry needs access 
to robust capabilities so they can quickly and accurately and quantify the risks of integrating 
sourced semiconductors and systems so that products can be built and delivered with confi-
dence to end-users.

Anvil RTS
Anvil enables organizations to verify the integrity of their products before they are deployed to

Supply chains are under attack. Soaring geopolitical tensions and increasing reliance on near-peer adver-
saries for outsourced manufacturing are formulating an unfathomable risk environment for organizations 
that sell hardware and organizations that purchase hardware. End-users, regulators, and lawmakers are 
strengthening pressure on organizations to verify the integrity of the hardware they build, sell, or purchase. 
Hardware assurance solutions currently employed by organizations are insufficient in providing the as-
surance that end-users are increasingly demanding. To bridge this capability gap, Palitronica built Anvil. 
Anvil provides organizations a unified solution to verify the integrity of hardware before it is deployed with 
end-users, transforming the quality of trust, transparency, and confidence organizations can deliver to their 
customers. 



customers, facilitating the rapid detection of tampering, unsolicited modifications, and sophis-
ticated hardware attacks that may be introduced during manufacturing and sourcing. Anvil de-
livers sophisticated intelligence for each device it verifies, and organizations selling hardware 
products share this intelligence with their customers through a Proof-of-Integrity Report gener-
ated for each verified device. This shared intelligence allows organizations to provide stronger, 
more transparent hardware assurance to their customers, enhancing customer confidence and 
increasing brand trust. 

Palitronica has distilled our Anvil’s verification technology into two distinct products: Anvil SV-1 
and Anvil XV-1. 

Anvil SV-1

The steep rise in outsourced fabrication of critical semiconductors to near-peer adversaries 
has provoked concerns from end customers over providence and integrity of hardware devices 
composed of these critical semiconductors. To help organizations provide their customers with 
proof-of-integrity for silicon-based devices, we built Anvil SV-1. It offers Anvil’s core integrity 
verification capabilities for the semiconductor industry, verifying individual semiconductors 
(e.g., CPUs, GPUs, and miscellaneous SoCs) and expansion-card-based devices (e.g., graphics 
cards, DPUs, NICs). Anvil SV-1 interfaces with individual semiconductors through the device’s 
pins, while interfacing with expansion cards through the PCIe ports.

Anvil XV-1

The growing role of information systems in critical infrastructure has dramatically increased 
the appetite of adversaries seeking to compromise key information systems, such as network 
switches, firewall appliances, and routers. The most sophisticated and persistent attack vector 
for compromising these devices is through added hardware functionality, such as hardware 
implants at the board level or modifications made to existing hardware components. We built 
Anvil XV-1 to address this rising threat. Anvil XV-1 uses Anvil’s core capabilities to verify full 
systems such as network hardware, laptops, and information systems. Anvil XV-1 can detect 
board-level tampering on a full system, as well as modifications to semiconductors embedded 
directly on the board.  

Threats and Detection
The accuracy of Anvil’s verification technology enables the detection of a wide range of hard-
ware threats, including hardware swapping, counterfeit semiconductors, hardware implants, 
and Trojans embedded in semiconductors. 
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Hardware Swapping

Often the result of miscommunication or ignorance on the supplier’s part – though potentially 
an intentional and sophisticated threat – hardware swapping is the act of replacing approved, 
certified hardware components with unapproved components. If a hardware component is 
swapped, Anvil will detect this deviation during verification and alert the user.

Counterfeit Semiconductors

Counterfeit semiconductors are intentionally manufactured or recycled and marked with differ-
ent part numbers, date codes, or uprated characteristics. Anvil detects deviations in physical 
structure, regardless of the physical marking information, thus enabling the detection of coun-
terfeit semiconductors and previously recycled semiconductors.

Board-level Hardware Implants

Implants are a sophisticated supply chain risk that provides malicious actors with a bespoke 
and difficult-to-detect method to monitor, extract, or corrupt critical information transmitted be-
tween a target semiconductor and other semiconductors on a circuit board. Wire bonded and 
wafer-level chip scale package (WLCSP) implants that use through-silicon via (TSV) technology 
reside between the target silicon and the package substrate. Such implants are complicated to 
detect using visual inspection or behavior analysis, as the implant does not alter the behavior or 
function of the target semiconductor. Anvil technology detects deviations in physical structure 
and does not rely on the behavior or internal state of the target semiconductor, thus enabling 
the detection of package-level implants.

Semiconductor Trojans

Silicon-based hardware Trojans and other silicon-based modifications are highly sophisticated 
supply chain attacks that are virtually impossible to detect, with almost all existing detection 
techniques unable to identify their presence. Anvil technology can detect silicon-based modifi-
cations at the dopant level, where transistors have been added to or removed from the silicon 
die, including Trojans that are activated by a time delay or thermal activity.

Anvil RTS Features
Anvil offers several differentiating features that separate it from other hardware assurance 
technologies and solutions.
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Non-Destructive

Anvil uses a verification technique that is non-destructive to the device undergoing verifica-
tion. This allows a target device to sustain re-verification an infinite number of times without 
consequence. Anvil also avoids radioactive and hazardous verification methods such as X-ray 
and gamma radiation, thereby ensuring no damage to devices that are sensitive to radiation. 

Blackbox Compliant

Anvil uses a verification technique that is non-destructive to the device undergoing verifica-
tion. This allows a target device to sustain re-verification an infinite number of times without 
consequence. Anvil also avoids radioactive and hazardous verification methods such as X-ray 
and gamma radiation, thereby ensuring no damage to devices that are sensitive to radiation.

Unpowered Protocol

The device remains powered off during Anvil’s verification, enabling a high-quality connection 
between Anvil and the device without introducing the additional complexity of power or thermal 
activation to the testing harness – a shortcoming of power- and thermal-specific side-channel-
based solutions.

Rapid Cycle-Time

Anvil requires less than 15 seconds to verify a device, whether standalone (e.g., an SoC), or 
embedded (e.g., an SoC on an expansion card device). Depending on the complexity of the 
device being verified, Anvil’s verification protocol can be shortened to allow for even faster 
cycle times.  

Non-Intrusive

Anvil verifies device integrity while the device is in its functional state. This contrasts with 
existing assurance technologies that require access to the device at a board level, where the 
internal electronics are removed from the product casing. Anvil’s non-intrusive technique sig-
nificantly reduces the time and resources required to verify a device. 

In-Situ

Anvil’s verification protocol is in situ, meaning the device being verified remains integrated in its 
overall system (e.g., an SoC remains on the expansion card) during the verification. This applies 
to entire systems, such as a fully assembled aircraft communication module. This is particularly 
valuable for organizations that deal with systems that cannot be opened and dismantled due 
to contractual obligations. 
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Supplier Agnostic

Anvil verifies device integrity without involving your supply chain. This is a critical shortcoming 
of existing systems. For instance, RFID tags and other fingerprinting technologies used to track 
components through the supply chain require vendor support and participation to onboard 
these technologies. In opposition to these solutions, Anvil only requires participation from the 
organization using Anvil, as well as access to authentic, uncompromised device samples to 
create a concrete baseline. 

Deploying Anvil
Anvil deploys as a modular, unified hardware assurance checkpoint. The benefit of Anvil func-
tioning as a unified checkpoint is the deployment flexibility offered. Palitronica has identified 
two primary deployment models of particular interest to hardware-producing organizations 
and end users who purchase hardware.

Vendor Model

The vendor deployment model enables 
vendors to provide their customers 
proof-of-integrity hardware assurance. 
Anvil verifies products end-of-line at the 
vendor’s manufacturing/fabrication facility, 
where Anvil integrates in existing quality 
assurance and provisioning workflows. 

End-User Model

The end-user deployment model is de-
signed for end users who require proof of 
integrity for the equipment they purchase. 
Anvil is deployed at the vendor’s facility at 
the end user’s request. This is especially 
useful for end customers who are operating 
critical infrastructure, where infrastructure 
spend with specific vendors is substantial 
enough to warrant bespoke hardware as-
surance processes.

Core Technology
Anvil employs proprietary side-channel analysis technology to verify the integrity of electronics 
devices. Side channels are involuntary, non-functional characteristics of devices measurable 
during their operation or in a non-powered state. Side channels include, among others, execu-
tion time, memory utilization, power consumption, electromagnetic radiation, and sound. Since 
side channels are the involuntary result of deliberate, functional operations within a device, 
any change to the integrity of the device, whether it is firmware or hardware, alters the device’s 
observable side-channel emissions. 
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Anvil applies leading-edge digital signal processing on side channels and novel machine-learn-
ing algorithms with in-house hardware sensors to verify device integrity. Anvil recognizes any 
undocumented change to a device’s side-channel baseline as suspicious and a threat. To 
counter Anvil’s verification procedure, attackers must perfectly mimic the device’s side-chan-
nel emission after making malicious modifications. Given the involuntary and uncontrollable 
nature of side channels, making changes to the hardware or firmware of a given device and 
correctly replicating its unique signature is an order of magnitude more difficult than bypassing 
existing detection measures. 

Why Anvil Is Revolutionary
As end users continue to become more conscious of the integrity of the hardware they pur-
chase and install in their infrastructure, the value of offering comprehensive, reliable hardware 
assurance is increasingly indispensable and a critical differentiator in the marketplace. Cloud 
service providers, critical infrastructure entities, governments, and the organizations that sell 
hardware to federal customers are under significant pressure from customers, regulators, and 
lawmakers to provide and receive assurance of hardware integrity. Anvil’s strength resides in 
its ability to provide this urgently needed hardware assurance in a single product. Where exist-
ing solutions confirm authenticity through asset tracking technologies or employ cryptographic 
keys to ensure a part has not been swapped, Anvil verifies the core integrity of hardware. 
Where asset tracking technology is analogous to a fingerprint and cryptographic keys to a 
piece of ID, Anvil is a DNA test – going beyond what a device claims its integrity is and verifying 
its actual integrity. 

To learn more about how your organization can deploy Anvil to protect your supply chain, 
contact us for a private demonstration at sales@palitronica.com. 
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