
With most businesses now operating online, 
 
it’s never been more critical for companies like yours 
 
to protect themselves and their customers from cyber threats. 
 
Did you know that there are an incredible 65,000 attempts to hack UK-based SMBs 
 
every single day? 
 
Sadly, 4,500 of them are successful, 
 
which means that 1.6 million SMBs fall victim to cyber crime each year. 
 
As if that’s not scary enough, 
 
one small business is successfully hacked every 19 seconds in the UK. 
 
With limited budgets and a lack of security expertise and awareness, 
 
small businesses are often seen as easy targets. But that doesn’t have to be the case. 
 
In this video, we’ll help you take control of your cyber security 
 
and minimise the risk of these threats, which can damage your reputation, 
 
lose you money, files, data, hardware and software, 
 
keep you from being compliant with important regulations like GDPR, 
 
and cause costly downtime. 
 
So, what are these threats, and how can you avoid them? 
 
First up, there’s: 
 
[Malware] 
 
Malware is malicious software designed to cause damage 
 
to a computer, server, client or computer network. 
 
You can get many different types of malware, 
 
including viruses, worms, Trojan horses, spyware, 
 
ransomware, scareware, Botnets and rogue software. 
 
You’ve no doubt heard of a computer virus, which is a type of malware: 
 
a programme that replicates itself 



 
by modifying other programmes and inserting its own code. 
 
The best way to avoid malware is to: 
 

• Keep your operating system, browsers and plugins up-to-date 
• Enable click-to-play plugins 
• Remove software you no longer use 
• Watch out for fake tech support numbers 
• Always use a strong password 
• Make sure you’re using secure websites 
• Log out of websites and online accounts when you’re finished with them and 
• Use firewalls and anti-malware, anti-ransomware and anti-exploit technology 

 
You can avoid viruses too if you: 
 

• Use reputable anti-virus software 
• Check that this automatically updates regularly 
• Add firewalls, which are not always automatically included in this software 
• Install a pop-up blocker and 
• Never click on, open or download anything unexpected or from an unknown sender 

 
Our next threat is: 
 
[Phishing] 
 
About half of cyber attacks in the UK involve phishing. 
 
That’s 20% higher than the global average. But you don’t have to take the bait. 
 
Phishing scams capture sensitive information, 
 
like usernames, passwords and credit card details. 
 
Someone seemingly trustworthy usually sends an email, a text message or similar. 
 
By engaging with it, you’re unintentionally giving them that all-important data. 
 
So… don’t engage! That may seem easier said than done, 
 
but there are a few tell-tale signs that communication might not be all it seems. 
 

• Does the email or text message sound scaremongering and urgent? 
For example, does it talk about a missed or overdue payment, suspicious activity in an 
account of yours, a refund you’re owed or personal information you need to confirm? Are 
they being pushy, rude or demanding? 

• Are there spelling and grammar mistakes? 
• Is it from a shop or provider you don’t use? 
• Are they asking for financial or other personal information? 
• Does it include a suspicious link or attachment? 
• Does the email address look suspicious? 



 
If you’ve answered yes to any of these questions, 
 
a cyber criminal may be at the end of that line. 
 
Instead of being lured in, 
 

• Know the signs of a phishing email or text message 
• Never click or download anything from an unknown source 
• Never give out personal or financial information 
• Only use trusted websites 
• Use different passwords for different sites 
• Enable two-factor authentication 
• Use a reputable email provider and 
• Contact your IT support or security team if you’re unsure about anything 

 
Our third type of threat is: 
 
[Ransomware] 
 
As the name suggests, 
 
ransomware infects your computer and holds your data to ransom, 
 
often demanding significant amounts of money for its release. 
 
Typically, it gains access to computers through those phishing communications 
 
we talked about earlier, 
 
and it can also sneak malware in through vulnerabilities in your systems and software. 
 
When it comes to protecting your equipment from ransomware, 
 
the most effective things to do are: 
 

• Perform regular backups 
So you don’t lose data if you’re hit with an attack 

• Keep all your software up-to-date 
• Use robust security software 
• Stop macros from running automatically when documents are opened 

In Microsoft Office – you can edit the group policy settings to do this across Word, Excel and 
PowerPoint. And… 

• If you don’t use Java and Flash Player, uninstall them 
 
Our next threat is: 
 
[DDoS attacks] 
 
A distributed denial-of-service attack, or DDoS attack for short, 
 



is a malicious attempt to disrupt normal traffic to a machine or network. 
 
Even huge corporations like Twitter, Netflix and Airbnb have fallen victim to these attacks,  
 
showing just how sophisticated they can be. 
 
Typically, a DDoS attack works by flooding a company’s servers with requests 
 
so they can’t cope and eventually shut down. 
 
This can leave a business unable to trade for minutes, hours and sometimes days… 
 
which potentially means days without profit. 
 
Fortunately, there are some simple ways you can protect your business: 
 

• Know the amount of bandwidth your site typically uses 
This means you’re more likely to catch an attack early. 

• Add more bandwidth 
So your server can handle heavy traffic spikes 

• Update, update, update 
Including your firewalls and network security programmes 

• Secure your network infrastructure 
• Practise basic network security and 
• Prepare for an attack 

With a cloud-based DDoS mitigation system. 
 
And our final threat is, of course: 
 
[Hacking] 
 
That is when criminals gain unauthorised access to your computer, emails or system 
 
and manipulate the information or data within. 
 
Common hacking techniques incorporate many of the threats we’ve already covered. 
 
You may already know about hacking, but do you know how to avoid getting hacked? 
 
Our advice is to: 
 

• Use strong passwords 
• Use two-factor authentication 
• Have different passwords for everything 
• Choose an Internet Service Provider that offers built-in security features 
• Keep anti-virus and anti-spyware software up to date 
• Install a network firewall 
• Encrypt customer data and sensitive information 
• Limit access to certain online information and 
• Block high-risk sites from being viewed by employees 

 



As well as preparing for and mitigating these specific threats, 
 
there are some general tips you can use to protect your business better. 
 

• Secure any wireless networks 
That could mean managing your preferred network list, using a virtual private network to 
keep traffic encrypted, disabling auto-connection and WPS functionality, or regularly running 
wireless network penetration tests. 
 

• Keep your software updated 
 

• Control who has access to what information 
Keeping this on a need-to-know basis. For example, the whole company doesn’t need payroll 
or employee health data. And speaking of data… 
 

• Back it up! [Back up your data] 
Cloud services are a popular option, as they’re reliable, low-cost, and quick and easy to 
install and maintain. 
 

• Train your employees to minimise risk and identify potential breaches 
Implement a cyber security policy and strict controls – such as controlling downloads or 
prohibiting the installation of software from unknown sources – and hold regular training 
sessions on topics like password management and confidentiality. Sending your team this 
video is not enough! 
 

• Create strong passwords – and store them carefully 
After all, a 12-character password takes 62 trillion times longer to crack than a six-character 
password. 
 

• Encrypt your devices 
Encryption uses an algorithm to scramble or encrypt data so it can only be read by certain 
people. It then uses a key so the receiving party can unscramble or decrypt the information. 
It sounds complicated, but many operating systems provide native tools to help you do this. 
 

• Be mindful when working with suppliers 
Make sure your contracts cover who is responsible for what data, and stay alert when 
transferring and sharing information. 
 

• Stay safe when using WiFi 
Especially public WiFi, where you should never access or give away personal information. 
Even on your own WiFi, it’s a good idea to have a strong password, change your network 
name and keep your firmware and software updated. 
 

• Use a virtual private network, or VPN 
These use a private network to mask your IP address, allowing you to use the internet via a 
secure connection. Choose a trusted provider that has a good reputation, and the option for 
a kill switch if your connection becomes unstable.  
 

• Think about mobile and USB devices, and remote working setups 
Strong passwords, encryption and regular updates and backups are a must. 

 



And finally, have a plan in place for how you’ll respond if you are a victim of an attack. 
 
We recommend that you: 
 

• Contain the breach 
• Restore any lost data 
• Conduct an investigation 
• Identify and notify anyone affected by the breach 
• Manage public relations 
• Update staff training 

 
Instead of feeling scared about cyber attacks, 
 
just be prepared. 
 
By taking action now, 
 
you can protect your business – and your peace of mind – whatever might come your way. 


