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Module Set-Up

In order to gain access to tlireAppMail Secure Solution Modules, it is necessary to add users to
the modules.

To add users, navigate to Systerilodule License Per User tab

» PineApp
¥ System » Module License Per User

@ Dashboard Email Encryption

& syst
s System Big Email Data

Licensing

Module License Per User I Email Branding

SMS Provider

User Management APT Blocker

Connectors

SSL Certificate

9 Click on the arrows to the right of the relewanodule for example Email Encryption as
circled in red above

1 The fdlowing box will appear. Search for the user, or cliciklant A d dbutteh |
f Once added the users will appear under ‘ Auth

v¢¥ System » Module License Per User

Email Encryption »
Users @ Authorized Users
Use asterisk (*) for wild-card search Use asterisk (*) for wild-card search
@arch :) Q Search Q
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Encryption Module

Secure outbound emails and apply automated pol i

Technical Overview

The Encryption module allows the administrator
triggered. The sender wil/l receive a message, a
wi || be sent to tkecontandedgr eébiepipamrsts;wood set
containing a password protected PDF file that c:

Usage Guide

To create the Encryption trigger, @unewe GCemme At ¢
is to use a subject prefix as the rule trigger,

wi || be encrypted.
1 Go to the Mail Policy Rules menu, under the Mail Policy section
i Click the New Rule buih to create a neviGeneral Rule

¥ PineApp =
& Dasnboard Mail Policy > Mail Policy Rules
4 Sysiem
@ Networking
Global Rules Domain Rules Group Rules User Rules
= Mail System
»
By Mail Poiicy SR RITES(r) -
General
Attachment Rules @ [ new ruie I
Mail Policy Rules
Mail Traffic Management General Rules @ |~
Zone Management
File Types ] Black Rules @ s
Footnotes
White Rules @ &

Note: As any other policy rule, it can be configured globally orgmnain/group/user

Configure the rule according to the following

A Set the rule to Enable
A Set the Direction to Local to Remote
A Set the trigger you wish using * as wildcaial @xample: setting ==* means

any subject beginning with == will be encrypted)
A Set the General Action to Encrypt

A Save the rule
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Add General Rule

Rule Enable B

Direction

Remote to Local Local to Remote Local to Local

Foreign Email Forward Email

@ send Oroginal  © Send Scanned

MNotify Sender Notify Recipient Notify Administrator | Molify Email
Notify Template  Default E|

Footnote Template  PineApp E|

General Action

@ Module action None

@ Encrypt
Close Save
When thsrrgfgered, the sender will receive a not
portal amdbrdgdet( seepxuapture no. 3) .
The password will be sent to the intended recipi
message itself i n PIDFanfdorcneépt. u(rseeenoc.apt ure no.

The Administrator has the opThbs it semde austehre ewi |ol

when they receive an email notification and | og
I n order to insert the tel MaGean dcBRIbepal.l Belaiddkn g
on the Encryption Action URL and insert the URL
Encryption Action URL @ P

HTTPS v 7443
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Email Enhancement

Enabl e customers to beasy tbheconbugboend email s
Technical Overview
The Email Enhancement modul e provides the abil

b
appearance of emailPitmaApPeaMagibli Mmbet bopatughttbhée m

encapsul ated accordingnto the configured cust omi
Usage Guide
The Email Enhancement wodb@ligupedviempl acesr ahapg
used as they-iaredi wot ht habucahbh control the font,
1 Go to the Email Enrichment Policy menu
1 Go tothe Templates tab and choose one of the jlefined templates
»PineApp o=

@ Dashboard Email Enrichment

£ System

Users Domains Templates

@ Networking

¥ Mail System

1 2 3 4 5 6 7 8 9

E Mail Policy

lﬁ Archive

£ Daily Report Policy

=) Email Enrichment Policy

&3 Big Email Data 1 0 1 1 1 2 1 3 1 4

A Use the builin editor to replace the objeeboxes with images or text

A Do not delete or change the middle section

A Save the Template and name it

A Go to the Domains/Users tab and choose who mélsubjected to the
enhancement

A To apply the enhancement for a single domain/user only, create a new

subscription rule, drag the domain/user to the right, name the rule, choose
the template you wish to add and click the Save button

A To apply the enhanceméffor several domains/users, create a new
subscription rule, drag the domains/users to the right, name the rule, choose
the template you wish to add and click the Save button

A It is possible to exclude a user from the enhancement (when the domain he
is partof is subscribed) by using the Unsubscribed Rules
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Big Email Data
Enable customers to share |l arge files securely

Technical Overview

e Big Email Data module allows usersadtoheplf o &
omPitmeAppuMaei di Bectly, avoiding the need to s
mitations. Recipients wild/l receive two messag
wnl oad and one cfoptnionalbj)the password

o — =+ 4
o— ==

Usage Guide

To start sending Big Emaill Data, browse to its 1

¥ PineApp
@ Dashboard Big Email Data
£ system

Compose Message
@ Networking

From: admin@admin.com ~ | Send Password by Email ~
= Mail System

B Mail Policy Email To: Separating between Email addresses

Archive Subject

£ Daily Report Policy B I U FontFamily - FontFormat - = = [ 4 e ¢5
Email Enrichment Policy

& Big Email Data

U Anti Virus

No file selected

™ Anti Spam

Ll Statistics Time-to-Live 3 days

& Managed Services

Security Type Password Options Big Email Data

Big Email Data is secured email messages
to protect the content from being read
the

£ Settings

® Mo Passward Sign-in Password
@ Auto Generate Password Compressed File Password
8 characters Compressed Container (Sign-in and File)
Password
The key will be sent by Email to recipients
who received secured Email.
@ Manual Set Password

1 Use the buikiin editor to compose the message and upload the file
1 Change the Tim&o-Live value according to your needs or requirements (the file will

not be available fodownload after the set time)

1 Choose the Security Type
A No Passworé-file download will be open for anyone with the download link
A Auto Generate Passwordlet the PineApp Mail Sece generate a password for
you
A Manual Set Passwordchoose a password yowai$

1 Choose the Password option
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A Signin Password-recipient will be invited to the Big Email Data portal and will
be asked to login with the provided password

A Compressed File Passwaordecipient will be invited to the Big Email Data portal
and asked tdogin with the provided password, and the downloaded file will also
be password protected

A Compressed Container Passwettkcipient will be invited to the Big Email Data
portal and asked to login with the provided password, the downloaded file and
the text message will be password protected

1 Click Send Message to send it

Password emai l

Big Email Data

Big Email Dala is secured email messages to protect the content from being read by other entities than the intended recipients.

Sign-in Password: 123456789

PineApp @ 2015, All Rights Reserved.

Downl oad invite email

Big Email Data

Big Email Data is secured email messages to protect the content from being read by other entities than the intended recipients.

In order to view the Big Email Data secured content, please click here

PineApp © 2015, All Rights Reserved.
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The Administrator has the option to set their o
when Itohgeyin to the portal

I'n order to insert the relev@GeaneGBRbheopal | Beadidne
on Bihg EmailURhtandcitnesart the URL information i

Big Email Data Action URL @ A

HTTE v (1024-65535)
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Archiving Module

Compliance readsy sols¢aoohfomeesage archiving

% PineApp
¥¥ Archive » General
Archive Scheduler

Every 30 mnutes

Exchange joumal settings
Enable.
Keep messages

Pratocol

Storage Repositories @
" Mode

1921682410 LocaL

% PineApp

& ¥ Archive » Archived Emails

Emails
Tussday 1301 & P
@@ test1@est.com Tuesday 1256 & M
aniy acidy addy
= (estl@iest.com Tuesday 1242 & P

Tuesday 1242 &

Tusaday 1242 &

oSt @test.c Tuesday 1242 &

& testi@test.com Tussday 1242 & P
exexex

W test1 @testcom Tuesday 1234 & P+

W test1@iest.com Tuesday 1232 & P
Gnxex

W test1@testcom Tussday 1234 &
exenex

W testl@est.com Tuesday 1234 & M
mtestu@iestcom Tuesday 1234 & ¢
exexex

& testid@test.com esday 1234 & P

B test1@test.com Tuesday 1234 & P

Technical Overview

The Archi v

ing modul e all owd et fe@radamicrii svti mgt Ermati
Archived, the

Emai | s“Aarceh i wieatba bee mfadrl svi ewi ng i n
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Usage Guide

To create stchtee datloch bagiengeposi t ory must be confi g

T
T
T

Go to the Archive > General tab, under the Storage Repositories section
Click the Add new button to create a new repository

After setting the repository, under Archive Scheduleresehow often the emails
would be archived

To view the archived emails

T

= =

= =

Go to the Archive > Archived Emails tab, where you can see a list of all your archived
emails

A search box is available for your convenience above the email list

For a more directed seeh click on theAdvanced Search icon on the right side of the
search box

In order to view a specific email, simply click on it

There is also an option to download/ forward the archived email using the icons on
the right side of each email
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Journaling Module

Enabl e administrators to traclkogaicntsi ons made on |

5PineApp
7 e » Action Journaling

By Saurca P+ ] @ AmUsemame = | AngActon v | AryComparyName v | AmPesult v | 15

Fesus perPage

Actions

Damwmme Role username Full e Company tame ‘Source > Sectan Result

2016.01-201309:10 Manager sineape sineapp lagin Salution Qwnes 1921682113 Joumaings Action Jaurmaling visit Success
2016-01-201259:26 Manager sineapp sineapp lagin Salution Qwnes 1921682113 A hived Emalls ] Success
2016.01-20 125455 Managar sinsapp sineapp lagin Salution Owner 1921682113 A visa Success
2016.01-20125238 Manager sineapp sineapp lagin Salution Owne: 192 1682113 n vist Success
016-01-20 124951 Manager sineapp Bineapp agin Salution Ownes 1921682113 Aenive» General . Success
0160110 152700 Manager sinuapp Dineapp agin Salution Owner 1621682120 Dasnboards b visa Suscess
B8 Daiy Repon Folc 016,018 152025 ro. - pr—— Soluton Owne 121582120 Setingss Persoralze e Success
B8 maanr ey 0160118 152616 Wanager aineapp pineapp agin Salution Owner 1921682120 Semings+ Personalize . Success
0160119 1526112 Wanagar ainsaps Sineapp agin Salution Owner 1921682120 Statisics  Domains » Groups & Users Papart visa Success

& 5ig Emad Data

(4] 016-01-18 152811 Manager sineapp sineapp lagin Salution Qwnee 1921682120 Staiisics» Staistcs Paport ] Surcess

01601181526 Managar sineape sineapp lagin Salulion Qwmes 1921682120 Staiisics» Domains » Groups & Users Pepart Success
0160118 152609 Manager sinwapp sineapp agin Salution Owr 1921682120 s omnections & Emats Peparts visa Success
P ani Spam 0160118152852 Manager ineapp sineapp lagin Salution Owne: 192 1682120 vist Suecess

il Srocini 2016011815246 Manaper sineapp Bineapp agin Salution Ownes 1921682120 Satstics s Summany ] Success

L2 I I - O - - -

2016.01-19152843 Manager sineapp sineapp agin Salution Owner 1921082120 Ans Spam » Racipiants & Block Hosworks visa Success

& seuing:

% PineApp

17 Journaling » Logins

Logns @
Datermme Rote Usernaame. Ful name Company tame Source Resuit
2016.01:19132520 Manager pineapp pineaps logn Solution Ownes 1921682113 Success
20160119 083543 Manager oineapp pineaps logn Solution Ownes 1921882120 Success
20160110 081746 Manager sineapp pineps fogn Solution Qwner 1021682113 Suscess

2006.01-18 14203 Manager pineaps logn Solution Qwnes 1921682120 Success

B8 Daiy ReportPolic
B Emaibr

& gig Emai Data
U anivieu

1 i Spar

il speistic

& seting

Technical Overview

all ows the administrator

The Journaling mod
0O ena T ctelses f ard miamids tumatuarc etso f turl a

user s. It al s
machi ne

(7))
@ ®
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Usage Guide

To view an action made on the machine

1 Go to theJournaling Action Journaling tab where a list of all the actions made is
visible

1 A search box is available for your convenience alibe actions list

i In order to view additional information about the user who made the action click on

the Header icon

To view logins

1 Go to the Journaling > Logitab, where you can see a list of all the login attempts.
1 In order to view additionahformation about the user who tried to login, click on the
Header icon
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