
Cybersecurity 
Checklist 

for Small Businesses

by
Intelligent CloudCare



2 intelligentcloudcare.com  |  © Intelligent CloudCare

Intelligent Cloud Care

Cybersecurity

Cybersecurity Checklist for Small Businesses

What should small businesses know about cybersecurity?

Cybersecurity is essential no matter how small the business is. While wide-scale sophisticated 
attacks on the company are unlikely, the smaller attacks - phishing, social engineering, link 
bait, etc, exploit type attacks are almost certainly bound to crop up. 

Securing your small business may feel like a daunting task but adopting good “cyber hygiene” 
is not as difficult as it might seem. This checklist will help get you started on the right foot with 
securing your corporate infrastructure.

The Intelligent CloudCare Team

SMALL BUSINESS CYBERSECURITY STATISTICS
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1. Perform a Risk Assessment
No matter how large or small a business is, every organization is connected to the internet in some 
way and has IT infrastructure. This means that every organization is vulnerable to a cyber attack - 
risking security breaches, stolen information, and data loss. 

SIn fact, SMBs are just as vulnerable to attacks as larger organizations, and must consider conducting 
a cybersecurity risk assessment to mitigate risks and prevent costly mistakes. To help better 
understand what a risk assessment entails, Tech Target’s 5-Step Framework for cybersecurity risk 
assessment article can help.

2. Educate & Empower Employees on Cybersecurity Awareness
Humans are unfortunately one of your biggest vulnerabilities, and unlike software they can’t be 
patched. However, most can be trained. Basic policies about sharing passwords and verifying who 
they’re communicating with can help. 

Some of the largest leaks in history were caused when someone shared information they shouldn’t 
have with another person who was pretending to be someone else. This includes phishing emails 
(you should test your employees on this), telephone calls (‘hey, I forgot the vpn url’), and even 
exploiting good intentions like a stranger asking an employee to hold the door to let them in 
without a keycard.

To mitigate these risks as best as possible, regularly remind employees about social engineering 
attacks such as these and teach them what to look for. Keep in mind the human element is almost 
always responsible for modern cyber attacks, so security is a company culture issue as much as it 
is an IT issue.

CloudCare’s Cybersecurity Checklist 
for Small Businesses

Human error and system failure account for 52% of 
data security breaches.

https://searchsecurity.techtarget.com/tip/How-to-perform-a-cybersecurity-risk-assessment-step-by-step
https://searchsecurity.techtarget.com/tip/How-to-perform-a-cybersecurity-risk-assessment-step-by-step
https://www.redteamsecure.com/blog/danger-ranks-7-times-employees-caused-data-breaches
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3. Use Multifactor Authentication on Every Account
Enable multi-factor authentication on every account, wherever it is available! MFA adds a huge 
security benefit, is easy to use, and doesn’t require a lot of work to setup.

David Courbanou, a top technician with CloudCare has written a helpful article that explains all 
things related to MFA.

4. Back Up Your Data
In this day and age, it’s not a matter of “if” but rather a matter of “when” your company will 
experience data loss.  Critical data should always live in more than one place, with one location 
being cloud-based storage.  

Check out our 3-2-1 Data Backup Strategy Guide for a simple and straight forward explanation of 
how using this simple strategy can keep your company’s data safe and secure.

5. Prevent Attacks from Disgruntled Ex-Employees
An upset ex-employee can be one of your biggest security risks. They don’t forget the ‘default 
password’ when they leave the building. Be sure to establish an offboarding process to secure all 
devices, software, and keycards from former staff members.

You should also be aware that there are criminal hackers who try to solicit disgruntled employees 
to do their dirty work.  According to an article written by Brian Krebs, the amount lost due to CEO 
Scams, in which foreign cybercriminals pose as CEO’s to extort money from their organizations via 
ransomware, far surpasses other cybercrime types reaching $1.86B in 2020. 

6. Maintain Up-to-Date Software & Operating Systems
You either pay the cost of keeping your systems and software up to date, including the things you 
think may not be important to update, or pay the cost of having your data stolen. Be sure to keep 
all your employees’ software components up to date, especially antivirus software. 

You can set up operating systems and antivirus software to update automatically. When your 
companies’ devices are updated, malware that was intended for older versions of software will be 
identified and removed. Here are 5 reasons why general software updates & patches are important.

63% of confirmed data breaches leverage a weak, 
default, or stolen password.

https://www.intelligentcloudcare.com/blog/mfa-for-better-living
https://www.intelligentcloudcare.com/blog/mfa-for-better-living
https://www.intelligentcloudcare.com/featured/3-2-1-strategy
https://krebsonsecurity.com/2021/08/wanted-disgruntled-employees-to-deploy-ransomware/
https://us.norton.com/internetsecurity-how-to-the-importance-of-general-software-updates-and-patches.html
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7. Utilize a Strong Password Protocol
Every organization should be utilizing a password manager to secure both personal and company 
passwords. Password managers are protected by a master password and will store and encrypt 
all passwords within the system, and of course you should require employees to use multifactor 
authentication to access them.

You’d be surprised at how many organizations use bad passwords. Cracking passwords is relatively 
easy, and attackers have entire lists of bad passwords to automatically choose from.  

As an easy rule, if you can tell someone a password they can remember without 
writing it down, it’s too easy.

By the way, you should avoid writing passwords down, but if you have to, be sure it’s shredded 
after use. 

8. Use A Secure Connection for Company Devices 
In today’s world where employees are working remotely more often, it’s vital for your company 
to establish a secure connection policy. Making sure remote employees are logging into your 
company’s network via a private in-home network, mobile hotspot, or virtual private network 
(VPN), will protect your corporate data from potential criminal activity. Employees should also be 
trained to follow a secure protocol when visiting websites by only visiting URLs that have https:// 
in front of them.

9. Avoid the “We’re too small to be hacked”  Thinking
Don’t assume because you’re a small company that nobody wants to attack you. There are plenty 
of small businesses getting attacked by criminals who just do it for fun, and don’t forget about 
those disgruntled ex-employees.

10. Consider Employing Third-Party Penetration Testing Services
Testing the security of your infrastructure using a third-party service can be well-worth the  
investment.  If a cybersecurity firm can breach into your systems, a cyber-criminal will be able 
to as well. 

Penetration Testing, also called “ethical hacking,” can expose any vulnerabilities in your systems 
and allow the cybersecurity team to fix them before any malicious hacker does.

Cyber attacks caused by compromised employee 
passwords cost $383,365 on average.

https://dataprot.net/statistics/password-statistics/
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Contact us today to have your infrastructure 
and security posture assessed by the CloudCare 
Team at no cost to you.

info@intelligentcloudcare.com
www.intelligentcloudcare.com

Be Cyber Smart

At the end of the day, the safety and security of your company’s infrastructure is as 

strong as you make it. With cybercriminal attacks and data breaches on the rise, being 

vigilant about protecting your corporate data is more important now than ever before.

At Intelligent CloudCare, we seek to educate and empower small businesses all over the 

globe with our top-rated cybersecurity compliance services, webinars, and employee 

training programs. Our team can become your team or we can train your staff to ensure 

your networks and systems, and your company’s future, are kept safe and secure.

For more helpful resources, visit our blog.

To meet the CloudCare Team and learn more about us, visit our Who We Are page.

https://www.intelligentcloudcare.com/
https://www.facebook.com/intelligentcloudcare
https://www.linkedin.com/company/intelligent-cloud-care
https://www.intelligentcloudcare.com/blog
https://www.intelligentcloudcare.com/about

