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PREFACE 

Despite the efforts of each business, state and local government and federal agency to renovate, 
validate, and implement their mission-critical information systems, the financial industry remains 
vulnerable to the disruption of its business processes. Because most companies in the financial 
industry are highly dependent on information technology to carry out their business, a business 
disruption induced failure of one or more mission critical system(s) may have a severe impact on 
a financial services firm’s ability to deliver core business services. 

Because of these risks, the United States Securities and Exchange Commission (“SEC”) and the 
Financial Industry Regulatory Authority (“FINRA”) have implemented programs to attempt to 
mitigate the risks associated with business failures in the financial industry which would be caused 
by an event causing a failure to deliver financial services as a result of a significant business 
disruption.  Specifically, the SEC has required that each FINRA member create and maintain 
business continuity plans and supply FINRA with emergency contact information.  

Ultimately, the business continuity planning process focuses on reducing the risk of business 
failures resulting from business disruptions.  It safeguards a company's ability to produce a 
minimum acceptable level of outputs and services in the event of failures of internal or external 
mission-critical information systems and services.  While it does not offer a long-term solution 
to all situations which create a significant business disruption, it is directed at assisting 
Alterna Securities, Inc. to prepare for a potential crisis. 
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REGULATORY BACKGROUND 

General Overview 

Based on discussions with the SEC and the United States General Accounting Office, the 
experiences of September 11, 2001 and comment letters received in response to Notice to Members 
02-23 (April 2002) ("NtM 02-23"), FINRA implemented FINRA Rule 4370 (the “Rule”). The 
Rule recognizes that business continuity plans should reflect the particular operations and activities 
of a member firm and given the diverse nature of FINRA membership, the Rule allows member 
firms to tailor plans to suit their size, business, and structure.

Plan Elements 

The Business Continuity Plan (the “Plan”) for Alterna Securities, Inc. (referred to herein as 
“Alterna” the “Company” and or the “Firm”) addresses the elements set forth in the Rule. The 
Rule requires that a member's business continuity plan, at a minimum, address ten critical 
elements, those being:  

1. Data back-up and recovery (hard copy and electronic);
2. All mission critical systems;
3. Financial and operational assessments;
4. Alternate communications between customers and the member;
5. Alternate communications between the member and its employees;
6. Alternate physical location of employees;
7. Critical business constituents, banks, and counter-party impact;
8. Regulatory reporting;
9. Communications with regulators; and
10. How the member will assure customers prompt access to their funds and

securities in the event that the member determines that it is unable to continue
its business.
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PLAN OVERVIEW 

Firm Policy 

The policy of Alterna is to respond to a Significant Business Disruption (“SBD”) by safeguarding 
employees’ lives and Firm property, making a financial and operational assessment, quickly 
recovering and resuming operations, protecting all of the Firm’s books and records, and to the 
extent practicable, allowing our customers to transact business as soon as possible, following 
such SBD.  In the event that Alterna determines that it is unable to continue its business, the Firm 
will take steps to assure customers prompt access to their funds and securities. 

Significant Business Disruptions 

Alterna anticipates significant business disruptions (“SBD”) according with the different 
types of contingency regarding Alterna’s operations. The Principals of Alterna will 
assess, as the circumstances will permit (by phone, meeting onsite or in the vicinity of 
the facility, etc.) and determine the type of contingency to define the course of action to 
take. The following are steps the Firm would take according to the different type of 
contingency: 
1. In the case of a SBD with very little impact (example: Internet disconnection, short 

power failure, disconnected phones, etc.) where the facility is still in use, the procedure 
would be as follows:
The Firm will contact the IT Services staff (Westerman & Associates) to discuss any 
contingency or necessity related to support systems, computer equipment and 
telecommunications. In conjunction with this area of support, Alterna will define the 
steps depending on the specific situation that results in the contingency.

2. In the event that Alterna’s staff is moved to another facility within the city of Houston 
or working remotely from their homes (example: failure to enter the building, lack of 
light for a considerable time, Pandemic, Government-Mandated Closure etc.).

In this type of contingency, as demonstrated and proven effective during Hurricane 
Harvey, key members of the firm will remotely connect from their homes via VPN. 
Should the building continue to be closed for a longer than expected or undetermined 
amount of time, the plan is to move the personnel of Alterna to the branch office in 
the city of San Antonio, Texas.

3. Significant contingency requiring travel outside the city (Example: hurricane, flood, 
etc.).  In major contingencies where there is the need to leave the city, the plan is to 
move the personnel of Alterna to the branch office in the city of San Antonio, 
Texas.
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BCP Designated Principal - Approval and Execution Authority 

Patricia De Leon (the “BCP Designated Principal”) is the registered and designated 
principal responsible for approving the Plan on behalf of the Firm, and for conducting the 
required annual review. The BCP Designated Principal or his designee has the authority to 
execute this Plan. 

Plan Location and Access 

Alterna will maintain copies of the Plan and the annual reviews, and the changes that have 
been made to it. The Firm will make such records available for inspection by FINRA 
and the SEC.  An electronic copy of the Plan is located on Alterna’s main server, N 
drive in the folder named actinver (//svr-vmx)(N)-Compliance-BCP “Business 
Continuity Plan.  

Updates and Annual Review 

Alterna will update the Plan whenever there is a material change to the operations, 
structure, business or location of the Firm, or to those of the clearing firm.  In addition, 
Alterna will review this Plan annually, to confirm that it complies with the Firm’s current 
operations, structure, business, or location of the Firm, its branch offices or those of 
the clearing firm.  

Emergency Contact Persons 

Executive management is aware of the potentially devastating financial, organizational, and 
political consequences of the failure of one or more mission-critical information systems.  The 
two emergency contact persons for Alterna are:  

Emilio Mejia: Branch Manager 
Office phone no.:
Facsimile no.: 
E-mail address:

Patricia De Leon: Compliance Officer 
Office phone no.:
Facsimile no.:
E-mail address:

713-885-9843
713-885-9849
pdeleon@alternasecurities.com

The Emergency Contact Persons will be reported to FINRA through FINRA’s Contact System 
which is accessed on the Firm Gateway via the FINRA website. The Chief Compliance Officer 
will promptly update the information in the event of a change, and he will review and if necessary 
correct the contact questionnaire within 17 business days of the end of the calendar year.  

713-885-9843
713-885-9849
emejia@alternasecurities.com
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Business Description 

Alterna is registered as a broker/dealer with the SEC, various other state regulatory 
jurisdictions, and is a member of FINRA.  Alterna is organized in the State of Delaware 
as a Corporation. 

Its primary business is to offer a wide range of brokerage services to U.S. and Foreign 
institutional, retail and commercial customers. Alterna will conduct business with 
institutional, commercial and retail customers, whose transactions for the most part will be 
executed, settled and cleared by a registered clearing firm in U.S. and in the foreign country 
on a fully disclosed basis.  

Alterna maintains a $100,000 minimum net capital requirement in accordance with SEC 
Rule 15c3-1(a)(2)(iii). Alterna clears all transactions on a fully disclosed basis through 
Pershing LLC pursuant to the terms of a Fully Disclosed Clearing Agreement. Under the 
terms of said Fully Disclosed Clearing Agreement, the Firm does not perform any type of 
clearing function for itself or others.  The Firm accepts and enters orders.  All transactions 
are sent to Pershing LLC, through the Clearing’s platform using the internet to execute 
orders, compare them, allocate them, clear and settle them.  Pershing LLC maintains 
customers’ accounts, can grant customers access to them, and deliver funds and securities. 
In no event does the firm obtain and maintain custody or possession of customer funds or 
securities. 

Clearing Firm Information 

Pershing LLC is the clearing firm for Alterna Securities. It can be contacted at: (i) One 
Pershing Plaza, Jersey City, New Jersey, 07399 (ii) by phone at Pershing’s main number: 
1-888-367-2563; or (iii) by facsimile at 407-833-2384. Its web site is located at
www.pershing.com.

Contact Person 

The contact person at Pershing is Jahir Chu.  He  can be contacted at: (i) 300 
Colonial Center Pkwy, Lake Mary, Florida 32746 (ii) by phone at 321-249- 4043; or (iii) 
by phone at 866-307-8625 or (iv) by e-mail at  Jahir.Chu@pershing.com.

Alternative Contact 

In the event our contact person cannot be reached, Pershing has a general contact 
information, at (i) 1-888-367-2563, One Pershing Plaza, Jersey City, New Jersey, 07399; 
or Web page at www.pershing.com. 

Office Locations 

Alterna has set forth it offices on Attachment A, which is attached hereto and incorporated 
herein for all purposes. The Firm has additionally set forth on Attachment A the phone 
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number for the respective location, the means of transportation that employees may use to 
reach the facility and which mission critical system, as defined herein, take place at the 
location. 

Alternative Physical Location(s) of Employees 

In the event of an SBD in Houston,  we will move our staff from affected offices to 19134 Stone 
Oak Parkway, Suite 200, San Antonio, Texas 78258, phone 210-298-5370.  

In the event of an SBD in San Antonio, we will move our staff from affected offices to 5075 
Westheimer, Suite 650, Houston, Texas 77056, phone 713-885-9843.

In the event of an SBD affecting both Houston and San Antonio, our critical staff will work 
from their respective homes with office issued equipment and VPNs. 

In the event of an SBD in Ft. Lauderdale, we will move our staff from affected offices to 5075 
Westheimer, Suite 650, Houston, Texas 77056, phone 713-885-9843.

In the event of an SBD in Monte Video, we will move our staff from affected offices to 
Jeronimo Salgueros 3350, Buenos Aires 1425, Argentina, phone 54-911-6229-1223.

In the event of an SBD in Buenos Aires, we will move our staff from affected offices to Ruta 
8 KM 17.500 Zona America, Edificio 200, Suite 208, Montevideo 91600, Uruguay, phone 
598-2518-5968.
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CUSTOMERS’ ACCESS TO FUNDS AND SECURITIES 

Alterna will not maintain custody of customers’ funds or securities.  Both customer funds and 
securities will be maintained at our clearing firm, Pershing LLC.  In the event of an internal or 
external SBD, if telephone service is available, our registered persons will take customer orders or 
instructions and will contact Pershing on their behalf. In the event that customers of Alterna are 
unable to access the Firm, either at its primary phone number, the Firm emergency number, or 
by email at  info@alternasecurities.com, customers will be able to contact Pershing directly for 
instructions on how they may obtain prompt access to funds and securities, order entry and process 
other trade-related, cash, and security transfer transactions for the Firms customers.  The Firm will 
make this information available to its customers through its disclosure policy, a copy of which is 
attached hereto as Attachment B. 

In the event SIPC determines that the Firm will be unable to meet its obligations to the customers 
or if the liabilities of the Firm will exceed its assets in violation of Securities Exchange Act 
Rule 15c3-1, SIPC may seek to appoint a trustee to disburse the assets of the Firm to customers. 
Alterna will assist SIPC and the trustee by providing its books and records identifying customer 
accounts subject to SIPC regulation. 
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DATA BACK-UP AND RECOVERY 

Electronic and Hard Copy Books and Records 

Alterna will maintain its primary hard copy books and records and electronic records at 5075 
Westheimer Suite 650, Houston, Texas 77056. The firm will be responsible for the maintenance 
of these books and records.  The Firm will maintain the following document types and forms that 
are not transmitted to the clearing firm and or not maintained electronically on Web CRD: (i) 
financial records, including supporting documentation; (ii) corporate records for the Firm; (iii) 
electronically generated documents. Additionally, their accountants, and compliance consultants 
maintain duplicate file copies of documents related to those matters that they handle, and they have 
agreed to allow access to all such duplicate records that they maintain in the event of a loss of Firm 
records. 

Back-up Procedures 

To the extent the Firm does not have electronic copies of hard-copy books and records, the Firm 
maintains a back-up hard copy of all operational and client critical documents, contracts and other 
books and records off site.  Critical paper records are backed up as necessary to assure that a 
duplicate set of those critical records are maintained, which is generally at the time such documents 
are finalized or completed.  The Firm backs up its paper records by copying and taking them to a 
back-up site. 

The Firm maintains a daily copy on the backup server, offsite replication takes place weekly, to 
Amazon S3 buckets.  

In the event of an internal or external SBD that causes the loss of the paper records of Alterna, it 
will physically recover them from its back-up site.  If the primary site will be inoperable, the 
Firm will continue operations from its back-up site or an alternate location.  For the loss of 
electronic records, Alterna will either physically recover the storage media or electronically 
recover data from its back-up site, or, if its primary site is inoperable, continue operations from 
a back-up site or an alternate location. 

Internet Connection 

The Firm has a contract with Logix, an entity that has provided telephone and internet services 
since 2009. In case of a disruption with the connection to internet, the main office of Alterna will 
proceed as follows: 

Alterna has an agreement with Comcast in the case of Logix failure for the Houston 
branch office and Spectrum for the San Antonio branch office. 
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Clearing Firm Records 

Copies of confirmations, account statements, and order tickets that are entered electronically 
are maintained by Pershing. Electronic copies of these records are provided to Alterna and kept 
on-site.  In the event of a disruption, the Firm shall access the clearing firm’s copy of these 
records via Internet or an alternative computer line.  Alterna personnel shall use personal 
computers to accomplish this, or Firm computers if such are maintained at an alternative site. 
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FINANCIAL AND OPERATIONAL ASSESSMENTS  

Operational Risk 

In the event of an SBD, Alterna will immediately identify what means will permit the Firm to 
communicate with its customers, employees, critical business constituents, critical banks, critical 
counter-parties, and regulators.  Although the effects of an SBD will determine the means of 
alternative communication, the communications options we will employ will generally include (a) 
the web site for the Firm, (b) facsimile; (c) e-mail; (d) telephone; (e) telephone voice mail; (f) 
cellular and mobile phone service; and (g) service providers, including compliance consultants, 
attorneys and accountants; (h) messenger; and (i) mail service.  In addition, we will retrieve 
our key activity records as described in the section, Data Back-Up and Recovery. 

Alterna has an obligation to supervise its personnel, including providing oversight of supervised 
persons' investment and trading activities, including during an SBD. The firm may need to make 
significant changes to respond to the effects of prolonged SBD (i.e., COVID-19), such as shifting 
to firm-wide telework conducted from dispersed remote locations. Alterna will assess and make 
necessary adjustments to its policies and procedures to ensure it maintains a sufficient level of 
oversight and interaction with supervised persons when working remotely.

Alterna keeps all computer data that it deems necessary on a regular basis accessible via cloud-
based service providers or VPN, which ensures availability and transparency of that data in the 
even of a prolonged office closure. 

Alterna will make necessary adjustments to its workflows to ensure it has the necessary controls 
and approvals in place in key operational areas including but not limited to: disbursements to 
investors; withdrawal requests; fee and expense calculation; investment due diligence; valuation; 
trading; reconciliation; and data privacy. 

Financial and Credit Risk 

In the event of an SBD, Alterna will determine the value and liquidity of its investments and 
other assets to evaluate the Firm’s ability to continue to Fund our operations and remain in 
capital compliance.  The Firm will contact the clearing firm, critical banks, and investors 
to apprise them of the financial status of the Firm.  If Alterna determines that it may 
be unable to meet its obligations to those counter-parties or otherwise continue to fund 
the operations of the Firm, Alterna will request additional financing from its investors, bank 
or other credit sources to fulfill its obligations to its customers and clients.  If the Firm 
cannot remedy a capital deficiency, appropriate notices will be filed by Alterna with the 
Regulators and immediately take appropriate steps, including the referral of its customers and 
clients to the clearing firm, Pershing LLC. 
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MISSION CRITICAL SYSTEMS 

Mission Critical Systems – Definition 

"Mission critical systems” are those that ensure prompt and accurate processing of securities 
transactions, including order taking, entry, execution, comparison, allocation, clearance and 
settlement of securities transactions, the maintenance of customer accounts, access to customer 
accounts, and the delivery of funds and securities. 

Identify Business Systems 

Alterna will identify the mission critical systems utilized by the Firm in providing services to its 
clients. 

In the event of a prolonged office closure due to an SBD, Alterna will periodically assess 
whether security and support for facilities, remote sites, and cloud-based systems may need to be 
modified or enhanced. Alterna will consider whether: (1) additional resources and/or measures 
for securing servers and systems are needed; (2) the integrity of its vacated offices is adequately 
maintained; (3) relocation infrastructure and support for personnel operating from remote sites is 
provided; and (4) remote location data is protected. 

Mission Critical Systems – Assessment 

Alterna 

Alterna has primary responsibility for establishing and maintaining its business 
relationships with customers, and the sole responsibility for maintaining our mission 
critical functions of order taking and entry.  Its mission critical systems include desktop 
computers, phone systems and Microsoft Outlook.  

Pershing  

Pursuant to the terms set forth in the clearing contract between Pershing LLC and Alterna, 
Pershing LLC provides for the execution, comparison, allocation, clearance and settlement 
of securities transactions, the maintenance of customer accounts, access to 
customer accounts, and the delivery of funds and securities to the customers of Alterna.  

The contract between Pershing LLC and the Firm provides that the clearing firm will 
maintain a business continuity plan and the capacity to execute that plan.  
Pershing represents that it will advise Alterna of any material changes to its plan that 
might affect the ability of Alterna to maintain its business, and a copy of the executive 
summary of its plan is attached hereto as Attachment G.  In the event Pershing LLC 
executes its plan, they represent that they will notify the Firm of such execution and 
provide the Firm with equal access to services as its other customers.  If Alterna 
reasonably determines that Pershing LLC has not or cannot put their plan in place quickly 
enough to meet the need of Alterna, or is otherwise unable to provide access to such 
services, Pershing LLC represents that they will assist the Firm in seeking services from 
an alternative source. 
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Pershing represents that: (a) they back up the records of the Firm at a remote site; and (ii) 
they operate a back-up operating facility in a geographically separate area with the 
capability to conduct the same volume of business as their primary site.  Additionally, 
Pershing has confirmed the effectiveness of its back-up arrangements to recover from a 
wide scale disruption by testing, and they have confirmed that they test their back-up 
arrangement.

Recovery-time objectives provide concrete goals to plan for and test against.  They are not, 
however, hard and fast deadlines that must be met in every emergency situation, and 
various external factors surrounding a disruption, such as time of day, scope of disruption, 
and status of critical infrastructure—particularly telecommunications—can affect actual 
recovery times.  Recovery refers to the restoration of clearing and settlement activities after 
a wide-scale disruption; resumption refers to the capacity to accept and process new 
transactions and payments after a wide-scale disruption.  Pershing will respond to an 
emergency according to the nature and scope of the disruption in the shorter period of time. 

Alterna’s Mission Critical Systems 

Order Taking 

Currently, Alterna has the capacity to receive orders from customers in person, via 
telephone, and facsimile. During an SBD, either internal or external, the Firm will continue 
to take orders through any of these methods that are available and reliable, and in addition, 
as communications permit, the Firm will inform its customers when 
communications become available to tell them what alternatives they have to send their 
orders to Alterna.  Customers will be informed of alternatives by whatever methods 
are available.  If necessary, we will advise our customers to place orders 
directly with Pershing at such contact point as Pershing advises the Firm. 

Order Entry  

Currently, Alterna has the capacity to enter orders by recording them on paper and 
electronically and sending them to our clearing firms electronically or telephonically.  

In the event of an internal SBD, Alterna will enter and send records to Pershing by 
the fastest alternative means available, which include e-mail, telephonically and or 
facsimile.  In the event of an external SBD, the Firm will maintain the order in electronic 
or paper format, and deliver the order to the clearing firm by the fastest means 
available when it resumes operations.  In addition, during an internal SBD, the Firm 
may need to refer its customers to deal directly with Pershing for order entry. 
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Order Execution 

The Firm currently has the capacity to execute orders telephonically and electronically. In 
the event of an internal or external SBD, we would continue to conduct business from  its 
alternative location.   

The Firm currently has the capacity to execute fixed income orders by contacting the 
counter party or entering the order directly on Bloomberg.  In the event of an internal SBD 
or an external SBD, we would contact the counter parties or Bloomberg where available. 
If Bloomberg is not available, we will contact the counter parties by the fastest means 
available. 

Other Services Currently Provided to Customers 

Alterna provides no other services to its customers other than those listed in the above 
sections.  

Mission Critical Systems Provided by Clearing Firm 

Alterna relies, by contract, on our clearing firm, Pershing  to provide order execution, order 
comparison, order allocation, clearance and settlement of securities transactions, the maintenance 
of customer accounts, access to customer accounts, and the delivery of funds and securities. 
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ALTERNATIVE COMMUNICATIONS BETWEEN THE FIRM 
AND CUSTOMERS, EMPLOYEES AND REGULATORS 

Customers 

Alterna currently has the capacity to communicate with our customers using the telephone, e-
mail, facsimile, U.S. mail, delivery services and in personal visits at Alterna’s offices.  In 
the event of an SBD, the Firm will assess which means of communication are still available to it, 
and use the means closest in speed and form, either written or oral, to the means that have been 
used in the past to communicate with the other party. For example, if Alterna has communicated 
with a party by e-mail but the Internet is unavailable, the Firm will call them on the 
telephone and follow up where a record is needed with paper copy in the U.S. mail. 

Employees 

Alterna now communicates with its employees using the telephone, cell-phone, e-mail, and in 
person.  In the event of an SBD, the Firm will assess which means of communication are still 
available to it, and use the means closest in speed and form, either written or oral, to the means 
that have used in the past to communicate with the other party. The Firm will also employ a call 
tree so that senior management can reach all employees quickly during an SBD.  With respect to 
the call tree, a copy of the corporate telephone directory, including phone numbers and e-mail 
addresses is attached hereto as Attachment C. The CEO or designee shall contact and communicate 
to all supervisors, who shall be responsible to contact and or communicate to the people that they 
supervise by telephone, cell-phone, e-mail, messenger, or in person.  

Regulators and Regulatory Reporting 

Alterna is registered as a broker/dealer with the SEC, various other state regulatory jurisdictions, 
and is a member of FINRA (collectively referred to as “Regulators”).  Alterna currently 
communicates with the Regulators using the telephone, e-mail, fax, U.S. mail, delivery 
services, via the Internet, in person and through third party service providers (including lawyers, 
accountants and compliance consultants).  In the event of an SBD, Alterna will assess 
which means of communication are still available to it, and use the means closest in speed and 
form, either written or oral, to the means that have been used in the past to communicate with the 
other party. 

With respect to regulatory reporting, Alterna currently files reports with the respective Regulators 
using paper copies in the U.S. mail and delivery services, electronically using facsimile, e-
mail, and the Internet, and through service providers who provide access through the same 
methods.  In the event of an SBD, the Firm will check with the Regulators to determine which 
means of filing are still available to it, and use the means closest in speed and form (written or 
oral) to the previous filing method utilized by Alterna.  In the event that Alterna cannot contact its 
Regulators, it will continue to file required reports using the communication means available to 
the Firm. Contact information regarding the Regulators with whom the Firm files reports on 
a regular basis is attached hereto on Attachment D. 
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CRITICAL BUSINESS CONSTITUENTS, BANKS, AND 
COUNTER-PARTIES 

Business Constituents 

Alterna has contacted its critical business constituents (businesses with which the Firm has an 
ongoing commercial relationship in support of its operating activities, such as vendors providing 
us critical services), and determined the extent to which the Firm can continue its business 
relationship with them in light of the internal or external SBD.  The Firm will quickly establish 
alternative arrangements if a business constituent can no longer provide the needed goods or 
services when needed because of a SBD to them or the Firm.  The Critical Business Constituents 
are set out on Attachment F, including the supplier’s name, service and or product, address and 
phone number and any alternative supplier’s name, service, address, and phone number.  

Banks 

Alterna has contacted our banks and lenders to determine if they can continue to provide the 
services that the Firm may need in light of the internal or external SBD.  The bank maintaining 
our operating account is:  

PNC Bank
1212 Bay Area Blvd. 
Houston, Texas 77058  
Contact: Tommy Calzadias
Telephone: 281-226-7777

If our banks and other lenders are unable to provide the financing, Alterna will seek alternative 
financing immediately from the shareholders of the Firm, Parent Company of the Firm, and or 
alternative banks and lenders. 

Counter-Parties 

Alterna has considered its critical counter-parties, such as other broker-dealers or institutional 
customers, to determine if it will be able to carry out its transactions with them in light of the 
internal or external SBD.  Where the transactions cannot be completed, the Firm will work 
with Pershing or contact those counter-parties directly to make alternative arrangements to 
complete those transactions as soon as possible.  Since disaster occurrence is typically 
geographic in scope, Alterna will execute the alternative arrangements in keeping with counter-
parties that are, or are not affected, in the case of a specific event.  For institutional clients, and 
for the trading aspects of retail clients, Alterna will pursue connection with remote access to 
Bloomberg, which can provide similar if not the same trading capability with which trading 
takes place at Alterna’s offices.  
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SIGNIFICANT BUSINESS DISRUPTIONS 

Internal SBD – Facilities Emergency Evacuation Procedures 

Fire Emergency Evacuation Procedures 

If an evacuation of any facility is necessary, follow the directions given by the designated 
Fire Marshall for Alterna. If evacuation of the space is necessary because of fire, on 
hearing the fire alarm bells sounding continuously, employees should: 

• Evacuate the building by the nearest available fire exit.  As always, if you
see or smell smoke, you should proceed to one of the other fire exits.
Remember, if you have visitors or contractors with you, instruct them to
follow you;

• The arrangements for people with impaired mobility or pregnant women are
as follows:  A Fire Marshall for Alterna will accompany them to the
stairwell at either the north or south emergency staircases. They will report
this to ground floor reception and to the Building Fire Official at the
Assembly Point at Starbucks, 2521 Post Oak Blvd, Houston, Texas 77056,
Phone Number: 713-621-7685.  A security guard or fireman will come to
the floor to collect them;

• CLOSE ALL DOORS WITHOUT CAUSING DELAYS, taking risks or
obstructing people behind you;

• DO NOT stop to collect personal belongings;
• DO NOT use the elevators;
• Leave the building by calmly walking to the Assembly Point; and
• DO NOT re-enter the building until instructed to do so.

At the Assembly Point, report your presence to any Fire Marshall for Alterna, who shall 
report to the Security Control Point that the facilities occupied by the Firm have been 
evacuated. 

Evacuation for Bombs or Other Threats 

If Alterna has to evacuate the building facilities because of a bomb or any other threat, 
we will receive instructions from the building security coordinator to: 

 Evacuate the building by an exit route that will be announced if instructions
are given to evacuate.  Remember, if you have visitors or contractors with
you, instruct them to follow you.

 DO NOT turn lights or office equipment, e.g., computers, typewriters,
photocopiers ON or OFF.  If they are on, leave them on; if they are off,
leave them off.



Page 17 

• DO NOT leave handbags/briefcases/etc. behind as they could cause
problems for building searches.

• DO NOT use elevators unless instructed to do so by the building
security officer or a Fire Marshall for Alterna.

• Leave the building by calmly walking to the assembly point where you
will receive additional information from the incident control security
staff during the evacuation.

At the Assembly Point, report your presence to the Fire Marshall who shall report to the 
security staff that the facilities occupied by the Firm have been evacuated. 

Emergency During Business Hours 

All personnel of Alterna should follow the standard emergency evacuation procedures above. 
Further instructions will be given at the designated Assembly Point. 

Emergency Outside of Business Hours 

In an emergency involving any employees’ personal safety, it is the responsibility of every 
employee to check in and report their whereabouts.  You should leave a voicemail on one of the 
following phone lines: 

Cell Phone:  832-527-5388Emilio Mejia: 
Kurt Josten:  Cell Phone:  210-834-5020

Cell Phone:  832-265-3870
Office Phone:       713-885-9843

Patricia De Leon 
Home Office   

When leaving the initial message, please include the following information: 

 Your name;
 Your contact number;
 Where you are physically; and
 Whether you have access to your voicemail and e-mail
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EMPLOYEE AWARENESS OF PLAN 

Alterna will take steps to both educate and increase the awareness of its employees and 
associated persons with respect to the Firm’s Plan, and the current actions being taken to address 
such issues by the financial services industry. 

Alterna will provide to the new employee, at the time of hire, a set of documents among them 
copy of the BCP, after this at least annually during the Annual Compliance Meeting the 
employee will attest its appropriate knowledge about it.  Alterna will also provide access to the 
Plan to all associated persons through the main server. An electronic copy of the Plan is located on 
Alterna’s main server. 

Remote Work Certification of Compliance 

Each employee must submit quarterly, a certification indicating if, during the reporting period 
whether on a part-time or a full-time basis, the employee has worked remotely (i.e., away from 
the registered office location), whether due to an SBD or other circumstances. If the employee 
has worked remotely during the reporting period, the employee will certify as to having worked 
in accordance with the compliance policies and procedures set forth by the Firm. Specifically, 
with respect to the remote work environment, each employee must attest to having abided by the 
following: 

• Dedication and full attention to the employee's role and responsibilities
• Supervisory and workflow policies including appropriate level of approvals
• Electronic Communications with clients, co-workers, and other business partners
• Social media use
• Confidentiality of material, nonpublic information
• Data security and protection including firm-owned hardware
• Physical document destruction and privacy provisions
• Code of Ethics
• Business Continuity Plan provisions and protocols
• Books and records retention

Employees must promptly notify the Team Leader, CCO or other authorized designee if they 
come aware of any limitations or experience any work interruptions due to the remote work 
environment. 
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NOTIFICATION 

In addition to any action taken by the Firm with respect to disruption of its business processes 
which relate to the ability of Alterna to deliver financial services to its customers, Alterna 
Securities, Inc. will promptly notify FINRA of any such problems. 
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DISCLOSURE OF BUSINESS CONTINUITY PLAN 

Alterna will provide a Business Continuity Plan disclosure statement, in writing, to customers at 
the time an account is opened (upon being engaged), and annually thereafter for all active 
customer accounts.  The disclosure statement for Alterna is attached hereto as Attachment B. 
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SENIOR MANAGER APPROVAL 

In my capacity as the BCP Designated Principal for Alterna, I have approved this Business 
Continuity Plan for Alterna, effective as of the date set forth herein, as being reasonably designed 
to enable the Firm to meet its obligations to customers in the event of an SBD. 

Patricia De Leon, BCP Designated Principal 

Date 

10/10/2022
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GLOSSARY 

Application A computer program or set of programs designed to help people 
perform certain types of work. 

Assessment The process of identifying core business areas and processes, 
completing an inventory and analyzing systems supporting the core 
business areas, prioritizing their conversion or replacement, 
identifying risks and the necessary resources. 

Business Area A grouping of business functions and processes that result in the 
production of specific outputs or services 

Business Function A group of logically related tasks, which when they are performed, 
accomplish an objective. 

Business Continuity Plan A contingency plan describes the steps a company would take, 

Defect 

Firm 

FINRA 

Infrastructure 

Interface 

Alterna

including the activation of manual or contract processes, to ensure 
the continuity of its core business processes in the event which 
causes a business interruption induced system or process failure. 

A problem or "bug" that, if not removed, could cause a program to 
either produce erroneous results or otherwise fail. 

Alterna Securities, Inc.  

Financial Industry Regulatory Authority 

The computer and communication hardware, software, databases, 
people, and policies supporting the company's businesses and 
operations 

A connection between two business systems or processes. The 
hardware or software needed to enable one device to communicate 
with another. 

Mission-Critical System The loss of these critical functions would cause an immediate 

Outsourcing 

Platform 

Regulators 

SBD

SEC 

stoppage or significant impairment to core business areas. 

Paying another company or individual, to provide services that an 
organization might otherwise have performed itself, (i.e., software 
development, payroll). 

The foundation technology of a computer system. Typically, a 
specific combination of hardware and operating system 

Refers collectively to the SEC, FINRA and various other 
regulatory entities having jurisdiction over the business activities 
of Alterna. 

BusinessSignificant Disruption

United States Securities and Exchange Commission 

Alterna Securities, Inc.
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Quality Assurance The critical review process to guarantee that all procedures, tasks, 
analysis, and reporting were correctly performed. 

Utilities To a business this could mean several things: computer programs 
designed to perform maintenance work on the system or on system 
components, i.e., a storage backup program, a disk or file recovery 
program, or a resource editor; or the general phrase used to refer to 
telecommunication, electrical, gas, water and waste management 
services. 
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Attachment A 

Alterna Securities, Inc.  
Business Continuity Plan 

Office Locations  

The following sets forth a list of all offices of Alterna, both registered and unregistered, along 
with the phone number for each respective location, the means of transportation that 
employees may use to reach each respective facility, and which mission critical systems, as 
defined in the Plan, take place at each location. 

Office Location #1 

Office Location #1 is located at 5075 Westheimer Suite 650, Houston, Texas 77056.  Its main 
telephone number is 713-885-9843. Employees may travel to that office by means of foot, car, 
bus, or plane.  We engage in order taking and entry at this location. Mission critical 
systems located there include a network server, desktop computers, phone systems and Microsoft 
Office. 

Office Location #2 

Office Location #2 is located at 19134 Stone Oak Parkway, Suite 200, San Antonio, TX, 78258. 
Its main telephone number is 210-298-5370. Employees may travel to that office by means of 
foot, car, bus, or plane.  We engage in order taking and entry at this location. Mission 
critical systems located there include a network server, desktop computers, phone systems and 
Microsoft Outlook.

Office Location #3

Office Location #3 is located at One Financial Plaza 100 SE 3RD Avenue 10TH Floor, Fort 
Lauderdale, FL, 33394. Its main telephone number is: 954-323-2225. Employees may travel to 
that office by means of foot, car, bus, or plane. We engage in order taking and entry at this 
location. Mission critical systems located there include desktop computers, phone systems and 
Microsoft Outlook.

Office Location #4

Office Location #4 is located at Ruta 8 KM 17.500 Zona America Edificio 200, Suite 208, 
Montevideo 91600, Uruguay. Its main telephone number is: 598-2518-5968. Employees may 
travel to that office by means of foot, car, bus, or plane. We engage in order taking and entry at 
this location. Mission critical systems located there include desktop computers, phone systems 
and Microsoft Outlook.

Office Location #5

Office Location #5 is located at Jeronimo Salgueros 3350, Bueno Aires. Its main telephone 
number is: 54-911-6229-1223. Employees may travel by means of foot, car, bus or plane. We 
engage in order taking and entry at this location. Mission critical systems located there include 
desktop computers, phone systems and Microsoft Outlook. 
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Alterna Securities, Inc.  
BUSINESS CONTINUITY PLAN SUMMARY 

Alterna Securities has developed a Business Continuity Plan on how it will respond to events that significantly 
disrupt its business. Since the timing and impact of disasters and disruptions is unpredictable, the Firm will 
have to be flexible in responding to actual events as they occur. With that in mind, we are providing you with this 
information on our business continuity plan.  

Contacting Us – If after a significant business disruption you cannot contact us as you usually do at phone numbers 
713-885-9843 by e-mail at: info@alternasecurities.com, you should call our alternative number 210-298-5370. If you 
cannot access us through these means, you should contact our Clearing Firm: Pershing LLC 
Correspondence Clearing at 1-888-367-2563 and www.pershing.com/disclosures, for instructions on how it 
may provide access to funds and securities, enter orders and process other trade-related, liquidating orders, wire 
requests and ACAT transfers.

Our Business Continuity Plan – Our Business Continuity Plan addresses: data backup and recovery; all 
mission critical systems; financial and operational assessments; alternative communications with 
customers, employees, and regulators; alternate physical location of employees; critical supplier, contractor, 
bank and counter-party impact; regulatory reporting; and assuring our customers prompt access to their funds and 
securities if we are unable to continue our business. We plan to quickly recover and resume business operations 
after a significant business disruption, protecting the Firm’s books and records, and allowing our customers 
to transact business. 

Our Clearing Firm –  Pershing LLC, backs up our important records in a geographically separate area. While every 
emergency situation poses unique problems based on external factors, such as time of day and the severity of 
the disruption, we have been advised by our clearing firm that its objective is to restore its own operations and 
be able to complete existing transactions and accept new transactions and payments in the shortest time possible of 
initiation of its disaster recovery plan. Your orders and requests for funds and securities could be delayed during 
this period.  

Varying Disruptions – Significant business disruptions can vary in their scope, such as only our firm, a single 
building housing our firm, the business district where our firm is located, the city where we are located, or the 
whole region. In a disruption to only our firm or a building housing our firm, we will transfer our operations to a 
local site when needed and expect to recover and resume business in the shorter period of time possible of the 
business disruption. In a disruption affecting our business district, city, or region, we will transfer our operations 
to a site outside of the affected area, and recover and resume business within the shorter time possible. In 
either situation, we plan to continue in business, and notify you through our customer emergency number, 
713-885-9843, explaining how to contact us.

For more information – If you have qustions about our business continuity planning, you can contact us at (713) 
885-9843.

This plan is subject to modification, customers may obtain updated summaries by requesting a written copy by mail. 

Updated: October 2022  

PAYMENT FOR ORDER FLOW: Alterna Securities, Inc. does not receive payment for order flow. 

ORDER ROUTING: If you would like information on how a particular order was routed, please send a written 
request to Alterna Securities, Inc.

SIPC: Alterna Securities, INC. is a member of SIPC, which protects securities customers of its members up to 
$500,000 (including $250,000 for claims of cash). Explanatory brochure available upon request at www.sipc.org. 
SIPC may also be contacted at: 

Securities Investor Protector Corporation 1667 K St. N.W., Suite 1000 Washington, D.C. 20006-1620

Tel: (202) 371-8300
Fax: (202) 223-1679
Email: asksipc@sipc.org 
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Attachment C 

Alterna Securities, Inc.  
Business Continuity Plan  

Corporate Telephone Directory 

Employee Office Phone Mobile Phone Office E-mail 

713-885-9843

713-337-4941

210-298-5383

210-2985376

713-337-4968

713-337-4969

713-337-4970

713-337-4938

713-337-4943

713-337-4937

713-337-4944

210-298-5374

210-298-5373

210-298-5380

713-337-49656

210-298-5393

713-337-4961

713-337-4960

210-298-5395

713-337-4946

713-337-4972

713-337-4939

713-337-4979

713-337-4953

713-337-4942

713-444-2113

832-330-2718

832-265-3870

210-834-5020

956-590-9661

832-316-8660

832-978-7269

832-202-3970

832-527-5388

281-753-5931

917-855-5216

832-441-9990

956-212-6265

210-862-4688

210-315-3606

832-451-2536

210-483-3036

832-874-2070

786-501-0386

210-716-9899

346-497-1160

251-652-5660

956-310-2060

832-403-0647

502-529-6677

936-777-2941

xmaza@alternasecurities.com    

igolac@alternasecurities.com    

pdeleon@alternasecurities.com  

kjosten@alternasecurities.com     

rcano@alternasecurities.com  

amarroquin@alternasecurities.com    

ggalvan@alternasecurities.com   

iescalante@alternasecurities.com     

emejia@alternasecurities.com    

fpadruno@alternasecurities.com      

rcortina@alternasecurities.com    

imartinez@alternasecurities.com   

adomit@alternasecurities.com    

nhernandez@alternasecurities.com  

amadero@alternasecurities.com     

pmaza@alternasecurities.com  

jpandrade@alternasecurities.com    

rbroughton@alternasecurities.com  

sbello@alternasecurities.com  

isunderland@alternasecurities.com 

rromano@alternasecurities.com 

asanchez@alternasecurities.com     

mromero@alternasecurities.com 

avaldes@alternasecurities.com 

sduncan@alternasecurities.com    

agonzalez@alternasecurities.com 

Xavier Maza 

Ivan Golac 

Patricia De Leon 

Kurt Josten 

Roberto Cano    

Annette Marroquin 

Guadalupe Galvan 

Rosa Isela Escalante 

Emilio Mejia 

Fernando Padruno  

Roberto Cortina     

Ingrid Martinez        

Antun Domit       

Noe Hernandez  

Alvaro Madero 

Paula Maza       

Juan Pablo Andrade  

Rachel Broughton       

Shary Bello  

Ignacio Sunderland 

Rodrigo Romano  

Ainhoa Sanchez  

Mariano Romero    

Alberto Valdes      

Stephen Duncan 

Adrian Gonzalez
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Caller Call Recipients

Patricia De Leon F. Xavier Maza, Ivan Golac, Kurt Josten, Emilio Mejia, Frank
Ingraham

Kurt Josten Noe Hernandez, Juan Pablo Andrade, Alvaro Madero, Antun Domit, 
Ignacio Sunderland, Fatima Flores, Santiago Padruno, Patricio 
Gomez, Roberto Cano

Emilio Mejia Shary Bello, Annette Marroquin, Guadalupe Galvan, Fernando 
Padruno, Rosa Isela Escalante, Ingrid Martinez, Adrian Gonzalez, 
Rachel Broughton, Paula Maza, Mariano Romero, Alberto 
Valdes, Rodrigo Romano, Alberto Navarro, Crystal Valdez, 
Mauricio Rubio, Ainhoa Sanchez, Roberto Cortina, Alejandro 
Mateos, Emilia Aldape, Raul Chapa, Marco Razo, Linda Diaz, 
Luis Alejandre, Luis Suarez, Andrea Quincoza-Renteria, Stephen 
Duncan

Fatima Flores 

Alberto Navarro 

Crystal Valdez  

Mauricio Rubio 

Alejandro Mateos 

Emilia Aldape

Raul Chapa

Marco Razo

Linda Diaz

Luis Alejandre

Luis Suarez

Andrea Quincoza-Renteria 

Frank Ingraham    

Santiago Padruno   

Patricio Gomez 

210-298-5391

713-337-4957

713-337-4964

954-323-2225

713-337-4940

713-337-4967

713-337-4956

713-337-4950

713-337-4934

713-337-4933

713-337-4935

713-337-4959

215-694-5054

210-298-5371

210-298-5392

210-862-4472

832-768-4038

415-583-4677

561-901-7033

55-54186945

832-270-4673

3333508345

210-328-6218

832-903-1095

713-305-8092

832-276-9270

832-670-2647

610-687-5340

281-753-5995

210-544-7080

fflores@altnerasecurities.com 

anavarro@alternasecurities.com 

cvaldez@alternasecurities.com 

mrubio@alternasecurities.com 

amateos@alternasecurities.com 

ealdape@alternasecurities.com 

rchapa@alternasecurities.com 

mrazo@alternasecurities.com 

ldiaz@alternasecurities.com 

lalejandre@alternasecurities.com 

lsuarez@alternasecurities.com 

aquincoza@alternasecurities.com 

frank.ingraham@acaglobal.com 

spadruno@alternasecurities.com 

pgomez@alternasecurities.com 

lmaldonado
Line
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Attachment D 

Alterna Securities, Inc.  
Business Continuity Plan  

Regulator Contact Information  

The following sets forth a list of the primary Regulators that Alterna submits filings and or reports 
to on a regular basis, including addresses and phone numbers: 

Financial Industry Regulatory Authority 

FINRA Staff Contacts:

Ania Bracero 
Risk Monitoring Director (RMD) 
Phone: (646) 315-8521 
Email: Ania.Bracero@finra.org

Davine Davids 
Risk Monitoring Analyst (RMA) 
Phone: (212) 858-4179 
Email: Davine.Davids@finra.org

Jeffrey Fortune 
Single Point of Accountability (SPOA) 
Phone: (646) 315-8693 
Email: Jeffrey.Fortune@finra.org 

Primary SEC Regional Office 
Fort Worth Regional Office 
Burnett Plaza, Suite 1900 
801 Cherry Street, Unit 18 
Fort Worth, Texas 76102 
Phone: (817) 978-3821 

Secondary SEC regional Office Miami 
Regional Office  
801 Brickell Ave., Suite 1800 Miami, 
Florida 33131 
Phone: (305) 982-6300 
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Focus Filings 

https://efocus.finra.org/ 

FINRA Web Site 

https://www.finra.org 
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Attachment E 

Alterna Securities, Inc.
 Business Continuity Plan  

State Regulator Contact Information  

Texas 
Texas State Securities Board 
5th Floor 
208 East 10th Street 
Austin, Texas 78701 
Phone r: (512) 305-8300 

Arizona 
Arizona Corporation Commission 
Securities Division - 3rd Floor 
1300 West Washington St. 
Phoenix, Arizona 85007 
Phone Number: (602) 542-4242 

California 
Department of Corporations – Broker-Dealer 
Suite 200 
1515 K Street 
Sacramento, California 95814 
Phone: (916) 653-7244 

Colorado 
Colorado Securities Division 
1580 Lincoln Street, Suite 420 
Denver, Colorado 80203  
Phone Number: (303) 894-2320 

Connecticut 
State of Connecticut 
Department of Banking 
260 Constitution Plaza 
Hartford, Connecticut 06103 
Phone Number: (860) 240-8299 

Delaware 
Delaware Securities Division 
Carvel State Office Building 
820 N. French Street, 5th Floor 
Wilmington, Delaware 19801 
Phone Number: (302) 577-8424 

Florida 
Office of Financial Regulation 
The Fletcher Building 
200 East Gaines Street 
Tallahassee,  Florida 32399 
Phone: (850) 922-3137 
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Illinois 
Illinois Securities Department 
69 West Washington Street 
Suite 1220 
Chicago, Illinois 60602 
Phone Number: (217) 782-2256 

Indiana 
Indiana Securities Division 
302 West Washington Street 
Room E 111 
Indianapolis, Indiana 46204 
Phone Number: (317) 232-6688 

Michigan 
Conduct Review & Securities Division 
Office of Financial & Insurance 
Services 611 West Ottawa St., 3rd Floor 
Lansing, Michigan 
Phone Number: (877) 999-6442 

Nebraska 
Securities Bureau 
Dept. of Banking & Finance 
1200 N St. Atrium Suite 31 
Lincoln, Nebraska 68508 
Phone Number: (402) 471-3445 

Nevada 
Securities Division 
5th Floor, Suite 5200 
555 East Washington Avenue 
Las Vegas, Nevada 89101 
Phone: (702) 486-2440 

Massachusetts 
Massachusetts Securities Division John 
W. McCormack Building
One Ashburton Pl., Room 1701 Boston,
Massachusetts 02108
Phone Number: (617) 727-2850

Minnesota 
Minnesota Department of Commerce 85 
7th Place East, Suite 500 
St. Paul, Minnesota 55101-2198 Phone: 
(651) 297-1959

New York 
State of New York 
Investor Protection & Sec. Bureau 
120 Broadway, 23rd Floor 
New York, New York 10271 
Phone: (212) 416-8222 
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South Carolina 
Office of Attorney General 
Rembery C. Dennis Office Bldg. 
1000 Assembly Street 
Columbia, South Carolina 29201 
Phone Number: (803) 734-9916 

Washington  
Dept. of Financial Institutions 
Securities Division 
150 Israel Road, SW 
Turnwater, Washington 98501 
Phone Number: (360) 902-8760 

Georgia 
Office of Secretary of State 
Securities & Charities Division 
2 Martin Luther King Jr. Drive SE, Suite 317 
Atlanta, Georgia 30334 

Pennsylvania
Dept. of Banking and Securities
17 N. Second Street, Suite 1300
Harrisburg, PA 17101

North Carolina 
NC Department of the Security of State Securities Division 
Department of the Secretary of State 2 South Salisbury Street 
Raleigh, North Carolina 27601

South Dakota
Division of Insurance - Securities Regulation
124 S. Euclid Avenue, 2nd Floor
Pierre, SD 57501

Washington
Department of Financial Institutions
Securities Division
PO BOX 9033
Olympia, WA 98507-9033
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Attachment F 

Alterna Securities, Inc.  
Business Continuity Plan  

Critical Business Constituents 

MGL Consulting, LLC:   FINOP  
8708 Technology Forest Place, Suite 100, The Woodlands, TX 77381   
Phone: 281-367-0380 
e-mail:  mlegaye@mglconsulting.com
Web site: www.mglconsulting.com

Hollis & Rogers, LLC: 

Compliance Consulting 

1600 Highway 6, Suite 230 
Sugar Land, Texas 77478 

LOGIX Communications: Internet and telephone provider 
PO Box 3608 
Houston, Texas 77253-3608 

Federal Express: Mail service 
PO Box 660481 
Dallas, Texas 75266-0481 

Iron Mountain: Offsite shredding provider 
PO Box 915004 
Dallas, Texas 75391-5004 

EEPB, PC: Accounting Auditors 
1333 West Loop South, Suite 1400 
Houston, Texas 77027 

Cipperman Compliance Services: 

Tax Consulting 

480 E. Swedesford Road, Suite 220 
Wayne, PA 19087 

28330 Network Palce
Chicago, IL 60673-1283

LexisNexis: Risk Solutions

Primary Suppliers 

Fragomen, Del Rey, Bernsen & Loewy, LLP
    1355 Peachtree Street NE
    Suite 900
    Atlanta, GA 30309
    Phone: 732-865-5000
    

Immigration Attorney
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Smarsh: Email archiving provider 
921 SW Washington Street Ste 540 
Portland, Oregon 97205 
Phone: 718-710 4945 

 Bloomberg: Business and Financial Information  
Bloomberg Finance L.P. 
PO Box 30244 
Hartford, Connecticut 06150-0244 

 QuickBooks Online Plus: Accounting platform 
ID # 179983865 
http://qbo.intuit.com 
http://quickbooksonline.intuit.com/support. 

Westerman & Associates  (IT) 
Westerman & Associates 
4801 Woodway, Suite 170E 
Houston, Texas 77056 
Phone Number: 713-520-8282 

QVS Communications (Phone Service Installation and Maintenance) 
QVS Communications 
411 Spring Pines Drive  
Spring, Texas 77386-1213 
Phone Number: 281-296-6861 

Aleo Consultants, LLC (IT) 
Aleo Consultants, LLC 
4623 Cinco Forest Trail  
Katy, Texas 77494 

Claro Enterprise Solutions, LLC Telecommunications 
Claro Enterprise Solutions, LLC  
3350 SW 148th Ave. Suite 400 
Miramar, FL 33027 

Nextiva Phone System
9451 East Via de Ventura
Scottsdale, AZ 85256
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395 Page Mill Road, Suite 150
Palo Alto, CA 9436 

Henneman Rau LLP  Legal  
Henneman Rau LLP 
815 Walker Street, Suite 1440 
Houston, Texas 77002 

Spectrum Business   Back Up Internet Connection 
Time Warner Cable 
PO BOX 60074  
City of Industry, CA 91716-0074 

Comcast  Back Up Internet Connection 
PO BOX 60533 
City of Industry, CA 91716-0533 

SalesForce.com Inc. CRM 
PO BOX 203141 
Dallas, TX 75320-3141 

Sabo Accounting & Tax Services, P.C.    Accountants  
2323 S. Shepherd, Ste. 970 
Houston, TX 77019 

SentryLink        Background Information 
7500 Greenway Center Drive 
Greenbelt, MD 20770

Markit TAG Rule SEC 606 Reporting  
The Transaction Auditing Group Inc. 
450 West 33rd Street, 5th Floor 
New York, NY 10001  

CHUBB Fidelity Bond Insurer 
1133 Avenue of the Americas 
New York, NY 10036 

Digital Defense, Inc.      Cyber Security-External and Internal Penetration Testing 
9000 Tesoro Drive, Suite 100 
San Antonio, TX 78217 

Jumio Corporation  ID Verification 
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Security Snapshot, LLC        Cyber Security-Security Awareness Training  
PO BOX 1306 
Marble Falls, TX 78654 

DocuSign Electronic Signature 
221 Main Street, Suite 1000 
San Francisco, CA 94105 
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Align
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Pershing, LLC 
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Firm Element Continuing Education Provider
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Purpose 

The purpose of this document is to provide BNY Mellon | Pershing clients with an overview of its business 

continuity (“BC”) and disaster recovery (“DR”) plans, including a high-level definition of the policies and 

procedures that will be employed in the event of a business interruption. Please note that this document 

may be amended by Pershing, at its sole discretion, as material changes are made to Pershing’s 

infrastructure, operations, and contingency plans.  

Applicability and Scope 

Pershing maintains a formal Business Continuity Program (“BCP”) in alignment with the BNY Mellon 

Enterprise Resiliency Policy to enable and build preparedness and response capability to navigate 

through business outages/events. This policy establishes requirements for BNY Mellon before, during and 

after a disruption event (“Disruption”).  

Pershing’s BCP is designed to be viable, executable, and validated through testing to ensure a confident 

state of readiness and recovery response to mitigate impacts from a disruption event lasting a minimum 

of one week (seven consecutive days) and beyond. 

The BCP is designed with an “all-hazards” planning approach for continuing functions regardless of the 

cause or scenario of the event. The approach is structured around specific and probable dependency loss 

scenarios: 

 Loss or unavailability of Locations (building/facilities/workspace). 

 Loss of unavailability of Staff (including specialized personnel, contractor & temporary workers), 

including a macro-level Pandemic event. 

 Loss or unavailability of Applications (Information Technology services/hardware/software), 

including a macro-level Cybersecurity event. 

 Loss or unavailability of Third-Party products and/or services (not limited to technology-based 

services) 

 Combinations of the above scenarios. 

 

Basic Assumptions 

The BCP is based on the following assumptions:  

1. Based on the redundancy and geographical dispersion of Pershing’s facilities, Pershing assumes 

that no more than one of its critical facilities will be affected at one time.  

2. Based on Pershing’s efforts to safeguard its facilities (for instance, Pershing’s maintenance of 

redundant generators, chillers, etc.), Pershing assumes that its critical infrastructure (including 

electricity, water, heat, ventilation, air conditioning, etc.) will remain operational if the facility is 

accessible. 

3. If an incident causes the evacuation of one of Pershing’s operations centers, Pershing will 

declare a BC event and activate its BCP.  

4. Pershing anticipates that, in the event of an interruption affecting one of its facilities, its remaining 

processing facilities will continue to provide uninterrupted service while the critical staff from the 

affected site relocates to an alternate facility. However, depending on the severity of the 

interruption, there may be a slight degradation of services during this time.  



 

 

5. If an incident causes the closing of the data centers, Pershing will declare a DR event and 

activate its DR plan. This may result in an outage up to four hours while processing is transferred 

to the alternate data center.  

6. Pershing assumes critical industry utilities and counterparties (such as the Depository Trust & 

Clearing Corporation [DTCC], Security Industry Automation Corp. [SIAC], etc.) are operational.  

7. Pershing assumes that it will have adequate staffing available during the event.  

8. Pershing assumes that client-supplied data communication lines between the client and 

Pershing’s primary and alternate data centers are redundant.  

Incident Management 

Incident management at Pershing is a collaborative effort between Incident and Crisis Management and 

subject matter experts within Corporate Support functions – including, but not limited to- BNYM Enterprise 

Resiliency Office (“ERO”), Technology Services Group (“TSG”) and Information Security Department 

(“ISD”)/Cybersecurity. Restoration of applications and systems and resumption of technical capabilities 

around business services is led by these teams with support and coordination from Enterprise Resiliency 

Office and Incident and Crisis Management (“ICM”) office under the ICM Program. 

Pershing’s incident management response structure includes a multi-disciplined team, scripted processes 

and a series of workflows developed from regular testing, planning, and historic response scenarios. The 

Incident Management Team (IMT) will be activated during any declared BC or DR event and will manage 

operations through recovery to business as usual (BAU).  

The accompanying diagram illustrates Pershing’s IMT composition. 

 

 

 

 

 



 

 

Incident Management Team  

IMT members and their alternates are key subject-matter experts whose extensive experience at 

Pershing allows them to understand the requirements of specific business units, while maintaining a 

corporate-wide, client-focused perspective.  

Enterprise Resiliency Office  

 Obtains the operational status of business, technology, and client liaison teams  

 Coordinates with Pershing Resiliency Leads  

 Ensures the response is implemented timely and accurately  

 Manages the incident and recovery activities through closure  

 Performs post-event analysis and documentation 

Pershing Business Resiliency Leads   

 Determine if incident requires further escalation 

 Act as liaisons to the Pershing Executive Committee  

 Make decisions and executes strategies for the IMT 

 Coordinate activities at the corporate, business and technology unit levels  

Pershing Operational Resiliency Leads 

 Communicates to the business unit status of the IMT and shares IMT decisions to business 

managers. 

Pershing Business Units 

 Represents the client’s interest in the decision-making process  

 Assesses operational and credit risk environments to assist in determining contingency actions  

Pershing Technology 

  Thoroughly assesses technology environment and individual applications. 

  Delivers timely information to IMT  

 Establishes priorities and coordinates the allocation of Pershing’s technology resources, third-

party technical vendors. 

 Ensures that IMT directives are implemented 

 Communicates with third-party engagement managers and service providers  

Pershing Business Continuity 

 Launches notification to IMT members  

 Ensures that appropriate information is collected about the incident and determines the status of 

the business unit’s operational readiness  

 Provides timely and accurate status and recovery information to stakeholders 

 Ensures departments comply with the requests of the IMT in a timely manner  

 



 

 

BNY Mellon Business Partners 

 Marketing and Communications Team manages outbound communications and ensures that 

communications are delivered promptly and accurately  

 Act as liaison to industry and regulatory agencies 

 Provide information on impact of the incident  

 Support and facilitate the firm’s contingency actions  

 Ensure implemented contingency actions are compliant with laws, rules, and regulations, and 

provide sufficient controls  

Communications Process  

Incident Communications 

The Enterprise Resiliency Communications (ERC) team is responsible for ensuring an appropriate, targeted, 

and timely communications response to significant incidents where there is a clear business resiliency 

requirement, or which require urgent communications response (i.e., within two hours). The ERC team should 

be engaged via the ‘Issues List’ process, or to discuss potential communications support via 

Resiliency_Communications@bnymellon.com.  

The ERC team is not a substitute for client service or business as usual communications functions where 

there is no urgent or resiliency implications. 

An ERC team member, working with identified business stakeholders will create an appropriate draft, secure 

the relevant approvals, and distribute the message. The team will then follow the same process for any further 

urgent communications requirements related to the incident. 

 

 



 

 

Security Policies 

Data Security 

DR access to Pershing’s systems during a disaster remains consistent with normal production access. 

This is achieved by using mirrored or replicated images of the security rules and systems.  

Physical Security Access 

If there is a security system failure at Pershing’s facilities, the following procedures will be implemented:  

 Only Pershing employees and authorized vendor support personnel will be allowed access to the 

facility and all access will be monitored. All employees will be required to show a valid Pershing 

identification card and authorized vendor support personnel will be required to sign in with 

Corporate Security personnel each time they enter the facility.  

 Access to restricted areas (such as the data center) will only be authorized after the requestor of 

access has been verified by Corporate Security, and only if all designated approvals from 

accompanying department directors, senior managers, or both, are in place.  

 Corporate Security will maintain an up-to-date database of all approved employees with 

programmed card access rights and a sign-in authorization listing for privileged access to these 

restricted areas.  

 Business Continuity (People and Processes) 

Pershing defines BC as the firm’s ability to provide continuous, reliable, and uninterrupted service to the 

company’s clients during and after an unplanned business disruption. Integral to the success of 

Pershing’s BCP is Pershing’s investment in geographically dispersed redundant processing centers, as 

well as the ability to relocate staff and resume business functions at one of several alternate work sites as 

well as working remotely.  Resilience is an extension of ongoing business and all employees are 

responsible for maintaining a state of preparedness. All staff are provided general awareness and training 

regarding BC concepts to ensure they are equipped to react, respond, and recover from a disruption 

event. In addition, employees with BC roles are required to take annual training to review key 

responsibilities to properly assess, plan, strategize, and verify recovery capabilities, as well as execute 

and lead during a disruption. Pershing tests its BC plans and regularly. 

Business Continuity Plans and Risk Assessments 

Consistent with Financial Industry Regulatory Authority® (FINRA®) Rule 4370, Pershing maintains formal 

business continuity plans that detail the business continuity strategies and processes for each business 

unit. These plans are updated annually at a minimum or whenever there is a material change to the 

business, operations, or infrastructure.  

Pershing’s business continuity plans are designed to be flexible enough to address any of several 

contingencies. Plans include strategies addressing the loss of a facility, a technology outage and/or a 

staff shortage, including a pandemic. While Pershing plans for events of varying impact, not all events 

with the potential to impact its business can be anticipated. Whether the event is local, national, or global, 

Pershing is confident that it will be able to meet its obligations to its clients. 

Pershing’s business continuity plans are maintained within each business unit, as well as in a repository 

on the internal network.  



 

 

Geographically Dispersed Processing 

Pershing operates redundant processing centers in New Jersey, Florida, and Chennai, India. Critical 

processing is divided across two or more of these locations to minimize business interruption in the event 

of an incident affecting one of the facilities and/or geographies. 

Alternate Work Sites 

Pershing manages a global portfolio of recovery solutions to facilitate the ability to respond to disruption 

of the availability of a building, and workforce. Wherever possible, our businesses leverage BNY Mellon’s 

diverse global footprint to geographically disperse operations across multiple locations. This global 

approach to workload balancing provides cross-regional recovery, by transparently transferring workload 

from one geographic location to another. Our contingency sites are designed to satisfy recovery 

requirements and support business processes and operations. Sites are located at sufficient distances 

from the primary facility to mitigate impact from the same event but within a reasonable travel distance to 

enable staff to meet recovery time objectives. In addition to alternate work sites, authorized staff is 

equipped with remote access capabilities, allowing them to access necessary systems remotely through a 

secured gateway. 

Testing 

Our resiliency posture is continuously enhanced through a rigorous testing program. A variety of 
exercises enable us to challenge, verify and demonstrate our ability to mitigate disruption risk/impact, 
identify improvements and validate recovery capabilities. 

 Call Notification: to validate our ability to communicate instructions and ascertain staff well-being 
and availability (quarterly). 

 Remote Access Recovery: Staff works independent of the primary location from virtually 
anywhere there is stable power and internet by using secure connection through VPN and/or 
VDS access 

 Work Transfer: Shifts the work to a different geographic location and set of staff (Required for 
Critical, Extremely Critical and Super Critical functions) 

 Alternate Procedures: to assess our ability to implement manual or alternate processing or work, 
where feasible (annually). 

 Industry Collaboration: participation in global forums and sector exercises to ensure integration 
with industry and market partners. 

Disaster Recovery (Technology) 

Overview 

Pershing defines DR as the orderly return to normal technology operations at an alternate site after an 

unplanned technology interruption at the primary site. The recovery process is initiated upon direction of 

Pershing’s senior management and includes the recovery of the technology infrastructure and the 

technology personnel responsible for supporting it.  

Sites 

Pershing’s approach begins with disaster avoidance by housing production and recovery systems within 

geographically dispersed internal Pershing data centers. The data center in New Jersey is located 

approximately 800 miles from the data center located in the Tennessee. The data centers are available 

immediately at time of disaster (ATOD) to support the initiation of recovery efforts and command center 



 

 

staff from the Tennessee or New Jersey data center can operate systems in either of the sites. The data 

centers are, hardened facilities with separate power grids, dual power feeds from redundant substations, 

generator backup, redundant network feeds from diverse telecommunications carriers, perimeter fencing, 

external and internal video monitoring, on-site security officers, multi-level access authentication and 

other industry standard security procedures. Pershing can operate indefinitely in its recovery site. 

Systems 

System and application backup and recovery uses active-active/load-balanced systems, asynchronous 

disk-mirroring, and database disk replication technology between the data centers.  Pershing's NetX360 

environment is an active-active/load-balanced environment across these two geographically dispersed 

data centers. In the event of loss of one location, the “surviving” site will continue to function with users 

directed to that site to perform work by incorporating high levels of dynamic network routing and 

automation with minimal manual intervention required.  Mainframe systems are active/standby.  As a 

result, it is our objective that our systems can be restarted and operational in less than four (4) hours 

(recovery time objective or RTO), with less than five (5) minutes of data loss, (recovery point objective or 

RPO). 

In addition to disk mirroring/data replication between the data centers, on an ongoing basis data from the 

primary data center is also replicated to the alternate site via a complement of redundant Virtual Tape 

Subsystems (VTS) that exist in both the primary and alternate sites in support of local and remote tape 

backups. These additional backups are performed over the network via Tivoli Storage Management 

(TSM) or virtual tape systems which archive it to the data domain later in the day. Data domain replicates 

the data over the network to the alternate data center, so these additional copies of the data reside in 

both the primary and alternate data centers. Backups are taken locally and replicated to the alternate data 

center and remain on-site. Backups are taken by applications and/or systems on an intraday, daily, 

weekly, monthly, annual and/or other periodic or scheduled basis based on the requirements of that 

application or system to include image copies of databases. Backups and archives are maintained in-

house, in accordance with Pershing’s defined data retention policies and regulatory requirements. 

Availability of data to clients is equally important, so Pershing also builds internal redundancy into its 

network design. Its geographically dispersed data centers are designed to support the network in the 

event of a disaster at either location.  

Plans and Testing  

Consistent with the FINRA Rule 4370, Pershing maintains formal DR plans designed to address several 

contingencies including total loss of the primary processing facility.  The DR plans include, but are not 

limited to, sections containing an overview of the application, the plan audience and interested parties, 

plan ownership from both business and technology, key contacts (internal/external), application 

classification and recovery time, plan summary, application primary/alternate site locations and flow 

diagrams, server configuration, network configuration, test application normalization procedures and 

validation scripts along with any additional supporting documentation, diagrams, or other information 

deemed appropriate.   
 

Pershing’s DR testing and resiliency exercise program fully complies with FINRA Rule 4370 and 

incorporates the following: 

 

Production resiliency data center rotation exercises of mainframe and distributed systems are 

performed.  These are controlled data center rotations of our production systems to and from our two data 

centers using replicated data to resume production operations and processing in either site.  Once 

production processing is reestablished data created in the current data center is replicated to alternate 

site for contingency. These are performed semi-annually at a minimum. 



 

 

 

 

DR testing is a formal full-cycle process that encompasses scheduled quarterly tests, ad-hoc testing, 

recovery site, and external exercises that addresses business, technology, audit, and compliance 

requirements. Tests are internal, customer-facing and/or industry-facing e.g., the Securities Industry and 

Financial Markets Association (SIFMA), the Securities and Exchange Commission (SEC) Regulation 

Systems Compliance and Integrity (Reg SCI), and/or the Investment Industry Regulatory Organization of 

Canada (IIROC).  These tests include participation from internal users, our clients, vendors, utilities 

and/or exchanges and include, but are not limited to, scripted testing of order entry and validation, 

account management functions and receipt of execution reports, load testing and file transfers. Generally 

scheduled quarterly. 

 

Mainframe Batch Testing is a simulation of a catastrophic loss of the primary datacenter during the 

height of the mainframe overnight batch cycle. The restoration of the mainframe system, job scheduler 

and restart of batch processes are performed followed by the resumption of the batch cycle in the 

alternate data center.  After thousands of jobs have executed the online systems are brought up.  This 

exercise demonstrates the ability to restart and run the mainframe batch cycle as well as verify online 

access and data entry to ensure systems are ready for start-of-day processing. Generally scheduled 

annually. 

 

Additional Performance testing is used to monitor system performance under extreme stress and to 

measure throughput at volumes that are significantly greater than normal production averages or peaks. 

Using the recovery systems and data taken from actual production, the systems, queues, readers, and 

transactions mimic the production environment. Therefore, the results of these exercises provide 

important metrics that are used to determine the dynamic scalability of interrelated systems and identify 

potential bottlenecks or contention when handling these intense volumes.  Generally scheduled quarterly. 

 

After each exercise, a written assessment is prepared documenting any problems encountered or areas 

for improvement. Action plans are developed and implemented to remediate any issues that are 

identified. Each exercise, whether it is the initial certification or periodic, has a record created with specific 

tasks and test/validation cases assigned to specific technology and/or business testers/validators.  Issues 

identified during the exercise are reported via the problem management tool to ensure the item is 

documented and formally tracked using standard operating procedures.  After each exercise, an 

assessment is prepared documenting any problems that were encountered or areas where improvement 

may be necessary. Action plans are developed and implemented, including a Root Cause Analysis (RCA) 

if required, to remediate any issues identified. 

 

 

 




