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Abstract 

Racism, ageism, body shaming, and femmephobia are common tropes in user profiles on gay-

targeted social networking sites. The blog Douchebags of Grindr is dedicated to the task of 

chronicling this perceived misbehavior, posting screenshots of offensive profiles for public view 

and ridicule. Do websites like Douchebags of Grindr breach the expected sociotechnical 

boundaries of gay social networking services, decontextualizing and resharing personal 

information without permission? Or do they serve a critical role in organically refining the 

boundaries of acceptable conduct within online gay communities? This chapter examines how 

personal data flows across networked platforms, suggesting that flows of personal information 

like Douchebags of Grindr play a critical part in allowing users to negotiate standards of 

behavior in networked environments. While I stress the social role played by these vernacular 

user practices, I offer specific sociotechnical solutions that may mitigate the reputational and 

privacy risks created by Douchebags of Grindr. 
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Normatively speaking, many networked platforms are uncharted territory. For the early 

users of a new social networking service, it’s often unclear what the boundaries of appropriate 

behavior within a particular context actually are. Explicitly and implicitly, users are frequently 

put in the position of negotiating complex and broad behavioral questions: How are you expected 

to treat other people within the context of a given platform? What uses of a service’s features are 

considered impolite? How should conflicts between users be resolved? These questions are often 

left unanswered by a service’s developers, and are instead left to users to adjudicate for 

themselves. In a space of unknown or uncertain norms of conduct, it’s often unclear how users 

should establish the ground rules for interacting with each other. 

 This chapter takes up the process of normative negotiation by examining gay men’s use 

of public blogs to capture, display, and discuss instances of perceived misbehavior on the gay-

targeted geosocial networking application Grindr. Specifically, I look at the blog Douchebags of 

Grindr, which publishes screenshots of Grindr profiles that the site’s authors deem inappropriate, 

offensive, or otherwise “douchey.” Since the blog’s launch in 2011, the site’s authors have 

posted hundreds of profile screenshots, all of which display unobscured profile information — 

including, in many cases, photographs that includes a user’s face. I suggest that Douchebags of 

Grindr serves two different but complementary functions: On one hand, the site gives Grindr 

users the opportunity to directly engage with the contested norms of proper behavior on gay 

social networking services — explicitly addressing instances of perceived racism, ageism, or 

“femmephobia” that otherwise only rarely enter into public discussion. On the other, the blog is a 

widely-read and widely linked-to source of entertainment, attracting a readership that is not 

limited to the men who use Grindr. The dual nature of Douchebags of Grindr as both 

entertainment and normative battleground confounds attempts to either condemn or celebrate its 



existence. While the ongoing negotiation of behavioral norms taking place among Grindr users 

may indeed require that “douchebags” be publicly identified as such, it’s difficult to deny that 

even accused douchebags ought to have an opportunity to know how and by whom their personal 

information is being used.  

My task in this chapter is to attempt to disentangle the complex and contingent ethical 

morass created by vernacular user practices like Douchebags of Grindr to identify clear points of 

risk, as well as actionable sociotechnical approaches to mitigating those risks. Ultimately, I 

propose both policy- and software-driven solutions that make it more challenging for users to 

remove other people’s personal information from the Grindr platform without their knowledge. I 

suggest that any attempt to mitigate the potential harmful effects of inter-platform data flows 

need to recognize both their risks and, in many cases, their necessary social functions. 

“It’s just a preference” 

There’s little room to dispute that many of the user profiles posted on Douchebags of Grindr are 

offensive. The several hundred posts on the site showcase a wide range of creatively-expressed 

prejudices: racism, ageism, “femmephobia” (a dislike of perceived effeminate behavior), and 

“body fascism” are frequent tropes. A representative sample of posts on the blog includes 

profiles with captions that read: 

 “Squinty eye, no reply.” 

 “No bears, twinks, fats, fems. Please dnt ever hit me up if you will make me throw up with 

your pics!” 

 “No Disease thank god! Im about to show You F A G s what youve been missing!” 

 “I block ugly/old ppl that try to get at me.” 



 “Don’t be gay. Gentleman and Argentinians to the front. NO shorty’s, asians, fats, or fems. 

Be masc and funny.” 

 “Hey what’s up looking for friends and people to talk too. Boxer briefs are a turn on. Sorry 

not into black people.” 

 “no sushi aka no asian” 

 “I’m a gay GUY! If I wanted to date someone feminine I would be straight and with a girl.” 

 “I block more Asian than the Great Wall of china.” 

 “hate everything. no fats, fems, olds, uglies or ethnics.” 

 “Not in2 taste of Asia or India . If I wanted that I’d go to a restaurant.” 

 “WHITES ONLY!! All blacks, keep moving cuz I ain’t interested unless u can prove not 

all blacks are the exact same mkay?” 

 “What’s with Asians wanting to spoon? Don’t they use chopstix!? Ps: I’m not racist, I own 

a colour tv.” 

 “Just a normal guy here. Not attracted to HIV+ guys, Muslims or Jews. No stalkers or 

anyone with a mental disability, either. I’m serious - NORMAL ONLY.” 

The profile screenshots are frequently accompanied by a caption explaining why the depicted 

user is a douchebag (for example, “OMG really racist douche”), as well as a survey that allows 

visitors to the site to vote (using a 1-5 scale, from “not such a douche” to “supermegadouche”) 

on precisely how objectionable they find the profile. 

 In part, Douchebags of Grindr speaks to distinctive historical negotiations of desirability 

and proper conduct that have substantial roots in American gay culture. Many of the themes 

chronicled on Douchebags of Grindr are instantiation of long-standing contestations of 

desirability in Western (and, particularly, American) gay culture (Han, 2007). On one hand, 



attraction and preference for particular sexual partners is a deeply individual process, rooted in 

personal histories, and highly specific combinations of social, cultural, and sexual contexts; one 

man’s Adonis might not get a second look from another. In the words of one commenter on the 

site, “And preferences are a bad thing because...?”1 Or, in a lengthier post from another visitor to 

the site, 

REALLY?? so if someone is not into Asians or Blacks they are Racist?...it’s 

CALLED Freedom to Choose who you want and Don’t want Not Racist!!..Maybe 

if Blacks and Asians didnt pester the shit out of people on Grindr and other 

websites and could SPEAK proper English and Not Ebonics..They might get the 

respect they so Crave!!2 

Undoubtedly, people should have a “freedom to choose” their sexual partners. But, crucially, the 

poster’s reaction frames sweeping generalizations about groups of people as reasonable, non-

prejudicial expressions of preference. Further, any contact with users outside of the preferred 

groups is characterized as bothersome pestering. These justifications are common, and indicate 

the continuing contestation in gay male culture over norms of proper conduct and 

communication around sexual preference.  

 In practice, the expression of sexual preferences has tended to focus on predominantly 

negative sentiments about a relatively small set of markers of identity. Writing about text-based 

chats on Gay.com, Andil Gosine notes that disclosing his ethnic background (Indian) frequently 

resulted in abrupt conclusions to conversations that, moments earlier, had been engaged, lengthy, 

and flirtatious (Gosine, 2007, p. 144). Senthorun Raj (2011) has chronicled similar experiences 

 
1 User comment, posted on 9 June 2014 at http://www.douchebagsofgrindr.com/2015/04/douche/ 
2 User comment, posted on 22 July 2011 at http://www.douchebagsofgrindr.com/contact/ 



on Grindr. And, across a range of networked services and national contexts, researchers have 

noted that Asian men are particularly frequent subjects of these discourses of preference (Riggs, 

2012). This calls into question overly relativistic attempts to frame the logic of “no fats, no fems, 

no Asians” as “just a preference.”  

 The emergence of networked sites for gay interactivity has increased the visibility of this 

contestation of preference. In a study of gay men in Los Angeles, for example, Jay Paul, George 

Ayala, and Kyung-Hee Choi suggest that gay social networking sites have crystallized racialized 

sexual preferences, even though those preferences undoubtedly existed offline: 

In face-to-face social interactions, race or ethnicity was a factor whose power was 

more often expressed in an oblique and coded manner and felt inferentially; 

online ads made clear and amplified the sense of race or ethnicity as a source of 

difference and value. (Paul, Ayala, & Choi, 2010) 

They likewise suggest that the relative anonymity of social networking services is a critical 

affordance for this more overt disclosure of racial and ethnic preference. It isn’t that the 

individuals expressing prejudicial or offensively-worded preferences are blithely unaware of the 

potential hurtfulness of their statements; rather, the authors suggest that individuals take 

advantage of the protections afforded by relative anonymity to express themselves more overtly 

(and therefore, potentially more offensively) than they otherwise might offline. In this sense, 

Douchebags of Grindr works to counteract the perceived pernicious effects of relative anonymity 

in networked spaces by preserving and publicizing the negative conduct of certain users. 

 Critically, however, Douchebags of Grindr has also attained a degree of mainstream 

popularity within the genre of name-and-shame internet entertainment. The site has received 

frequent mentions on gay-targeted blogs and websites like Queerty and Towleroad, which 



describe Douchebags of Grindr as both a chronicle of all-too-familiar bad behavior on gay social 

networking sites and a source of comedy (Villarreal, 2011). More mainstream outlets have also 

taken notice, with mentions of Douchebags of Grindr appearing on the Huffington Post (Cooper, 

2012; Whitney, 2012), Gawker (Moylan, 2011), and in the New Zealand Herald (Suckling, 

2014). These mainstream mentions not only introduce new audiences to Douchebags of Grindr 

(beyond the initial circulation of the site in gay circles), but also reframes it as primarily 

comedic, rather than adjudicatory, in nature. 

Contested ethics 

The dual nature of Douchebags of Grindr — of social tool on one hand, and public venue for 

entertainment on the other — has given rise to a broad contestation of the blog’s ethics. Even 

when readers do not find fault in the actions of the site’s authors, they recognize the potential 

harms inherent in the blog’s treatment of personal information; on balance, they simply find that 

the benefits of the site outweigh its risks. Other readers explicitly critique the techniques 

employed on Douchebags of Grindr, suggesting that the site may do more harm than good. I 

want to map out some of the debates in order to highlight the need for a less ethically contingent 

approach to flows of personal information. 

 I want to begin by stressing that, independent of its coverage in mainstream media 

outlets, Douchebags of Grindr is understood by its readers (and, especially, by Grindr users) as a 

venue for publicly adjudicating user misconduct that would otherwise go unaddressed in the app 

itself. In part, Douchebags of Grindr exists because of a failure by Grindr’s staff to appropriately 

enforce the service’s articulated Terms of Service. Alongside a range of standard prohibitions on 

the use of the Grindr service for unlawful purposes or the dissemination of unsolicited spam 

messages, the Grindr Terms of Service forbid users to 



post, store, send, transmit, or disseminate any information or material which a 

reasonable person could deem to be objectionable, defamatory, libelous, 

offensive, obscene, indecent, pornographic, harassing, threatening, embarrassing, 

distressing, vulgar, hateful, racially or ethnically or otherwise offensive to any 

group or individual, intentionally misleading, false, or otherwise inappropriate, 

regardless of whether this material or its dissemination is unlawful. (Grindr, 

2014a emphasis added) 

A reasonable interpretation of this clause in the Terms of Service would suggest that many of the 

prejudicial statements chronicled on Douchebags of Grindr shouldn’t have been permitted to 

appear on the service in the first place. While Grindr users are able to report particular profiles as 

offensive within the app itself, the frequency with which these profiles appear suggest that either 

Grindr is unable to effectively enforce this portion of its TOS, or that the service’s operators are 

unwilling to wade into the “just a preference” disputes. 

 In an important sense, therefore, Douchebags of Grindr is a user-derived intervention into 

a perceived failure on the part of a service provider to effectively and sufficiently govern user 

conduct. A number of appreciative comments posted on the site reflect the perceived social need 

the site fulfills: 

Thanks so much for creating this website. The widespread douchebaggery on 

Grindr (not to mention manhunt, a4a [Adam4Adam], etc.) is disturbing, sad, and 

ugly. Shining a light on gay male racism, body fascism, and assholism is 



definitely needed and this is a great start. Maybe these guys will actually reflect a 

bit and see the error of their ways.3 

This commenter positions Douchebags of Grindr as a powerful actant in normative negotiations 

around gay online conduct. The individuals portrayed on the site, the commenter suggests, need 

to be shown “the error of their ways.” This posits a causal link between online shaming and 

behavioral modification: being called out as a douchebag of Grindr is presumed to have the 

effect of causing individuals to change how they express themselves on the service. Douchebags 

of Grindr is thus framed as an important instrument of behavioral intervention, rather than 

merely as a source of comedy for its readers.  

 Despite this, the privacy of the individuals portrayed in the photos is a frequent site of 

contestation. Many of the screenshots posted to the site include unobscured photos of users’ 

faces — some of which become the subject of mockery in their own right. As one commenter put 

it, 

I found myself enjoying this site but then became uncomfortable at the fact that it 

is douche-y in it’s own kind of tabloid-y, expose-all kind of way. ‘Let’s laugh at 

these guys.’ It’s not really constructive and somewhat hypocritical. ... I’d improve 

it by putting a black line over the eyes, so that the identities aren’t revealed if 

there are faces (then you can focus on the actual douche-y-ness that is written).4 

The commenter identifies a negative stylistic tendency on the site — a mocking approach that 

detracts from what he understands as the blog’s “constructive” goals — and suggests that greater 

privacy protections for the individuals portrayed would be helpful. Implementing a black bar 

 
3 User comment, posted on 20 July 2011 at http://www.douchebagsofgrindr.com/contact/ 
4 User comment, posted on 13 August 2011 at http://www.douchebagsofgrindr.com/contact/ 



over users’ eyes would allow visitors to the site to focus on general tropes of bad behavior, rather 

than on individual instances of misconduct. 

 A number of the photos also include revealing details that could be used to easily connect 

a screenshot of a profile to the actual identity of a user offline. One screenshot of a 19-year-old 

user shows him wearing a sweatshirt with a school’s name printed on it, with a barcoded 

identification badge hanging around his neck. While users themselves chose to share this 

information on their Grindr profiles, its permanent and public display on a blog raises serious 

questions about whether individuals ought to have the ability to control the circulation of their 

likenesses. In the words of another commenter,  

Although these posts are really funny I seriously believe the persons running this 

site should at least blur out some of the person’s faces. Thankfully I am not on the 

site, but I can see where this site could go wrong.5 

Manipulating the photos to blur out faces, the commenter suggests, would be a needed step in the 

direction of protecting the privacy of individuals portrayed on the site. Implicit in the comment is 

a claim about the ethical stakes for the site: by describing the posts as “really funny,” the 

commenter sets a fairly high ethical bar for justifying sharing Grindr users’ personal information. 

The rationalizations of the site’s practices offered by other commenters posit a lower ethical 

threshold, on the grounds that misbehaving Grindr users are intrinsically less deserving of 

privacy and protection. 

 The blog’s actions are also the subject of armchair legal scrutiny. Some readers, for 

example, dispute whether the site’s moderators in fact have a legal or ethical imperative to 

 
5 User comment, posted on 25 July 2011 at http://www.douchebagsofgrindr.com/contact/ 



obscure personally-identifying information in the screenshots they post on the grounds that 

Grindr profiles exist as public entities. 

The guys can’t sue. Who would they sue, and on what grounds? Can’t happen. 

They’re posting a profile on an app available to the public, and no privacy should 

be expected.6 

The implicit claim herein is that any interested party could download the Grindr application and 

browse user profiles; therefore, individuals who choose to share information on Grindr should 

not have any expectation that their information will remain private or bounded within the 

sociotechnical confines of the Grindr platform.  

 The Grindr privacy policy broadly reflects this understanding of publicity. In describing 

the types of information gathered, stored, and displayed on Grindr, the service’s privacy policy 

states that, “When you use the Grindr app, as a default, your profile information is public and 

other users of the Grindr app can see your profile information” (Grindr, 2013). Data on Grindr is 

public by default, and the Grindr profile (as an assemblage of public information) is described as 

a public entity. This understanding of publicness is also reflected in the “safety tips” offered in 

the Grindr Help Center: 

Most people would not tell a complete stranger their full name, phone number, 

email address or other sensitive personal information (including bank account 

details), so be wary when posting this info on your profile. Being careful about 

revealing your identity is a smart move [sic] when chatting on Grindr. (Grindr, 

2014b) 

 
6 User comment, posted on 25 September 2011 at http://www.douchebagsofgrindr.com/contact/ 



These documents put the burden for managing the circulation of personal information on users 

themselves. Keeping something decisively private, Grindr’s developers suggest, might require 

users to keep it off of Grindr altogether. This indicates to users that they should not have an 

expectation of privacy when they voluntarily share information through the Grindr service. 

 Some commenters go further, altogether dismissing privacy as an ethical framework by 

suggesting that users who behave badly on Grindr do not deserve (and therefore should not 

expect to receive) privacy: 

For the morons who believe that these assholes deserve privacy, you’re 

delusional. Cry me a fucking ocean. They create a public profile parading their 

racism and superficiality, with which they associate their likeness, and so 

therefore they deserve every piece of garbage and shit thrown at them. They have 

a right to do that, and we have a right to scorn them.7 

In this case, even if ordinary Grindr users were allowed a reasonable expectation of privacy 

(something that is not guaranteed in the Grindr privacy policy or Terms of Service), the 

commenter suggests that this expectation is negated whenever users publicly post inappropriate 

content. Further, the commenter insists that the users whose profiles appear on Douchebags of 

Grindr made an active choice to link their inappropriate comments with their likenesses — an act 

of self-revelation that further undermines any hypothetical claims to privacy they might make. 

 Ultimately, these contestations leave us with a seemingly intractable ethical morass. 

“Douchey” misconduct is balanced against even a racist user’s right to data sovereignty; the 

questionable stylistic approach of the blog is balanced against its contribution to the discursive 

negotiation of behavioral norms. The durability of these debates over the blog’s three year 

 
7 User comment, posted on 26 September 2011 at http://www.douchebagsofgrindr.com/contact/ 



history suggest that engaging with these questions of data ethics in the specific terms of 

individual misbehavior on Grindr has not been fruitful.  

 In place of a continued attempt to solve contingent ethical dilemmas, I advocate for an 

analytic approach that evaluates these uses of data, and Douchebags of Grindr in particular, in 

terms of the technical architectures that enable them. The following section expands upon how 

information moves between the Grindr service and the Douchebags of Grindr blog, and outlines 

an approach to enhance platform boundaries to mitigate the negative user safety consequences of 

these data flows. 

Enhancing platform boundaries 

Understanding the risks created by Douchebags of Grindr requires us to disaggregate the 

differing social functions of the site (normative adjudication and crass entertainment) from the 

technical processes that enable the display of Grindr users’ personal information on the blog. 

Focusing on the highly variable and subjective social outcomes of the site leads to the ethical 

quandaries I described in the previous section. By emphasizing the architectural characteristics 

of data flows between Grindr and the Douchebags of Grindr blog, we can identify which 

particular informational practices give rise to risk — independent of the social outcomes of those 

practices. Based on this analysis, I propose two solutions that increase the technical and social 

burdens associated with moving personal information out of Grindr, while still maintaining 

needed possibilities such data flows to take place. I argue that our overall goal, when faced with 

the dilemmas associated with these unexpected uses of data, should be to manage them to reduce 

risk, rather than close them off entirely. 

 A key element of this analysis is the recognition that when the flow of data across 

different platforms is not appropriately regulated or managed, this flow can create safety and 



privacy risks for individual users. The widely-adopted analytic framework of platform analysis 

(Crawford & Lumby, 2013; Gillespie, 2010; Hands, 2013; van Dijck, 2013; van Dijck & Poell, 

2013) provides critical tools for parsing how individual services function — as businesses, as 

social actants, and as powerful political forces. But in most cases, these analyses do not 

adequately consider the points of integration between different platforms, and how the rules for 

those integrations substantially impact the experience of individuals and communities online. 

Application-programming interfaces (APIs), like those made available by Twitter and Facebook, 

provide the technical specifications for how information may move between different platforms; 

but we should take care to examine those instances of inter-platform data flows which abide by 

looser or less formally articulated rules.  

I argue that Douchebags of Grindr exists as it does, and poses risks to its users, because 

of insufficiently articulated platform boundaries around the Grindr service. The risks in the data 

flow between the Grindr app and the Douchebags of Grindr blog derive from the changing rules 

for information management between the two platforms. When someone takes a screenshot of 

the Grindr application, the protections afforded by the technical structure of the Grindr service 

— namely, the limited capacity to access Grindr user data exclusively within a Grindr client 

actively connected to Grindr’s servers — are subverted, resulting in the creation of unrestricted, 

open-format images, capable of circulating across different platforms with few (if any) barriers 

to their spread.  

It’s easy to frame the circulation of these images as a problem with Grindr itself. Grindr’s 

developers have already articulated a set of fairly protective Terms of Service, many of which at 

least nominally prohibit the practices that enable the use of users’ likenesses and profiles on 



websites like Douchebags of Grindr. Three separate provisions in the Grindr Terms of Service 

could be interpreted as prohibiting precisely these practices: 

1. Personal information ownership: Grindr asserts that users own the content they 

submit to Grindr. In using the app, users grant Grindr an “irrevocable, nonexclusive, 

royalty-free and fully paid worldwide license” to use that content to enable 

participation in the Grindr service. This does not, however, grant other users who 

access information on Grindr a license to store, transmit, or reuse that information. 

Grindr could emphasize this lack of a reciprocal license between users, making it 

clearer to users that they can reasonably assert ownership over their personal 

information on Grindr, including when that information is used by other individuals 

outside of the bounds of the Grindr service. 

2. Application information ownership: Grindr asserts its ownership over the Grindr 

software, including the app’s interface, design, and information structures. These 

rules are primarily intended to prevent other developers from releasing copycat 

applications that directly infringe on Grindr’s intellectual property rights. They could, 

however, also allow Grindr to frame the use of app screenshots on Douchebags of 

Grindr as an unauthorized use of the service’s intellectual property (as it extends to 

the app’s interface and conventions for data display). 

3. Public display: Grindr prohibits the display of the Grindr application and profile 

information on any “external display or monitor,” as well as in public settings. Grindr 

could choose to expand the definition of “public settings” to include the redisplay of 

user data on blogs and other websites. 



In each of these cases, Grindr’s developers have already laid the policy groundwork for 

preventing sites like Douchebags of Grindr from operating. The problem with each, however, is 

enforcement. 

 In the case of a solution based on personal information ownership, this would require 

individual users to pursue takedown proceedings directly against sites like Douchebags of Grindr 

(as well as any sites that repost their personal information). While these procedures have become 

increasingly common, the burden they place on individual users who do not necessarily have 

access to the legal resources needed to take these actions is significant. This transforms the 

management of inter-platform data flows into another task of the “care of the self” — a 

neoliberal assignment to diligently monitor one’s data and pursue appropriate legal remedies that 

imposes additional labor on Grindr users. Further, even if users are willing to assume these 

burdens, the legal status of these processes is still being adjudicated (Babwah, 2010). The 

ambiguous publicness of self-disclosure on networked services complicates claims that focus on 

an individual’s lack of consent to being displayed. Remedies that require individuals to directly 

contest ownership of screenshots of their profiles run into boundaries of legality that make it 

difficult — if not impossible — to successfully assert sovereignty over the hybrid products of 

personal information, commercial software, and individual activity. 

 The other remedies, focusing on Grindr’s articulated policies regarding the ownership 

and display of information in the Grindr app, have a similarly problematic effect of putting the 

burden of enforcement onto Grindr itself. In order for either of these approaches to be used 

against sites like Douchebags of Grindr, the service’s developers and operators would be 

responsible for pursuing legal processes to protect their users. This isn’t entirely outside of the 

realm of possibility, but it assumes that Grindr’s developers are willing to spend time and money 



defending the privacy rights of users who are already violating the service’s behavioral 

guidelines.  

 A different solution — and one that I would argue holds more promise — uses a 

technical implementation of boundary-enhancing features to prompt both greater awareness of 

how personal information circulates on and off of Grindr, as well as foster dialogue between 

users when these data flows are initiated. At the heart of this solution is the moment of taking a 

screenshot of a user’s profile — a pivotal moment in which personal information comes 

unmoored from the Grindr service and begins to circulate more freely across devices and 

platforms. While it isn’t possible (on iOS devices, at least) to prevent users from taking 

screenshots of the currently-running application, it is possible to make this action visible to the 

users whose data is involved. This approach was pioneered by the messaging application 

Snapchat, which sends users a notification whenever someone else takes a screenshot of their 

photos or messages. Implementing a similar notification on Grindr would be a straightforward 

process: Apple’s iOS, for example, has a method built into the operating system’s UIKit 

framework that is specifically designed to notify the currently-running application when a user 

takes a screenshot. By watching the self-explanatorily-named 

UIApplicationUserDidTakeScreenshotNotification notifier — likely the same 

solution implemented in Snapchat’s iOS client — Grindr could automatically recognize any 

instance in which a user has taken a screenshot of the Grindr application. Combined with other 

readily-available information about the app’s current state — for instance, the ID of the profile 

currently being viewed — Grindr’s developers could implement a feature which automatically 

notifies a user whose profile had been screenshotted both that a screenshot has been captured of 

his profile, and the username of the individual who captured it. Taking this implementation a 



step further, one could imagine inserting this notification in a chat initiated automatically 

between the two users, laying the groundwork for a real-time conversation concerning the uses 

and permissions surrounding that screenshot — as well as, perhaps, the underlying normative 

objections that prompted the screenshot in the first place. 

 These notifications do not (and could not) thwart all such data flows. The application 

sandboxing requirements in Apple’s iOS that are designed to promote privacy and security also 

keep application developers from stopping users from taking screenshots. Particularly dedicated 

individuals could use an external camera to take a photo of a device’s display, even in the event 

that screenshots could be blocked. Nevertheless, these notifications increase the visibility of 

actions that may cause data flows. By informing users that their data may change platforms as a 

result of another user’s actions, notifications empower individuals to pursue social solutions to 

unauthorized or unwelcome uses of their information. This transforms the silent “bad manners” 

of durably capturing an image of another user’s profile into a visible practice, bringing to light 

otherwise tacit informational norms and rendering them open for discussion and contestation. 

Conclusions 

It’s unrealistic to expect information to always stay where its creators put it. If social data has 

any common, recurring properties, it’s a tendency to circulate in ways its authors and owners 

could scarcely have imagined, anticipated, or planned for. But it’s precisely through these 

entropic or unexpected circulations of personal information that users are able to make social 

networking services their own — developing novel solutions to emergent sociotechnical 

concerns. In the case of the blog Douchebags of Grindr, I suggest that users have adopted the 

practice of storing and publicly posting screenshots of Grindr profiles perceived to be offensive 

as part of a collective process of normative negotiation. I don’t believe that we, or Grindr’s 



developers, can or should put a stop to these practices; but I do suggest that there are concrete, 

relatively simple steps we ought to take to make platforms like Grindr safer for their users. I 

argue that the technical solutions I’ve proposed more adequately balance the competing interests 

of different constituencies of users on Grindr by highlighting instances in which data flows 

across different platforms, while not closing off possibilities for cross-platform vernacular 

behavior. As researchers, critics, and practitioners, we should be cognizant of these practices, 

and make sensitive design choices that can safely and securely accommodate them.  
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