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Introduction 

Modern cloud environments, infrastructure, and application architectures offer important business 
benefits but are also extraordinarily complex. A vast number of non-human entities (“machines1” 
or workloads) operate across on-premises (private cloud), commercial clouds, or hybrid/multi-
cloud environments.  

The clear security boundary that used to exist in on-premises networks are unclear in the cloud. 
New cyber threats and vulnerabilities occur and increase cyber risk. The “attack surface” available 
to threat actors is larger because of new software architectures (e.g., microservices) using an 
exploding number of application programming interfaces (APIs) that may be easily exploited.  

Figure 1 illustrates four 
challenges impeding zero trust 
(ZT) security for enterprises. 
Most enterprises use more than 
one cloud provider2. Each cloud 
service provider (CSP) shares 
the security responsibilities 
differently from the others. For 
example, the responsibilities for 
transport security and identity 
trust can vary. Transport Layer 
Security (TLS) and mutual TLS 
(mTLS) do not exist everywhere 
in the CSPs and terminate at 
different servers depending on 
the CSP. 

In a study of penetration testing cases3, threat actors could breach company networks in 93% of 
the cases and do so in 2 days (on average). The research also showed that credential theft was 
the route in 71% of those breach cases. Since December 2020, when the SolarWinds hack was 
discovered, enterprises must accept that threat actors are operating inside their networks – 
sometimes for months before discovery and removal. 

Discontinuous transport security can leave valuable resources and data vulnerable to 
internal and external threat actors. 

Another factor limiting ZT security for enterprises is the lack of a verifiable workload identity 
credential. Automated PKI identity credentials are provisioned to workloads to enable TLS or 

 
1 “Machines” is a general term of art that refers to computing devices, technologies, and apps (apps 
running on machines are “workloads'') of all types. Such as virtual machines, Kubernetes, Docker, mobile 
devices, IoT and others. 
2 Gartner estimates 76% or more. “Gartner Hype Cycle for Cloud Computing 2022”, Webinar 
3 https://betanews.com/2021/12/20/cybercriminals-penetrate-93-percent-of-company-networks/ 

 

 

 

 

Fig ure  1 – Pro tecting  ente rp rise  workload s and  d ata  in a ll 
clouds is challeng ing  d ue  to  the ft of sta tic and  untrusted  
workload  id entity cred entials. 
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mTLS communications, but they are not ZT. They lack the vetting necessary for ZT. The chain of 
trust is with intermediate certificate authorities that extend back to the vetted root domain 
certificate authority, but that is not the same as a chain of trust in workload identities.  

Yet another impediment to achieving ZT for enterprises is the high implementation friction of 
mTLS. It is easy to implement in certain infrastructure areas such as Kubernetes to secure the 
internal communications within clusters, and in service mesh solutions. But this changes when 
mTLS is needed to secure external communication connections between clusters or internal-to-
external connections, such as east-west traffic in a data center or north-south traffic between 
clouds. In these cases, the complexity, skill, and labor needed to implement mTLS is high and it 
is vulnerable to user error. This is a big pain point for Developers and DevOps, and it inhibits 
mTLS utilization. 

A Zero Trust (ZT), Automated Moving Target Defense (AMTD) 

To address these four enterprise challenges (shown in Figure 1). Hopr offers hybrid SaaS 
solutions for ZT security. We verify trust of all workload connections before workloads connect, 
and messaging occurs. And we augment the ZT with a Automated Moving Target Defense 
(AMTD), one of the most effective strategies in a cybersecurity architecture. Implemented 
correctly, ZT AMTD protects against unforeseeable vulnerabilities and new threat vectors 
to prevent attacks. 

ZT AMTD differs from cybersecurity solutions that identify and remove known vulnerabilities or 
scan internal networks for threat behaviors. It augments existing cybersecurity architectures by 
combining the identity trust verification and segmentation principles of ZT with the effective 
rotation and obfuscation characteristics of an AMTD.  

 

Hopr provides data-rich enterprises with resilient security, integrity of workload access, including 
API endpoints, and data confidentiality.  

Hopr has developed a new form of AMTD that focuses on one of the most attractive targets for 
attackers: credentials. Our patented Codes Hidden In Plain Sight (CHIPS™)4 technology 
obfuscates both the secret and identity credentials for workloads at a high frequency. We have 
also developed a Machine Alias Identity (MAID) credential which rotates frequently and preserves 
a chain of trust in the workload identity. Hopr’s ZT AMTD includes three important innovations: 

  

 
4 CHIPS is protected by US Patent #11,151,243 and patents pending. 

Forensic analysis has found  that attackers sp end  90% of the ir time  in 
reconnaissance  and  p lanning  and  only 10% in the  actual attack. AMTD is a  

successful d e fe nse  that keep s the m from launching  attacks. 
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High Frequency Credential Rotation 

Hopr invented a novel way of autonomously rotating workload credentials at a high frequency 
(HF)5 in real time and across all clouds. Workload credentials are the moving target; they 
become extremely difficult (if not impossible) for threat actors to obtain and misuse. 

CHIPS technology is packaged and deploys as a “sidecar” to a host workload (the enterprise app 
or API). The sidecars operate autonomously with host workloads at the scale and speed of the 
cloud and use a special algorithm (CHIPS algorithm) to build a secret credential for a workload. 
The sidecar runs the CHIPS algorithm each time its host workload needs to communicate with 
another workload, or when it receives an incoming message from a trusted workload. The CHIPS 
algorithm is special because two workloads in separate locations, using sidecars configured 
with the same algorithm, can separately build identical secrets. And because it runs at each 
communication session, the CHIPS algorithm produces new secrets at a high frequency. (See 
‘Hardened Communications’ below to learn how the secret credential is used). 

Workload Identity Trust 

Verification of identity trust is crucial to achieving ZT security. In addition to secret rotation, 
sidecars also obtain and rotate a workload’s MAID credential using a protocol that preserves the 
chain of trust initially established when the sidecar was deployed with, and registered to, its 
workload. The MAID rotates as the communication session history grows. Hopr’s MAID has a 
chain of trust that is traceable back to its initial trust at registration. We establish and verify 
workload identity credentials to make ZT adoption attainable. 

Although CSPs offer workload identity solutions, such as short-lived tokens, for their cloud, they 
are not portable to other clouds, and they lack a trust verification mechanism necessary for ZT.  

Hardened Tunnels 

When a secret credential is built, it stays with its sidecar. It is not passed to another workload for 
traditional authentication. Instead, the secret is used by the sidecar as a symmetric key to enable 
end-to-end encryption (E2EE) of messages between two trusted workloads. Each workload’s 
symmetric key encrypts and decrypts messages between the two workloads. Decryption of the 
encrypted message, along with verification of the MAID, verifies trust in the sender. All ingress 
messages received from untrusted workloads fail decryption and are rejected without a response. 

Hopr’s novel E2EE assures data in transit are confidential and tamper-proof over the entire 
route. A new hardened communication channel is built at each session without a key 
exchange6. 

 
5 The frequency is a factor of several variables but can be as fast as once per minute. 
6 A session is like a conversation. It lasts for a limited time so two workloads may exchange a series of 
messages to complete a function or service. 
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Segmentation 

Segmentation is an important ZT capability. Hopr isolates groups of workloads (segments) in any 
cloud using sidecars configured with CHIPS algorithms that are unique to that segment. Sidecars 
contain tens-of-thousands of algorithms enabling micro-segmentation to as few as two workloads. 
Connections and data exchanges from workloads using a different algorithm are impossible. 

Valuable Business Benefits 
Low Friction Deployment. Hopr solutions are easy and fast to deploy. No changes to existing 
applications and code are needed. And a DevOps-friendly process deploys sidecars to workloads. 

Offsetting Operating Costs. Our solutions do not involve PKI. So, the high costs of certificates 
secrets, and key management systems typically needed for large numbers of workloads is offset 
by the cost of Hopr’s solutions. Hopr solutions are priced on a “pay for what you use” model. 

Fast Time-to-Value. Our solutions can deliver benefits in as little as 1 week from registration to 
runtime protection. Actual implementation by DevOps takes only a few minutes during the 
production stage and the protection is immediately available in production. 

True Zero Trust. Our solutions verify identity trust at all sessions. Only trusted workloads can 
connect for a session, ensuring ZT operations. 

Future Proof. Hopr’s use of symmetric encryption rather than asymmetric (PKI) is quantum safe. 

ZT AMTD Use Cases 

There are many use cases for Hopr’s ZT AMTD. Here are a few: 

● An “mTLS everywhere” alternative for encryption over the entire route between workloads. 
● API Discovery and Threat Protection that discovers shadow APIs and protects both the 

client and server (API) and the data they exchange. 
● Machine Identity Trust without the friction of automated PKI services such as CSRs, TLS 

certificates, and Certificates and Secrets Managers. 
● Micro-segmentation of network resources to implement and enhance ZT architectures. 
● Hybrid and multi-cloud environments where container portability is important to cloud 

economics. 
● Machine-to-machine interactions during “lights out” (after hours) periods. 
● High security and low latency data transactions. 
● Secure transport from edge cloud environments to CSP clouds. 

If you would like to learn more about the technical architecture of Hopr’s new AMTD solutions, 
please email us at hopr@hopr.co 
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