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Summary

You can use endpoint detection and response (EDR) to merge detection with prevention, 
facilitate investigation through automated analysis, and start on a path to XDR. But to 
realize these benefits, you’ll first have to select from a diverse set of vendors that vary by 
size, functionality, geography, and vertical market focus. Security and risk professionals 
should use this report to understand the value they can expect from an EDR provider and 
to select one based on size and functionality.
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Improve Your Incident Response Workflow 
With EDR

It’s impossible to deny that, after evolving from EDR, extended detection and response 
(XDR) has taken hold of the EDR market. In the debut Forrester report on XDR, we 
even described EDR as “dead” — but perhaps a better phrase would be “mostly dead.” 
EDR still serves its original purpose of detecting threats on enterprise servers and 
workstations, but the lines between EDR and XDR disappear as practitioners integrate 
additional security technologies into EDR. EDR is a stepping stone to better protection, 
detection, and response in the SOC, but it’s not the first in the chain — that would 
be endpoint security software — nor the latest — extended detection and response. 
Forrester defines EDR technologies as:

Detection, investigation, and response technology that collects security- 
relevant telemetry from endpoints, performs anomaly detection, enables 
analysts to investigate from collected telemetry, and facilitates response 
by analysts on affected endpoints.

When choosing an EDR provider, clients should expect the offering will:

• Merge detection with prevention. Many EDR providers now offer prevention, 
detection, and response in a single agent. Some are taking it a step further 
by converting detection logic into prevention through autoremediation features to 
reduce the burden on the security team.

• Facilitate investigation through automated analysis. According to Forrester 
Analytics Business Technographics® data, analysis is by far the most time- 
consuming part of the incident response process. EDR providers are incorporating 
automated analysis to give analysts critical context into aspects of attacks without 
them needing to go searching for it.

• Start on a path to XDR. EDR providers recognize, largely because of their own 
MDR services, that additional telemetry beyond the endpoint is crucial for incident 
response processes. To that end, EDR providers are integrating with native or 
third-party telemetry to improve the incident response experience.

Select Vendors 
Based On Size And Functionality
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We’ve based our analysis of the EDR market on two factors: market presence and 
functionality.

EDR Market Presence Segments

We segmented the vendors in this market into three categories, based on EDR revenue 
from the previous 12 months: large established players (more than $120 million in EDR 
revenue), midsize players ($50 million to $120 million in revenue), and smaller players 
(less than $50 million in revenue) (see Figure 1).
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Figure 1
Now Tech Market Presence Segments: Endpoint Detection And Response, Q4 2021
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EDR Functionality Segments

To explore functionality at a deeper level, we broke the EDR market into three 
segments, each with varying capabilities (see Figure 2):

• Agent analytics. The offering is designed to provide behavioral detection and 
response on the endpoint itself. This has the benefit of improving endpoint 
protection capabilities and providing offline protection.

• Cloud analytics. The offering is designed to analyze endpoint telemetry in the 
cloud and push a response back down to the endpoint. This has the benefit of 
improving detection capabilities by enabling analysis across all enterprise assets 

• Endpoint forensics and management. The offering meets a minimum set of 
functionalities to be classified as EDR but are typically used for forensics or 
endpoint management.
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Figure 2
Now Tech Functionality Segments: Endpoint Detection And Response, Q4 2021

Align Individual Vendor Offerings To Your
Organization’s Needs

The following tables provide an overview of vendors, with details on functionality 
category, geography, and vertical market focus (see Figure 3, see Figure 4, and see 
Figure 5).
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Figure 3
Now Tech Large Vendors: Endpoint Detection And Response, Q4 2021
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Figure 4
Now Tech Midsize Vendors: Endpoint Detection And Response, Q4 2021

Forrester Report Prepared For Ale is Bouffard With Forrester Research  Inc.

Not Licensed For Distribution. 
© 2021 Forrester Research, Inc. All trademarks are property of their respective owners. 
For more information, see the Citation Policy, contact citations@forrester.com, or call +1 866-367-7378.

8

https://go.forrester.com/policies/citations-policy/
mailto:citations@forrester.com


Figure 5
Now Tech Small Vendors: Endpoint Detection And Response, Q4 2021
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Place A Premium On Detection
Efficacy And Automated Analysis

Some EDR vendors are placing XDR hype at the forefront in an effort to win EDR 
customers. However, additional telemetry does not necessitate better outcomes. The 
underlying EDR technology remains crucial to a high-performance SOC. To avoid being 
caught in the XDR hype cycle when evaluating an EDR offering, look for the following:

• A product backed by a robust detection engineering team. A core and critical 
value of EDR is the detection quality — not just quality of those detections that
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come out of the box, but also, and even more so, those that the vendor provides 
on an ongoing basis. Choose a vendor with a powerful detection engineering 
team backed by a leading threat research group to reap the benefits of expertise 
beyond your team’s capabilities.

• Unique approaches to feed prevention with detection. As endpoint security 
software (ESS) and EDR have converged into a single agent, some providers are 
leveraging the unification to feed prevention with validated malicious detection 
through autoremediation. Having this closed-loop improvement cycle helps the 
offering identify opportunities for prevention and reduces the alert load on security 
teams. 

• More than lip service when it comes to investigation. EDR providers are 
integrating automated analysis into alerts to help analysts speed up investigation. 
However, some vendors are doing this more precisely and effectively than others. 
Instead of automated data aggregation pulled into alerts, look for curated, high- 
quality data gathering and analysis within individual alerts. Those EDR providers 
that have an MDR service may be more effective at this than others, as they have 
an immediate product feedback loop that affects their bottom line.

• Product enhancements that parallel XDR and offer a path to XDR. The 
distinction between EDR and XDR is slowly degrading. As a result, providers will 
be developing product enhancements in XDR — such as recommended response 
actions and orchestration of response — that will also apply to EDR. Choose a 
vendor that is able to show clarity on what capabilities differentiate EDR and XDR 
and what features are aligned to the EDR and XDR roadmaps.

Supplemental Material

Companies We Interviewed For This Report

We would like to thank the individuals from the following companies who generously 
gave their time during the research for this report.

Bitdefender 

BlackBerry 

Broadcom 

Check Point Software Technologies 

Cisco 

CrowdStrike
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Cybereason 

EclecticIQ 

Elastic 

ESET 

Fidelis Cybersecurity 

FireEye 

Fortinet 

F-Secure 

HarfangLab 

Kaspersky 

Malwarebytes 

McAfee 

Microsoft 

OpenText 

Palo Alto Networks 

Rapid7 

ReaQta 

SentinelOne 

Sophos 

Trend Micro 

Uptycs 

VMware Carbon Black
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We help business and technology leaders use 
customer obsession to accelerate growth.

Research

Accelerate your impact on the 
market with a proven path to 
growth.

• Customer and market 
dynamics

• Curated tools and 
frameworks

• Objective advice

• Hands-on guidance

Learn more.

Consulting

Implement modern strategies 
that align and empower teams.

• In-depth strategic 
projects

• Webinars, speeches, and 
workshops

• Custom content

Learn more.

Events

Develop fresh perspectives, 
draw inspiration from leaders, 
and network with peers.

• Thought leadership, 
frameworks, and models

• One-on-ones with peers 
and analysts

• In-person and virtual 
experiences

Learn more.

Obsessed With Customer Obsession

At Forrester, customer obsession is at the core of everything we do. We’re on 
your side and by your side to help you become more customer obsessed.

FOLLOW FORRESTER    

Contact Us

Contact Forrester at www.forrester.com/contactus. For information on hard-copy or electronic 
reprints, please contact your Account Team or reprints@forrester.com. We offer quantity 
discounts and special pricing for academic and nonprofit institutions.
Forrester Research, Inc., 60 Acorn Park Drive, Cambridge, MA 02140 USA 
Tel: +1 617-613-6000 | Fax: +1 617-613-5000 | forrester.com
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